INTELLIGENT HEALTH ADMINISTRATION
SYSTEMS

Complete 13-Week Scientific Lecture & Practical Laboratory Curriculum

Target Audience: Intelligent Medical Systems Undergraduate Students

Course Director: Dr. Labeed Al-Saad

Course Structure: 13 Weeks (3 Hours/Week: 2 Lab Hours + 1 Tutorial Hour)
Core Stack: MySQL 8.0+, Python Flask, Chart.js, ML Triage Engine, Docker

Course Overview & Pedagogical Objectives

This practical course guides Intelligent Medical Systems undergraduate students through the full
software engineering lifecycle of a modern, intelligent healthcare management system. Modern
healthcare administration demands high reliability, strict HIPAA compliance, relational consistency,
real-time analytics, and automated decision-support protocols. Students will develop a fully
functional multi-tier healthcare web platform powered by a MySQL relational database backbone,
Python Flask web service architecture, interactive visualization dashboards, machine-learning
triage modules, and production-ready Docker containerization.
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INTELLIGENT HEALTH CARE ADMINISTRATION SYSTEMS

Week 1: Project Initiation, Health IT Architecture &
Environment Setup

Core Theme: Foundation, Architecture & Charter

Lecture Overview: Establish the foundational healthcare management system environment,
establish multi-role user requirements, and configure the software engineering stack.

WEEK 1: SYSTEM INITIATION & DEVELOPMENT STACK PRACTICAL LECTURE INFOGRAPHIC

Overview of Capstone System Architecture, Environment Tools & Deliverables

1. FOUNDATION = 3. REQUIREMENTS

Scope Roles Timeline

This initial stage of this capstonementalrphantistone, componentess major porest as the
componst enironment and arevented by mitisten for environment tools & deliverals.

Figure 1.1: Mind Map Overview of Capstone Architecture, Environment Tools & User Role Scope.

Learning Objectives & Practical Outcomes

e  Deconstruct traditional paper-based clinic administration into modern online digital workflows.

e Install and verify MySQL Server 8.0+, Python 3.12, Flask, VS Code, and Git version control.

e Form engineering teams and assign key project roles (Database Lead, Backend Lead, Frontend Lead, QA
Engineer).

e  Construct formal user story documents defining security permissions across Admin, Doctor, Nurse, Patient,
and Pharmacist roles.

Scientific Context & Domain Rationale

Healthcare information systems transition clinical workflows from error-prone paper charts to
high-throughput, role-partitioned electronic networks. IBM Capstone models demonstrate that
structured role isolation guarantees patient record confidentiality while streamlining clinical
scheduling.
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Practical Protocol & Step-by-Step Laboratory Execution

Students must execute virtual environment setup, install core dependencies ("flask’, ‘mysql-
connector-python’, ‘flask-bcrypt’), initialize git source repositories, and implement the application
factory architecture.

Language Editor Code Protocol & Implementation Example

/* Python Flask Application Factory & Directory Setup */

# Step 1: Virtual Environment Creation & Dependency Setup

python3 -m venv venv

source venv/bin/activate # On Windows: venv\Scripts\activate

pip install flask mysql-connector-python flask-bcrypt python-dotenv

# Step 2: Directory Architecture Creation
mkdir -p app/{blueprints,static,templates,services}

# Step 3: Application Factory Pattern Setup (app/__init__ .py)
from flask import Flask
import os

def create_app():
app = Flask(__name_ )
app.config[ 'SECRET_KEY'] = os.environ.get('SECRET_KEY', 'dev_healthcare_key 2026")
app.config[ "MYSQL_HOST'] = 'localhost’
app.config[ "MYSQL_USER'] = 'health_admin'
app.config[ 'MYSQL_PASSWORD'] = 'SecurePass2026!'
app.config[ 'MYSQL_DB'] = 'healthcare_management'

# Register blueprints for modular architecture

from app.blueprints.auth import auth_bp

from app.blueprints.patients import patients_bp
app.register_blueprint(auth_bp, url_prefix="'/auth")
app.register_blueprint(patients_bp, url_prefix='/patients')

return app

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Always isolate database credentials inside environment variables (.env files) rather than hardcoding. Ensures HIPAA
regulatory compliance and prevents secret leakage in source repositories.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error- ~ Working Flask server instance,
free execution. project charter document, and

multi-role user story matrix.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 2: Healthcare Database Architecture & Entity-
Relationship Modeling

Core Theme: Relational Data Modeling & Schema Design

Lecture Overview: Design an enterprise-grade normalized relational database schema capturing
core healthcare administration entities and clinical interactions.

729
WEEK 1 & 2: CONSOLIDATED HEALTHCARE CAPSTONE SYSTEM INITIATION /- —
WEEK 1 & 2 COMPLETE
THE FOUNDATION & THECORE | | THE ENVIRONMENT & ENTITIES F?HE DELIVERABLES & SCHEDULE
(Combining source ideas) A i U A
INITIATION & ROLES DEVELOPMENT STACK & ENTITY SCHEMA USER STORIES & SYSTEM OUTPUT

- N M (WEEK 1: TECH STACK| ADMIN
roject # (% Manage Users & [ Access Patient EHR
Charter ADMIN DOCTOR \ System Config @ [ Manage Schedule [
+ Scope \ 5]
" TECHSTACK | l NURSE Jl[
[ Enter Vitals
[ Assist Procedures

« Timeiine
| MySQL, Flask, HTML3S | (WEEK 2: CORE ENTITIES)

A
(5

NURSE  paTiENT

“ Roles b PATIENT &%

[ View Records
[ Book Appointment

I 'E' PATIENT EHR
SQL =,
PATIENTS
i id, user_id, SCHEDULE / APPOINTMENTS
Identit dob, blood : — —
enti
Managemyent M Scheduler
T &y - - =

id ‘ | \m\ DOCTORS id|
:aosleemame @B single Identity to Person i id, user_id, patient_id
pwd ‘ Single Person to spec, dept doctorid |
: d user m Multiple Appointments  \. ¢ \ ;

Figure 2.1: Entity-Relationship Diagram detailing relational tables, attributes, and key constraints.

Learning Objectives & Practical Outcomes

e [dentify core healthcare entities including Users, Patients, Doctors, Appointments, Prescriptions, Billing, and
Audit Logs.

o Draw ER diagrams defining strict entity attributes, primary keys, foreign keys, and cardinalities.

e  Apply relational normalization principles (1NF, 2NF, 3NF) to eliminate data duplication and update anomalies.

e Document a comprehensive Database Design Document (DDD) with explicit data types and integrity rules.

Scientific Context & Domain Rationale

Relational database modeling forms the backbone of healthcare administrative systems. Entity
cardinality ensures that each patient EHR maintains strict 1:1 links to user auth credentials, while
appointments maintain 1:N relationships between clinicians and patients, preventing orphaned
medical records.
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Practical Protocol & Step-by-Step Laboratory Execution

Map out domain entities into standardized data tables. Ensure all personal health identifiers (PHI)
carry designated primary keys and foreign key constraints enforcing cascade operations.

Language Editor Code Protocol & Implementation Example

/* SQL Entity Relational Attribute Specification Plan */

-- Database Entity Specification & Normalized Attribute Map

-- 1. USERS (Authentication & Role Base)

-- Attributes: id (PK), username (UNIQUE), password_hash, role (ENUM), email (UNIQUE),
created_at

-- 2. PATIENTS (Demographics & Medical Record)
-- Attributes: id (PK), user_id (FK -> Users.id), name, dob, gender, blood_type, contact,
address

-- 3. DOCTORS (Clinician Data)
-- Attributes: id (PK), user_id (FK -> Users.id), name, specialization, license_number,
department_id

-- 4. APPOINTMENTS (Workflow Engine)
-- Attributes: id (PK), patient_id (FK -> Patients.id), doctor_id (FK -> Doctors.id), datetime,
status, notes

-- 5. AUDIT_LOGS (Security Compliance)
-- Attributes: id (PK), user_id (FK -> Users.id), action, table_affected, timestamp, ip_address

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Notice that Users and Patients share a 1:1 foreign key relationship (‘user_id"). This separates authentication metadata
(passwords, roles) from clinical demographic records, elevating security partitioning.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error- ~ Normalized ER Diagram file
free execution. (.drawio / .png) and Database

Design Document covering
1NF, 2NF, and 3NF
justifications.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 3: MySQL Implementation, DDL Constraints & Seed Data
Population

Core Theme: Database Implementation & Script Execution

Lecture Overview: Implement the conceptual ER model into a physical MySQL database using Data
Definition Language (DDL) scripts, relational integrity constraints, and realistic seed data.

PRACTICAL LECTURE MIND MAP: WEEK 3: DATABASE DDL & CONSTRAINT ENFORCEMENT

SQL Schema Execution, Foreign Key Constraints & Data Seeding
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Figure 3.1: Mind Map of MySQL DDL Execution, Constraint Enforcement, and Seed Injection Strategy.

Learning Objectives & Practical Outcomes

e  Execute DDL scripts creating the healthcare database and relational tables in MySQL Workbench.

e Enforce strict integrity constraints using PRIMARY KEY, FOREIGN KEY, UNIQUE, NOT NULL, and ENUM types.
e  Establish performance indexes on heavily queried columns (patient_id, doctor_id, appointment_datetime).

e  Populate the database with realistic healthcare seed data (minimum 10 records per entity table).

Scientific Context & Domain Rationale

Physical schema instantiation requires precise data typing. Utilizing MySQL ENUM types for role
isolation (‘admin’, "doctor’, ‘nurse’, ‘patient’, ‘pharmacist’) prevents invalid privileges at the
database engine level.

Practical Protocol & Step-by-Step Laboratory Execution

Write and execute “schema.sql” inside MySQL Workbench. Verify constraint enforcement by
attempting deliberate integrity violations (e.g., duplicate email insertion).
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Language Editor Code Protocol & Implementation Example

/* MySQL Data Definition Language (DDL) Script - schema.sql */
-- MySQL Physical Schema Implementation (schema.sql)

CREATE DATABASE IF NOT EXISTS healthcare_management;

USE healthcare_management;

DROP TABLE IF EXISTS audit_logs;
DROP TABLE IF EXISTS billing;

DROP TABLE IF EXISTS prescriptions;
DROP TABLE IF EXISTS appointments;
DROP TABLE IF EXISTS doctors;

DROP TABLE IF EXISTS patients;

DROP TABLE IF EXISTS users;

CREATE TABLE users (
id INT PRIMARY KEY AUTO_INCREMENT,
username VARCHAR(50) UNIQUE NOT NULL,
password_hash VARCHAR(255) NOT NULL,
role ENUM('admin', ‘'doctor', 'nurse', 'patient', 'pharmacist') NOT NULL,
email VARCHAR(100) UNIQUE NOT NULL,
created_at DATETIME DEFAULT CURRENT_TIMESTAMP
) ENGINE=InnoDB;

CREATE TABLE patients (
id INT PRIMARY KEY AUTO_INCREMENT,
user_id INT UNIQUE,
name VARCHAR(100) NOT NULL,
dob DATE NOT NULL,
gender ENUM('M', 'F', 'Other') NOT NULL,
blood_type VARCHAR(5),
contact VARCHAR(29),
address TEXT,
FOREIGN KEY (user_id) REFERENCES users(id) ON DELETE CASCADE
) ENGINE=InnoDB;

-- Performance Indexing for Query Optimization
CREATE INDEX idx_patient_name ON patients(name);
CREATE INDEX idx_user_role ON users(role);

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Using "ENGINE=InnoDB" is essential in MySQL healthcare applications because it guarantees ACID compliance and supports
foreign key reference checks.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  Fully populated MySQL
free execution. database instance with

verified DDL scripts and clean
seed population routines.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 4: Backend Security: Cryptographic Auth & Role-Based
Access Control (RBAC)

Core Theme: Secure Authentication & Access Gateway

Lecture Overview: Build a cryptographically secure authentication service using Berypt password
hashing and custom Flask middleware decorators for Role-Based Access Control (RBAC).

END-TO-END CAPSTONE PROJECT: HEALTHCARE MANAGEMENT SYSTEM ARCHITECTURE

WEEK 1: PROJECT INITIATION & STACK WEEKS 2 & 3: DATA & LOGIC ARCHITECTURE WEEK 4: RBAC & SESSION SECURITY
ARCHITECTURE
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Figure 4.1: Flow Architecture of Authentication Processing and Decorator-Based Access Control.

Learning Objectives & Practical Outcomes

e Implement secure user registration using Berypt salted password hashing algorithms.
e Build a session-based login gateway verifying credentials against database hashes.
e Develop custom Python decorator functions ("@role_required") to restrict API routes according to user roles.

e  Construct Administrative CRUD endpoints for managing healthcare staff credentials.

Scientific Context & Domain Rationale

HIPAA administrative safeguards dictate that healthcare applications must strictly restrict endpoint
access based on job responsibility. Password plaintexts must never touch disk; salted Bcrypt hashes
protect clinical credentials against dictionary attacks.

Practical Protocol & Step-by-Step Laboratory Execution

Implement the ‘functools.wraps” decorator pattern in Flask. Intercept HTTP requests, verify session
state, evaluate session role against endpoint permissions, and issue HTTP 403 Forbidden on
authorization failure.
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Language Editor Code Protocol & Implementation Example

/* Python Decorator Code for RBAC Route Authorization */

# Flask Role-Based Access Control Middleware (app/services/auth_guard.py)
from functools import wraps

from flask import session, redirect, url_for, flash, request

def role _required(*roles):
def decorator(f):
@wraps(f)
def decorated_function(*args, **kwargs):
if ‘'user_id' not in session:
flash('Authentication required. Please login.', 'danger')
return redirect(url_for('auth.login', next=request.url))

user_role = session.get('role")

if user_role not in roles:
flash('Access denied: Unauthorized clinical privileges.', 'danger')
return redirect(url_for('dashboard.index"))

return f(*args, **kwargs)
return decorated_function
return decorator

# Protected Route Example inside Admin Blueprint
from flask import Blueprint, render_template

admin_bp = Blueprint('admin', _ name__ )

@admin_bp.route('/admin/users")
@role_required('admin')
def manage_users():
# Only accessible when session['role'] == 'admin'
return render_template('admin/users.html")

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
The ‘@wraps(f)" decorator preserves Python function signatures and docstrings, preventing Flask endpoint routing collision
errors when applying decorators across multiple controllers.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  Functional authentication
free execution. module with salted password
verification and RBAC

middleware guarding
administrative routes.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 5: Patient Management Module & Clinical Vitals
Tracking

Core Theme: EHR Management & Vitals Collection

Lecture Overview: Develop the core Patient Electronic Health Record (EHR) module featuring
patient registration, profile updates, medical history logging, and physiological vitals recording.

WEEK 5: ELECTRONIC HEALTH RECORD (EHR) & VITALS PIPELINE

Data Collection and Vitals Workflow
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Figure 5.1: Mind Map Diagram of Patient EHR Module, Demographic Input, and Vitals Collection Pipeline.

Learning Objectives & Practical Outcomes

e  Construct responsive HTML5/CSS3 patient registration forms with client/server validation.

e Implement secure backend routes handling patient demographic records via parameterized SQL queries.
e Develop clinical vitals capture components (blood pressure, heart rate, temperature, BMI).

e  Build fast real-time search and filtering mechanisms for medical staff patient lookups.

Scientific Context & Domain Rationale

Patient management forms the core operational loop of clinical systems. Input validation prevents
invalid medical data entry (e.g., impossible heart rate values), while parameterized SQL execution
immunizes the health system against SQL injection exploits.

Practical Protocol & Step-by-Step Laboratory Execution

Construct the */patients/add’” Flask route. Bind form POST inputs, execute parameterized SQL
INSERT statements via MySQL cursor objects, commit transaction state, and redirect to the patient
directory.
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Language Editor Code Protocol & Implementation Example

/* Python Flask Patient Registration & Parameterized Query Handler */

# Patient Management Controller (app/blueprints/patients.py)

from flask import Blueprint, render_template, request, redirect, url_for, flash, g
from app.services.auth_guard import role_required

import mysql.connector

patients_bp = Blueprint('patients', _ name_ )

@patients_bp.route('/add', methods=['GET', 'POST'])
@role_required('admin', 'nurse')
def add_patient():
if request.method == 'POST':

name = request.form[ 'name’]

dob = request.form['dob']

gender = request.form['gender']

blood_type = request.form['blood_type']

contact = request.form['contact']

address = request.form['address’]

# Parameterized SQL Insertion preventing SQL Injection

cursor = g.db.cursor()

query = """
INSERT INTO patients (name, dob, gender, blood_type, contact, address)
VALUES (%s, %S, %S, %S, %S, %S)

cursor.execute(query, (name, dob, gender, blood_type, contact, address))

g.db.commit()

cursor.close()

flash('Patient EHR profile created successfully!', 'success')
return redirect(url_for('patients.list patients'))

return render_template('patients/add.html")

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Never interpolate user form variables directly into SQL strings using format strings ('f'INSERT INTO..."). Always use “%s"
placeholder tuples for query safety.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error- ~ Working Patient EHR module
free execution. with demographic

registration, vitals tracking
forms, and searchable patient
tables.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 6: Intelligent Appointment Scheduling & Conflict Engine
Algorithms

Core Theme: Workflow Automation & Conflict Prevention

Lecture Overview: Engine an intelligent appointment scheduling module equipped with
algorithmic collision detection to eliminate double-booking across clinician schedules.

LECTURE KEY TAKEAWAYS: INTELLIGENT APPOINTMENT SCHEDULING
A DETAILED BREAKDOWN OF THE SCHEDULING & CONFLICT ENGINE
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Figure 6.1: Flow Engine of Algorithmic Conflict Detection and Time-Slot Scheduling Logic.

Learning Objectives & Practical Outcomes

e Implement interactive appointment booking interfaces for patients, nurses, and doctors.

e Develop an algorithmic availability checker function evaluating time-slot overlaps using SQL timestamp
functions.

e  Construct calendar view visualizations displaying doctor availability schedules.

e  Build state-machine transitions handling appointment life cycles (Pending -> Confirmed -> Completed /
Cancelled).

Scientific Context & Domain Rationale

Scheduling double-bookings cause severe clinical resource bottlenecks and patient care delays. An
algorithmic scheduling engine calculates the time delta between proposed appointments and
existing clinician bookings using "TIMESTAMPDIFF" logic.

Practical Protocol & Step-by-Step Laboratory Execution

Implement “check_availability(doctor_id, requested_datetime, duration_minutes)’. Perform a count
query on active appointments where timestamp absolute difference falls below the session
threshold. Return “True’ if count equals 0.
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Language Editor Code Protocol & Implementation Example

/* Python Algorithmic Scheduling & Conflict Detection Code */
# Algorithmic Scheduling Conflict Detection Engine
def check_doctor_availability(db_connection, doctor_id, appt_datetime_str, duration_minutes=30):
Calculates time-slot collisions for a given clinician.
Returns True if slot is open; False if a conflict exists.
cursor = db_connection.cursor()
query = """
SELECT COUNT(*)
FROM appointments
WHERE doctor_id = %s

AND status NOT IN ('cancelled', 'completed')

AND ABS(TIMESTAMPDIFF(MINUTE, datetime, %s)) < %s
cursor.execute(query, (doctor_id, appt_datetime_str, duration_minutes))
(conflict_count,) = cursor.fetchone()
cursor.close()

return conflict_count ==

# Usage inside Booking Controller
@app.route('/booking/create', methods=['POST'])
def create_appointment():
doc_id = request.form['doctor_id"']
appt_time = request.form['datetime’]

if not check_doctor_availability(g.db, doc_id, appt_time):
flash('Scheduling Collision Detected! Clinician is unavailable at this time slot.',
‘danger')
return redirect(url_for('booking.schedule'))

# Proceed with insertion...

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
The ‘status NOT IN (‘cancelled', 'completed’)” clause guarantees that historic or revoked appointments do not block future
slot allocations.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  Conflict-free appointment
free execution. scheduling engine with

dynamic clinician availability
checking and status
transitions.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 7: Financial Management, Billing Module & Midterm

Assessment

Core Theme: Healthcare Finance & Assessment Evaluation

Lecture Overview: Execute the Midterm Practical Examination, followed by building the
automated healthcare billing, invoice generation, and revenue reporting module.

PRACTICAL LECTURE MIND MAP: WEEK 7: HEALTHCARE FINANCIAL MANAGEMENT & BILLING PIPELINE

itemized Service Invoicing, Revenue Reports & Practical Evaluation

Completed Service

Data Aggregation

* Appointment Records
* Lab Results

« Diagnostic Codes

(4 N\
1. TRIGGER
(Inputs from Healthcare Services)

e.g. Doctor Visit, Lab Test

Feeds
Data

\_

r \
2. BILLING CALCULATOR
(Process)

Invoice Engine

Calculate Line Items
* Services, costs

Apply Charges
* Procedure Fees
« Lab Fees

Adjust Totals

¢ Tax Calculation

« Discounts/Copays

« Insurance Adjudication

Generates

3. OUTPUT
(Deliverables)

W iants
For Patient:

I
>/

=

« Itemized
* Downloadable Invoice

For Clinic/Admin:

[2) Revenue Reports

@ Detailed PDF Receipt

Admin

5
%4 Operational Analytics

X,

Figure 7.1: Mind Map of Health Billing Pipeline, Invoice Generation & Midterm Practical Evaluation.

Learning Objectives & Practical Outcomes

e  Execute 1-Hour Practical Examination: Develop a functional healthcare entity CRUD module under timed

conditions.

e  Build automated billing generation workflows aggregating consultation fees, laboratory tests, and procedures.

e Implement payment status tracking (Unpaid, Paid, Partial, Refunded) and digital invoice rendering.

®  (Generate administrative revenue analytics reports filtered by custom date ranges.

Scientific Context & Domain Rationale

Health administration systems must maintain flawless financial accounting. Billing modules
aggregate billable items from completed appointments and lab procedures into a single itemized

invoice.

Practical Protocol & Step-by-Step Laboratory Execution

Calculate billing totals by joining appointment records with service price tables. Create invoice
records in the “billing" table and render printable HTML/PDF summaries.
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Language Editor Code Protocol & Implementation Example

/* Python Healthcare Billing Invoicing Handler */
# Healthcare Billing & Revenue Calculator Controller
@app.route('/billing/generate/<int:appointment_id>', methods=['POST'])
@role_required('admin', 'receptionist')
def generate_bill(appointment_id):

cursor = g.db.cursor(dictionary=True)

# Query appointment details & clinician base fee
cursor.execute("""

SELECT a.id, a.patient_id, d.consultation_fee
FROM appointments a

JOIN doctors d ON a.doctor_id = d.id

WHERE a.id = %s

, (appointment_id,))

appt = cursor.fetchone()

amount = appt['consultation_fee']

# Insert new billing record
insert_query = """
INSERT INTO billing (patient_id, appointment_id, amount, status, payment_date)
VALUES (%s, %s, %s, 'unpaid', NOW())
cursor.execute(insert_query, (appt['patient_id'], appointment_id, amount))
g.db.commit()
cursor.close()

flash(f'Invoice of ${amount:.2f} generated successfully.', 'success')
return redirect(url_for('billing.view_invoices'))

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Midterm practical exams evaluate speed, code formatting, security parameterization, and database integrity under timed
laboratory supervision.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error- ~ Midterm exam submission and
free execution. operational financial billing
module generating itemized
patient invoices.
Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push

security compliance.
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INTELLIGENT HEALTH CARE ADMINISTRATION SYSTEMS

Week 8: Clinical Prescriptions & Pharmacy Inventory
Integration

Core Theme: Medication Ordering & Stock Fulfillment

Lecture Overview: Integrate clinical prescription workflows with pharmacy inventory tracking to
automate medication ordering, dosage instructions, and stock deduction.

CLINICAL PRESCRIPTIONS & PHARMACY INTEGRATION INFOGRAPHIC: (BASED ON WEEK 8 SCHEMA)

Visualizing the Lifecycle of a Medical Prescription from Issuance to Dispensing
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Figure 8.1: Entity-Relationship Schema for Prescriptions, Pharmacy Inventory, and Dispense Logs.

Learning Objectives & Practical Outcomes

e  Build clinician interfaces for issuing digital prescriptions with drug name, dosage, duration, and instructions.
e Design relational pharmacy inventory tables tracking drug stock levels, unit costs, and reorder thresholds.
e Develop backend triggers/handlers that automatically deduct inventory stock upon prescription fulfillment.

®  (Create pharmacist dashboards for reviewing and marking prescriptions as dispensed.

Scientific Context & Domain Rationale

E-prescribing mitigates handwriting errors and prevents adverse drug events. Linking clinical
prescription orders directly to pharmacy stock levels ensures immediate verification of drug
availability prior to patient discharge.

Practical Protocol & Step-by-Step Laboratory Execution

Implement transaction-managed stock deductions. When a pharmacist dispenses a medication,
execute "UPDATE pharmacy_inventory SET stock_qty = stock_qty - %s WHERE id = %s" inside an
atomic transaction block.
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Language Editor Code Protocol & Implementation Example

/* SQL Schema Definition for Prescriptions and Pharmacy Inventory */
-- SQL Schema Extension for Pharmacy & Prescriptions
CREATE TABLE pharmacy_inventory (
id INT PRIMARY KEY AUTO_INCREMENT,
drug_name VARCHAR(100) NOT NULL,
dosage_form VARCHAR(50) NOT NULL, -- e.g., 'Tablet', 'Syrup'
stock_qty INT NOT NULL DEFAULT o,
unit_price DECIMAL(10,2) NOT NULL,
reorder_level INT DEFAULT 10
) ENGINE=InnoDB;

CREATE TABLE prescriptions (
id INT PRIMARY KEY AUTO_INCREMENT,
appointment_id INT NOT NULL,
drug_id INT NOT NULL,
dosage VARCHAR(50) NOT NULL,
frequency VARCHAR(50) NOT NULL,
duration_days INT NOT NULL,
status ENUM('pending', 'dispensed', 'cancelled') DEFAULT 'pending’,
FOREIGN KEY (appointment_id) REFERENCES appointments(id),
FOREIGN KEY (drug_id) REFERENCES pharmacy_inventory(id)
) ENGINE=InnoDB;

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Utilizing database transactions ('START TRANSACTION ... ‘COMMIT’) guarantees that drug inventory numbers are never
decremented if the dispense status update fails.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  Integrated pharmacy module
free execution. enabling electronic

prescription issuance and
dynamic inventory
decrementing.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 9: Laboratory Information System (LIS) & Diagnostic
Test Management

Core Theme: Diagnostic Workflows & Lab Reporting

Lecture Overview: Implement a Laboratory Information System (LIS) workflow for clinician
diagnostic test requisitions, specimen processing, and digital result reporting.

PRACTICAL LECTURE MIND MAP: WEEK 9: LABORATORY REQUISITION & LIS DIAGNOSTIC WORKFLOW
Diagnostic Orders, Reference Range Checking & Lab Report Attachments
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Figure 9.1: Mind Map Overview of Laboratory Test Requisition, Result Processing, and EHR Linkage.

Learning Objectives & Practical Outcomes

e  Construct diagnostic requisition forms allowing clinicians to order lab panels (e.g., CBC, Lipid Panel, Blood
Glucose).

e Design lab technician entry screens for recording quantitative test results alongside standard reference ranges.

e Implement automatic status tagging marking results as 'Normal', 'Abnormal’, or 'Critical'.

e Develop secure file attachment routes for linking diagnostic PDF reports and imaging scans to patient records.

Scientific Context & Domain Rationale

Laboratory diagnostics account for over 70% of clinical decisions. Standardizing lab test
requisitions and auto-flagging out-of-range values accelerates clinical response times for critical
conditions.

Practical Protocol & Step-by-Step Laboratory Execution

Build backend logic comparing numerical laboratory results against high/low reference range
columns stored in the “lab_tests’ catalog. Assign 'Abnormal’ tag when out of bounds.
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Language Editor Code Protocol & Implementation Example

/* Python Laboratory Result Evaluation & Status Tagging Logic */

# Python Laboratory Diagnostic Result Processing

def process_lab_result(db_conn, requisition_id, observed_value):
cursor = db_conn.cursor(dictionary=True)

# Fetch test reference range
cursor.execute("""
SELECT t.ref_min, t.ref_max
FROM lab_requisitions r

JOIN lab_tests t ON r.test_id = t.id
WHERE r.id = %s

""", (requisition_id,))

test = cursor.fetchone()

# Evaluate reference bounds

status = 'Normal'’

if observed_value < test['ref_min'] or observed value > test['ref_max']:
status = 'Abnormal’

# Update requisition with status
update_query = """
UPDATE lab_requisitions
SET result_value = %s, status = %s, completed_at = NOW()
WHERE id = %s
cursor.execute(update_query, (observed_value, status, requisition_id))
db_conn.commit ()
cursor.close()

return status

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Automatic reference range flags alert attending clinicians immediately when patient laboratory metrics cross safe clinical
limits.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  Functional Laboratory
free execution. Information System (LIS)

module handling lab orders,
result entry, reference
checking, and EHR report
attachment.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 10: Intelligent Healthcare Analytics & Dynamic
Executive Dashboards

Core Theme: Healthcare Data Visualization & Analytics

Lecture Overview: Transform raw clinical and administrative database records into actionable

administrative insights using SQL aggregation queries, REST API endpoints, and Chart.js
dashboards.

PRACTICAL LECTURE MIND MAP: WEEK 10: INTELLIGENT HEALTHCARE ANALYTICS & KPI PIPELINE

SQL Aggregation REST API, Occupancy Tracking & Chart.js Visualization
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Figure 10.1: Architecture Flow of SQL Aggregation Pipeline, JSON APl Gateway, and Chart.js Render Engine.

Learning Objectives & Practical Outcomes

e  Write complex SQL aggregation queries (COUNT’, 'SUM’, "AVG", "GROUP BY") calculating Key Performance

Indicators (KPIs).
e  Construct Flask REST API endpoints serving structured JSON analytics payloads.
e Develop responsive front-end dashboard interfaces rendering real-time charts using Chart.js / Power BL

e  Track vital metrics including hospital bed occupancy, daily patient throughput, top diagnoses, and revenue

streams.

Scientific Context & Domain Rationale

Executive healthcare leadership relies on business intelligence dashboards to optimize bed

allocation, staffing schedules, and financial forecasts. Decoupling SQL data aggregation into REST

JSON endpoints enables high-speed front-end rendering.
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Practical Protocol & Step-by-Step Laboratory Execution

Construct an API endpoint */api/v1/analytics/throughput’. Query monthly patient counts using
"COUNT(id)" grouped by 'DATE_FORMAT (datetime, '%Y-%m')". Return JSON arrays to Chart.js line

charts.
Language Editor Code Protocol & Implementation Example

/* Python REST Analytics API serving JSON payload for Chart.js */
# Flask REST Analytics API Endpoint (app/blueprints/analytics.py)
from flask import Blueprint, jsonify, g

from app.services.auth_guard import role_required

analytics_bp = Blueprint('analytics', _ name_ )

@analytics_bp.route('/api/vl/monthly revenue')
@role_required('admin')
def monthly revenue_api():
cursor = g.db.cursor(dictionary=True)
query = """
SELECT DATE_FORMAT(payment_date, '%%Y-%%m') AS month,
SUM(amount) AS total_revenue,
COUNT(id) AS invoice_count
FROM billing
WHERE status = 'paid'
GROUP BY DATE_FORMAT (payment_date, '%%Y-%%m')
ORDER BY month ASC
LIMIT 12
cursor.execute(query)
rows = cursor.fetchall()
cursor.close()

months = [r['month'] for r in rows]
revenues = [float(r['total_revenue']) for r in rows]

return jsonify({
'status': 'success',
'labels': months,
‘data': revenues

1

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Notice double percent signs "%%Y-%%m " in Flask MySQL raw string queries to escape Python string formatting parser
conflicts.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL Interactive executive healthcare dashboard rendering
protocols & error-free execution. dynamic Chart.js visualizations for revenue,

appointments, and hospital throughput.

Code Quality & Documentation Clean variable naming, parameterization, =~ 20% - Lab Report & Git Push
and HIPAA security compliance.
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Week 11: Machine Learning & Al-Powered Triage / Clinical
Decision Support

Core Theme: Artificial Intelligence & Predictive Analytics

Lecture Overview: Integrate artificial intelligence into the administration platform by training and
deploying a Scikit-learn machine learning classification model for automated emergency patient
triage.

PRACTICAL LECTURE MIND MAP: WEEK 11: AI-POWERED CLINICAL DECISION SUPPORT & TRIAGE ENGINE

Scikit-learn Model Training, Serialized Loading & Patient Triage Risk Score
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Figure 11.1: Mind Map Diagram of Machine Learning Model Training, Serialization, and REST Inference Engine.

Learning Objectives & Practical Outcomes

® Understand Clinical Decision Support System (CDSS) concepts and predictive risk stratification.
e Train a Logistic Regression / Random Forest model on historical physiological vitals to predict triage urgency.
e  Serialize the trained model using “joblib® and integrate inference into the Flask request pipeline.

e Display dynamic Al risk alerts on clinician dashboards prioritizing critical patient care.

Scientific Context & Domain Rationale

Emergency room overcrowding requires rapid objective patient prioritization. Intelligent health
systems leverage machine learning algorithms trained on vital signs (systolic BP, heart rate, oxygen
saturation, age) to instantly flag high-risk clinical cases.

Practical Protocol & Step-by-Step Laboratory Execution

Load pre-trained model “triage_model.pkl" on app initialization. When new vitals are recorded, pass
feature arrays to ‘model.predict_proba()’. Trigger high-priority visual flags if risk probability
exceeds 0.75.
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Language Editor Code Protocol & Implementation Example

/* Python Scikit-Learn Machine Learning Inference Route for Triage AI */
# Machine Learning Triage Inference Gateway (app/services/triage ai.py)
import joblib

import numpy as np

# Load pre-trained Random Forest Triage Classifier
MODEL_PATH = 'app/ml_models/triage_rf_model.pkl'

try:

triage _model = joblib.load(MODEL_PATH)
except Exception as e:

triage_model = None

def evaluate_patient_triage_risk(age, hr, sys_bp, temp_c, spo2):
Predicts patient emergency triage risk score:
0 = Low Urgency (Green), 1 = Moderate (Yellow), 2 = High Emergency (Red)

if triage_model is None:
return {'status': 'error', 'message': 'ML Model uninitialized'}

features = np.array([[age, hr, sys_bp, temp_c, spo2]])
predicted_class = int(triage_model.predict(features)[0@])
probabilities = triage_model.predict_proba(features)[0].tolist()

risk_labels = {@: 'Low Urgency', 1: 'Moderate Urgency', 2: 'Critical Emergency'}

return {
'status': 'success',
"triage_level': risk_labels[predicted_class],
‘critical_prob': round(probabilities[2], 4)

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Al models in healthcare serve as Decision Support Systems (CDSS). Final clinical intervention choices always remain with
human medical practitioners.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  Operational Al-powered triage
free execution. prediction endpoint

embedded inside the patient
registration and vitals
monitoring dashboard.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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Week 12: Healthcare Information Security, Audit Logging &
HIPAA Compliance

Core Theme: Data Privacy, Cryptography & Audit Protocols

Lecture Overview: Harden the health administration system against cybersecurity threats by
implementing AES column encryption for sensitive EHR data and non-repudiable audit logging.

PRACTICAL LECTURE MIND MAP: WEEK 12: HIPAA SECURITY & AUDIT TRAIL ARCHITECTURE

Integrated System Architecture for Column Encryption, Non-Repudiable Logs & Policy Compliance
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Figure 12.1: Security Architecture for HIPAA Column Encryption, Proxy Verification, and Immutable Audit Logging.

Learning Objectives & Practical Outcomes

e Apply HIPAA Privacy & Security rule technical safeguards within web applications.

e Implement column-level database encryption for sensitive Personal Health Information (PHI) like national IDs
and DOBs.

e  Build automated database access middleware logging every SELECT, UPDATE, and DELETE action.
e  Construct security administrator views displaying IP addresses, access timestamps, and user action trails.

Scientific Context & Domain Rationale

HIPAA mandates that healthcare applications maintain complete audit logs of all access to
Protected Health Information (PHI). Non-repudiable audit trails prevent insider data breaches and
ensure regulatory compliance.

Practical Protocol & Step-by-Step Laboratory Execution

Implement Flask *@app.after_request’ middleware. Inspect requested endpoint, extract active user
ID and client IP (‘request.remote_addr’), and asynchronously write entry into “audit_logs’ table.
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Language Editor Code Protocol & Implementation Example

/* Python Flask Automatic HIPAA Security Audit Trail Middleware */
# Flask Automated HIPAA Audit Logging Middleware (app/middleware/audit.py)
from flask import request, session, g

def init_audit_middleware(app):
@app.after_request
def log user_activity(response):
# Intercept PHI access routes
if request.endpoint and ('patients' in request.endpoint or 'prescriptions' in
request.endpoint):
user_id = session.get('user_id', None)
if user_id:
action = f"{request.method} {request.path}"
ip_addr = request.remote_addr

try:
cursor = g.db.cursor()
log_sql = """
INSERT INTO audit_logs (user_id, action, table_affected, ip_address,
timestamp)
VALUES (%s, %s, %s, %s, NOW())
cursor.execute(log_sql, (user_id, action, request.endpoint, ip_addr))
g.db.commit()
cursor.close()
except Exception as e:
app.logger.error(f"Audit log insertion failed: {e}")

return response

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE
Audit logging must be non-blocking and fail-safe. Exceptions in logging middleware should be captured cleanly so patient
care workflows are never disrupted.

Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  HIPAA-compliant security
free execution. framework with automated

audit trail logging and column-
level encryption for sensitive
EHR fields.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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INTELLIGENT HEALTH CARE ADMINISTRATION SYSTEMS

Week 13: Capstone System Deployment, Containerization &
Final Defense

Core Theme: Production Deployment & Capstone Evaluation

Lecture Overview: Containerize the multi-tier healthcare administration system using Docker
microservices, configure WSGI production servers (Gunicorn/Nginx), and execute final capstone
defenses.

PRACTICAL LECTURE MIND MAP: WEEK 13: CAPSTONE CONTAINERIZATION & DEPLOYMENT ARCHITECTURE

Docker Containers, Gunicorn WSGI, Nginx Reverse Proxy & Cloud Hosting
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Figure 13.1: Production Deployment Pipeline featuring Docker Containers, Gunicorn WSGI, and Nginx Proxy.

Learning Objectives & Practical Outcomes

e  Construct production Dockerfiles for containerizing Python Flask services and MySQL databases.
®  Orchestrate multi-container architecture using "docker-compose.yml” with persistent volume mounts.
e  Configure Gunicorn WSGI application server backed by an Nginx reverse proxy gateway.

e Present final capstone demonstration, system documentation, code repositories, and defense evaluation.

Scientific Context & Domain Rationale

Deploying clinical web systems to production requires container isolation to ensure identical
behavior across staging and cloud hosting environments. Orchestrating Web and Database services
with Docker Compose simplifies cloud deployment.

Practical Protocol & Step-by-Step Laboratory Execution

Write "Dockerfile” for Python Flask backend, specify "Gunicorn” execution entrypoint, define
“docker-compose.yml’ linking web service to MySQL container with health checks, and run “docker-
compose up --build".
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Language Editor Code Protocol & Implementation Example

# Dockerfile for Flask Application Service
FROM python:3.12-slim

WORKDIR /app
# Install system dependencies
/var/lib/apt/lists/*

COPY requirements.txt .
RUN pip install --no-cache-dir -r requirements.txt

COPY .

EXPOSE 5000

# Docker Compose Orchestration (docker-compose.yml)
version: '3.8'

services:
web:

build:

ports:
- "5000:5000"

environment:
- MYSQL_HOST=db
- MYSQL_USER=health_admin
- MYSQL_PASSWORD=SecurePass2026!
- MYSQL_DB=healthcare_management

depends_on:
- db

db:

image: mysql:8.0

restart: always

environment:
MYSQL_ROOT_PASSWORD: RootSecurePass2026!
MYSQL_DATABASE: healthcare_management
MYSQL_USER: health_admin
MYSQL_PASSWORD: SecurePass2026!

volumes:
- mysql_data:/var/lib/mysql

volumes:
mysql_data:

Q STUDENT GUIDANCE & PROTOCOL ADDITIVE

container restarts or platform redeployments.
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/* Production Deployment Configuration - Dockerfile & docker-compose.yml */

RUN apt-get update && apt-get install -y --no-install-recommends gcc libmariadb-dev && rm -rf

CMD ["gunicorn", "--bind", "0.0.0.0:5000", "--workers", "4", "app:create_app()"]

Notice that MySQL database container utilizes persistent volumes (‘mysql_data’). This ensures clinical health data survives
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Practical Laboratory Deliverables & Assessment Rubric

Assessment Component Evaluation Criteria Weight / Deliverable
Practical Execution Correct implementation of code/SQL protocols & error-  Containerized healthcare web
free execution. application running via Docker

Compose, comprehensive
deployment documentation,
and final capstone project
defense.

Code Quality & Documentation Clean variable naming, parameterization, and HIPAA 20% - Lab Report & Git Push
security compliance.
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