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Chapter 4- Number theory and Public key 
Cryptography 
 

Number theory 
 

Divisibility 
We say that a nonzero b divides a if a=mb for some m, where a, b and m are integers. 
That is, b divides a if there is no remainder on division. The b|a notation is commonly 
used to mean b divides a. 
Example: The positive divisors of 24 are 1, 2, 3, 4, 6, 8, 12, and 24. 
 

 Given any positive integer n and any nonnegative integer a , if we divide a by n, 
we get an integer q quotient and an integer remainder r that obey the following 
relationship: 

 
 

 We will use the notation gcd(a, b) to mean the greatest common divisor of a 
and b. 

 
 Two integers are relatively prime if their only common positive integer factor is 

1, i.e gcd(a,b)=1. 

 Note that gcd(b, 0) =gcd(0, b) = b. 
 
 

THE EUCLIDEAN ALGORITHM 
It is a simple procedure for determining the greatest common divisor of two positive 
integers. 
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Example: compute the GCD(1160718174, 316258250). 

 
 

The Modulus 
If a is an integer and n is a positive integer, we define a mod n to be the remainder when 
a is divided by n. The integer n is called the modulus. Example: 11 mod 7 = 4; 

 Two integers and are said to be congruent modulo n, if (a mod n)=(b mod n). 

 This is written as a ≡ b (mod n), example: 73 ≡  4 (mod 23); 
 
 

Modular Arithmetic 
Define 𝑍𝑛the set as the set of nonnegative integers less than n : 

 
Modular arithmetic exhibits the following properties: 

 
 
Example: 

 
 

 Exponentiation is performed by repeated multiplication 
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 Tables below provides an illustration of modular addition and multiplication 
modulo 8. 

 
  

 Note that not all integers mod 8 have a multiplicative inverse. 

 In general, an integer has a multiplicative inverse in 𝑍𝑛 if that integer is relatively 

prime to n. integers 1, 3, 5, and 7 have a multiplicative inverse in 𝑍8; but 2, 4, and 
6 do not. 

 The set 𝑍𝑛
∗ is all elements in Zn that are relatively prime to n,  

 

 
 

The Extended Euclidean Algorithm 
For given integers a and b, the extended Euclidean algorithm not only calculate the 
greatest common divisor but also two additional integers x and y that satisfy the 
following equation. 

 
 Now let us show how to extend the Euclidean algorithm to determine (x,y,d) 

given a and b. 
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Example: suppose that  a=1759, b=550, solve ax+yb=gcd(a,b). 

 
 
 
Computing Multiplicative Inverses 

Given N and a ∈ ZN with gcd(a, N) =1, then there exist integers X, Y with Xa+YN = 1. 
We can use the following algorithm to find the multiplicative inverse: 
 

 
 
 

PRIME NUMBERS 
 An integer p is a prime number if and only if its only divisors  are ±1 and ±p.  

 Any integer a>1 can be factored in a unique way as 

 
Example: 
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 The quantity of prime numbers is infinite. 

 
 Below we list the first 2000 prime numbers. 

 
 
Fermat’s Theorem 
Fermat’s theorem states the following: If  p is prime and is a positive integer not divisible 
by p, then 

 
Example:  
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Also, we have: 

 
 

Euler’s Totient Function 
 

Euler’s totient function, written ∅(𝑛) , and defined as the number of positive integers 
less than n and relatively prime to n. 

∅(𝑵) = |ℤ𝑵
∗ |, the order of the group ℤ𝑵

∗  
- If N = pis prime. Then all elements in {1, …,  p -1}are relatively prime to p, and so  

( ) 1p p    

- If N = pq, where p, qare distinct primes, then 
( ) ( 1)( 1)N p q     

 
 

 
 Below we list some of Euiler's totient functions 

 
 
Euler’s Theorem 
Euler’s theorem states that for every a and n that are relatively prime: 

 
Example: 

 
 
 
DISCRETE LOGARITHMS 
Discrete logarithms are fundamental to a number of public-key algorithms, including 
Diffie-Hellman key exchange and the digital signature algorithm (DSA). 
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 If a and n are relatively prime, then there is at least one integer m that satisfies: 

 
Where m=∅(𝑛), is called the order of a. 

 Table below shows all the powers of a, modulo 19 for all positive a<19.  

 
 
Important Notes 

 All sequences end in 1. 

 Some of the sequences are of length 18. In this case, it is said that the base 
integer generates  the set of nonzero integers modulo 19.  

o Each such integer is called a primitive root of the modulus 19. 

 So, primitive root of n is the number a whose order is ∅(𝑛). 

 The importance of this notion is that if a is a primitive root of n, then its powers 

 
are distinct and are all relatively prime to n. 

 For the prime number 19, its primitive roots are 2, 3, 10, 13, 14, and 15. 
 

Calculation of Discrete Logarithms 
Consider the equation 

 
 Given g, x, and p, it is a straightforward matter to calculate y. At the worst, we 

must perform repeated multiplications.  

 However, given y,g, and p, it is, in general, very difficult to calculate x (take the 
discrete logarithm). 

 
 
PUBLIC-KEY CRYPTOGRAPHY AND RSA 

 Public key is first developed by Diffie and Hellman in 1976. 

 Public-key algorithms are based on mathematical functions rather than on 
substitution and permutation. 



Number theory and public key cryptography                         Cryptography, undergraduate course  

Prof. Dr. Ayad Ibrahim & Prof. Dr. Ali A. Yassin       University of Basrah., Education 
College for pure Sci., Computer Sci. Dept., 2023-2024 

 

 public-key cryptography is asymmetric, involving the use of two separate keys, in 
contrast to symmetric encryption, which uses only one key.  

 The concept of public-key cryptography evolved from an attempt to attack two 
of the most difficult problems associated with symmetric encryption.  

o The first problem is that of key distribution 
o The second problem is digital signatures. 

 
 

 
Public-Key Cryptosystems 
 Asymmetric algorithms rely on one key for encryption and a different but related key for 
decryption. 
These algorithms have the following important characteristic. 

1- It is computationally infeasible to determine the decryption key given only 
knowledge of the cryptographic algorithm and the encryption key. 

2- Either of the two related keys can be used for encryption, with the other used for 
decryption. 

 

 We get secrecy (confidentiality) when encrypting by the receiver public key. 

 
 

 We get (authentication) when encrypting by the sender private key. 

 
 

 We can combine the (secrecy and authentication) as follows: 
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Applications for Public-Key Cryptosystems 

1- Encryption /decryption: The sender encrypts a message with the recipient’s 
public key. 

2- Digital signature: The sender “signs” a message with its private key. Signing is 
achieved by a cryptographic algorithm applied to the message or to a small block 
of data that is a function of the message. 

3- Key exchange: Two sides cooperate to exchange a session key. Several different 
approaches are possible, involving the private key(s) of one or both parties. 

4-  
 

 A one-way function is one that maps a domain into a range such that every function 
value has a unique inverse, with the condition that the calculation of the function 
is easy, whereas the calculation of the inverse is infeasible: 

 
 

 We now turn to the definition of a trap-door one-way function, which is easy to 
calculate in one direction and infeasible to calculate in the other direction unless 
certain additional information is known. 

 

 
 
THE RSA ALGORITHM 

 It is developed in 1977 by Ron Rivest, Adi Shamir, and Len Adleman at MIT and 
first published in 1978. 

 The RSA scheme is a block cipher in which the plaintext and ciphertext are 
integers between 0 and n - 1 for some n.  

 A typical size for n is 1024 bits, or 309 decimal digits. 

 That is, the block size must be less than or equal to log2(n) + 1. 

 Encryption and decryption are of the following form, for some plaintext block M 
and ciphertext block C. 
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 Both sender and receiver must know the value of n.  

 The sender knows the value of e, and only the receiver knows the value of d. 

  Thus, this is a public-key encryption algorithm with a public key of PU = {e, n} 
and a private key of PR = {d, n} 

 We need to find a relationship of the form 

 
 The preceding relationship holds if e and d are multiplicative inverses modulo ∅(𝑛), 

where ∅(𝑛) is the Euler totient function.  

 Recall that for p, q prime, ∅(𝑝𝑞) = (p - 1)(q - 1). The relationship between e and d 
can be expressed as 

 
 This is equivalent to saying 

 
 So, the items of RSA scheme are: 

 
 

  
Example: 

 
 

 The resulting keys are public key PU = {7, 187} and private key PR = {23, 187}. 

 The example shows the use of these keys for a plaintext input of M= 88.  

 For encryption, we need to calculate C = 887 mod 187. 
 

 
 

 For decryption, we calculate M = 1123 mod 187: 
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EXPONENTIATION IN MODULAR ARITHMETIC  

 Both encryption and decryption in RSA involve raising an integer to an integer 
power, mod n.  

 If the exponentiation is done over the integers and then reduced modulo n, the 
intermediate values would be huge.  

 Fortunately, as the preceding example shows, we can make use of a property of 
modular arithmetic: 

 
 

 To calculate the exponent operation in efficient way, we use the fast power 
method. 

 Suppose we wish to calculate x11 mod n for some integers x and n. Observe that 
x11 = x1+2+8 = (x)(x2)(x8). In this case, we compute x mod n, x2 mod n, x4 mod n, 
and x8 mod n and then calculate [(x mod n) × (x2 mod n) × (x8 mod n)] mod n. 

 More generally, suppose we wish to find the value ab with a and m positive 
integers. If we express b as a binary number bkbk-1. . . b0, then we have 
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 To speed up the operation of the RSA algorithm using the public key, a specific 
choice of e is usually made. The most common choice is 65537 (216 + 1); two 
other popular choices are 3 and 17.  

o Each of these choices has only two 1 bits, so the number of 
multiplications required to perform exponentiation is minimized. 

 
 

The Security of RSA 
Four possible approaches to attacking the RSA algorithm are 

 Brute force: This involves trying all possible private keys. 

 Mathematical attacks: There are several approaches, all equivalent in effort to 
factoring the product of two primes. 

 Timing attacks: These depend on the running time of the decryption algorithm. 

 Chosen ciphertext attacks: This type of attack exploits properties of the RSA 
algorithm. 

 
THE FACTORING PROBLEM  
We can identify three approaches to attacking RSA mathematically. 

 

 
 

 Most discussions of the cryptanalysis of RSA have focused on the task of 
factoring n into its two prime factors. 

 For a large n with large prime factors, factoring is a hard problem. 

 Currently we know that RSA is at most as difficult as factorization, but we cannot 
prove that its exactly as difficult as factorization. Or in other words: We cannot 
prove, that if RSA (the cryptosystem) is broken, that then factorization (the hard 
mathematical problem) can be solved. 

 The Rabin cryptosystem was the first cryptosystem which could be proven to be 
computationally equivalent to a hard problem. 
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TIMING ATTACKS  
This attack can determine a private key by keeping track of how long a computer takes to 
decipher messages. 

 

 Although the timing attack is a serious threat, there are simple countermeasures 
that can be used, including the following. 

1- Constant exponentiation time: Ensure that all exponentiations take the same 
amount of time before returning a result.  

2- Random delay: Better performance could be achieved by adding a random delay 
to the exponentiation algorithm to confuse the timing attack.  

3- Blinding: Multiply the ciphertext by a random number before performing 
exponentiation. This process prevents the attacker from knowing what ciphertext 
bits are being processed inside the computer and therefore prevents the bit-by-bit 
analysis essential to the timing attack. 

 

 RSA Data Security incorporates a blinding feature into some of its products. 

 The private-key operation M = Cd mod n is implemented as follows. 

 
 
 
CHOSEN CIPHERTEXT ATTACK  

 The basic RSA algorithm is vulnerable to a chosen ciphertext attack (CCA).  

 CCA is defined as an attack in which the adversary chooses a number of 
ciphertexts and is then given the corresponding plaintexts, decrypted with the 
target’s private key. 

 A simple example of a CCA against RSA takes advantage of the following 
homomorphism property of RSA: 

 
 

 We can decrypt C = Me mod n using a CCA as follows. 
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Therefore, Y = (2M) mod n. 
 

 To overcome this simple attack, practical RSA-based cryptosystems randomly pad 
the plaintext prior to encryption. 

 
 

مسبوقة    الف اتحة على روح المرحوم الاستاذ الدكتور اياد ابراهيم
 بالصلاة على محمد و ال محمد

 


