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Pretty Good Privacy (PGP) 
 Largely the effort of a single person, Phil Zimmermann, PGP provides a confidentiality and 

authentication service that can be used for electronic mail and file storage applications. 

 PGP is now on an Internet standards track (RFC 3156; MIME Security with OpenPGP). 

 Algorithms includes RSA, DSS, and Diffie-Hellman for public-key encryption;CAST-128, 

IDEA, and 3DES for symmetric encryption; and SHA-1 for hash coding. 

 Operational Description 

 The actual operation of PGP, as opposed to the management of keys, consists of four 

services: authentication, confidentiality, compression, and e-mail compatibility 

 Notation 
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COMPRESSION 

 PGP compresses the message after applying the signature but before encryption. 

This has the benefit of saving space both for e-mail transmission and for file 

storage. 

E-MAIL COMPATIBILITY 

 Electronic mail systems only permit the use of blocks consisting of ASCII text. To 

accommodate this restriction, PGP provides the service of converting the raw 8-bit 

binary stream to a stream of printable ASCII characters. 

 The scheme used for this purpose is radix-64 conversion. Each group of three 

octets of binary data is mapped into four ASCII characters. 

Cryptographic Keys and Key Rings 

 PGP makes use of four types of keys: one-time session symmetric 

keys, public keys, private keys, and passphrase-based symmetric 

keys. 

 Public-Key management and Securing Private-Key 



 



 



 



 



 Generate Public-Private Keys  

 How To store Private Key in secure manner and assign an ID 

 Public Key Certificate  

 Registration (Signed Certificate) 

 Administrator (Local, or not) 
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