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Construction (9.1y: Distinguisher.
Input: sequence (z,, ..., Z;) of bits.
Output: decision 1 or 0.

z < nbp(z4, .-, Zi_1)
if z = z; return 1

else return 0
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Construction (9.2): Linear congruent generator
Input: integerM > 2, integers a,b € {1,...,M — 1},
length of bit string £, where £ < M.
Output: bit sequence < Zy, ..., Zp >.
k =1+ |log, M|
Generate random seed s, of length k, where
sp €{1,...M—1}
fori=1to¢:

Compute s; = (asj_; + b)mod M

z; = s; mod 2
return z,, ..., Z,
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Construction (9.3): BBS generator
Input: let k be length of seed, p,q be two (k/2)-bit
primes such that p=q=3mod4, length of bit
generated bits £.
Output: bit sequence < z, ...,Zp >.
Define n = pq.
Generate random seed s, randomly fromQR, (we can
select s, € Zj, then set s, = 5,2 mod ny.
Fori=0to¢—1:

- Compute s;y; = s;2modn

- z;=s;mod 2

return z,, ..., Z,
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Zi = (so2i mod n) mod 2:i = : Wl 0l 3y e LI O an
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i st Z i 5! Z
0 | 20749 10 | 177046 | O
1 ] 1453135 | 1 11 | 137922 | 0
2 | 177671 | 1 12 ] 123175 | 1
3 | 97048 | 0O 13 | 8630 0
4 189992 | 0 14 | 114386 | O
5 | 174051 | 1 15 | 14863 | 1
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9 | 186894 | 0 19 | 153171 | 1
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Construction (9.4): RSA-based PRBG generator
Input: length of seed, k. p,q be two (k/2)-bit primes,
length of bit generated bits £, and b is an integer such that
ged(b,@(n)) = 1.
Output: bit sequence z =< 74, ..., Z, >.
Define n = pq.
Generate random seed s, € Zj, randomly.
fori=2to¢:

- Compute s;;; = s;° mod n

- zZ;=s;mod 2

returnz,, ..., z,
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9 | 62284 0 19 | 29022 0

20 | 13356 0
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Construction (9.5): CTR-based PRBG generator
Input: pseudo permutation function f, block length b,
encryption key Kk, length of bit generated bits £, initial ¢
value.

Output: bit sequence z =< z4, ..., Zp >

z=]
while |z|< ¢
- c¢=c+1mod?2P
-z =z||Encg(c)
returnz, ..., z,
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Construction (9.6y: OFB-based PRBG generator
Input: pseudo permutation functionf, block length b,
encryption key k, length of bit generated bits £, initial ¢
Page | 14 value.

Output: bit sequence z =< 74, ..., Z, >.

z=]
while |z|< ¢
- ¢ = Encyg(c)
- z=1|c
returnz,,...,z,
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Algorithm (9.1y: Setup algorithm.
Input: string s of bytes.
Output: array S.
fori = 0:255
Slil =i
j=0
for i = 0: 255
k = s[i mod |s|]
j = + S[i] + k)mod 256
swap (S[i], S[j])

return S
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Algorithm (9.2): Stream generator.
Input: array S.
Output: Pseudo-random numbers
i=0j=0
repeat

i = (i + 1)mod 256

j = + S[i])mod 256

swap (S[il, S[j]y
return S[S[i] + S[j]mod 256]
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1. Choose a random 80-bit p. !
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2. Compute the ciphertext

¢ = RC4(v||k)®m <
3. send (v]|c) i
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