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Input: plaintext, m € Zza'
Output: ciphertext, c € Z, .

Key generation: choose random k « 7, .
Encryption: ¢ = k + m mod 26.
Decryption: m = ¢ — k mod 26.
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Construction (1.2y: Substitution cipher

Input: plaintext, m € Zz 6

Output: ciphertext, ¢ € Zze

Key generation: Generate random permutation, p.
Encryption: ¢ = p(m).

Decryption: m = p~1(c).
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F 2.92% | S 6.10%
G 1.99% | T 10.47%
I 526% | U 2.46%
I 6.35% | V 0.92%
J 0.13% | W 1.54%
K 0.42% | X 0.17%
L 339% | Y 1.98%
M 254% | Z 0.08%
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Construction (1.3): Vigenere cipher
Input: plaintext, m = my, ..., m;: m; € Zyg
Output: ciphertext, ¢ = ¢y, ..., C]: ¢j € Zyg
Key generation:

Generate k = ky, ..., k1 k; « Zye.
Encryption: ¢; = m; + k; mod 26:Vi=1, ...,1.
Decryption: m; = ¢; — k;mod 26:Vi=1,...,1.
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potin ey b I Jposl oY 026" L0 il ¥t g Gy sy S ¢ i)
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ZBWELEKMSJIKNBHWRIGNMGJSGLXFEYPHAGNRBIEQJT
AMRVLCRREMNDGLXRRIMGNSNRWCHRQHAEYEVTAQEBBI
PEEWEVKAKOEWADREMXMTBHHCHRTKDNVRZCHRCLQOHP
WOAIWXNRMGWOIIFKEE

el Jsbo iy 53015 <5 8 lluced) S5 (o whae¥) Sl qld] 05 gt e « 285 257 235 165 glail

Sl il 340 1.5.5
el By s Iolaxs] liiedl adgs wiy « Zldell 4SS5 (e Yoy &l sLikiuls « Vigenere 5,44 autokey cipher ! gl 500 a5 @
g Gl 8,al ods 5l i) et gyl (] it o ey B9l e Jald s gl ekt kel padti o 00t5 slyall el

ghael) Jsb
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Construction (1.4y: Autokey cipher
Input: plaintext, m = mg, ..., mg: m; € Z,,, private key

k « Zye

Output: ciphertext, ¢ = Cq, ..., C¢: C; € Zyg
Page | 9 Key generation: K; = Kk, K; =m;_;:Vi=2,..,t.
Encryption: ¢; = m; + K; mod 26:Vi =1, ..., t.

Decryption: m; = ¢; — K;mod 26:Vi =1, ..., t.
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Construction (1.5): Hill cipher

Input: plaintext, m = my, ..., MM € Zyg At = 2
Output: ciphertext, ¢ = ¢y, ..., CiCj € Zypg AT = 2
Key generation:

Generate K = {t X t invertible matrix over Z,4}.
Encryption: ¢ = mK.

Decryption: m = cK™1.
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Deck(Enck(m)) = k®mdk = m

Construction (2.1y: One-time pad

Input: message, m € {0,1}, of length £

Output: ciphertext , ¢ € {0,1}*

Key generation: Generate the key k<« {0,1}¢
randomly.

Encryption: c = m®k.
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Enc, x,)(m) = Ency, (Ency, (m))
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Dec, k,)(c) = Decy, (Decy, (c))
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