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Construction (2.1): Fixed-length stream cipher
scheme

Assumption. Let G be pseudorandom generator with
expansion factor £

Input: message, m € {0,1}{)(“)

Output: ciphertext, ¢ € {0,1}¥™

Key generation: Generate the key k « {0,1}" randomly.

Encryption: ¢ = m@®G(k).
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Construction (2.2y: CPA-secure encryption scheme
Assumption. Let F be pseudorandom function of length n
Input: message, m € {0,1}"

Output: ciphertext, ¢ € {0,1}"

Key generation: Generate the key k « {0,1}" randomly.
Encryption: Generate r « {0,1}" randomly and compute

¢ =< r,m@OF.(r) >.
Decryption: On receiving ¢ =< r,s >, and k, compute

m = s@F,(r).
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