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Construction (7.1): Insecure RSA-based signature

1. Gen: takes n, runs GenRSA(n)to obtain (N, e,d) the public key is pk =<
N, e >and the private key is sk =< N, d >.
2. Sign: on input sk and a message m € Zy, outputs the signature
o = [m% mod N].
3. Vrfy: on input pk, a message m € Zy;, and the signature ¢ € Zy, output 1 if
and only if

m = [0® mod N].
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o = [H(m)%mod N]
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Construction (7.2): RSA-secure signature scheme
Assumption: Let H: {0,1}* — {0,1}*" be random oracle function.

Key generation: Run GenRSA(n) to obtain (N, e, d).The public key is
pk =< N, e >and the private key is sk =< N, d >.

Signing: To sign a message m € {0,1}"on input sk, computes the

signature
o = [H(M)9 mod N].

Verification: Given the signature g on a message m, with respect to pk,

output 1 if'and only if

0 = [H(m) mod N].
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Construction (7.3): El Gamal signature scheme

Key generation: Let p be prime number, g € Zj, be the generator of Zj, group,

q = p — 1 be the order of G, let a € Zj, be a private number

~  The public key is pk =< p,q,g b = g* mod p >
- The private key is sk = a.

Signing: To sign the message m € Z;,, with respect to sk, first choose a secret

random number k € Zg, and compute the signature

Verification: The verification for message m € Zy, and signature ¢ = (y, 6)

output 1 if and only if

o = (y,9),

where y = [gK mod p], § = [(m — ay)k 'mod (p — 1)].

bYy® = g™ mod p.
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g™ = bYy® mod p
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(k™ *modp =213"'mod 466 = 431)k = 213
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Construction (7.4): Shnorr signature scheme

Key generation: Let p be a prime number, let q be a prime such that divides p — 1.
Let g € Z;, be qth root of 1 mod p, leta € {0, ..., q — 1} be a private number.

The public key is pk =< p,q,g b = g mod p >.

The private key is sk = a. Finally, let H: {0,1}" — Z, be a secure hash function.

Signing: To sign the message m € {0,1}* with respect to sk, first choose a secret random number

k € {1, ...,q — 1} and compute the signature

o = (v,8), where y = H(m||gX mod p),

8 = [(k+ay) mod q].

Verification: The verification for message m € {0,1}* and signature ¢ = (y,§) output 1 if and

only if

H(m||b~¥g® mod p) =y.

LS LY Ll Jus no U] Sy

H(m||b™¥g® mod p) = H(m||g" mod p)
o ol Izl

b~Yg® mod p = gfmod p
S Jas® = [(k+ay) mod q.b = g2 mod p jases

g~V+K+a¥ mod p = g¥ mod p

o Juta =170 o . = 101,p =789+ 1 = 7879,g = 170 . (7.2)J1%

b = g? mod 7879 = 4567

s 5 K= 50 Jlgie o8, )l g 130 TN WLyl mdgns i i Allice o) Y o]

g¥mod p = 170°° mod 7879 = 2518
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Construction (7.5): Digital Signature Algorithm (IDSA,

Key generation: Let p be 2048-bit prime number, let q be 224-bit prime such that divides p — 1. Let

Page | 11 g € Zj, be qth root of 1 mod p, let a € {0, ...,q — 1} be a private number. The public key is pk =<

P, q,gb = g* mod p >. The private key is sk = a. Finally, let H: {0,1}" — Z4 be a secure hash function.

Signing: To sign the message m € {0,1}* with respect to sk, first choose a secret random number

k € {1, ...,q — 1} and compute the signature
o = (y,8), where y = (g¥ mod p) mod q,
& = [SHA3 — 224(m) + ay]k~! mod q].
dfy = 0or § = 0, then try another k).
Verification. The verification for message m € {0,1}"* and signature ¢ = (y, §) is done by computing:
el = SHA3 — 224(m)8 'mod q
e2 =y8 'mod q

and output 1 if and only if

(g°'b®? mod p) mod q = y.
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