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Construction (6.1y: Hybrid encryption

Let Tt = (Gen, Enc, Dec) be public key encryption
scheme, let TU' = ( Enc’, D") be private key encryption
scheme. Define T = (Gen", Enc"Y, Dec?) as

follows:
Gen": run Gen.
Encgl{(m): works as follows:

1. Choose k « {0,1}" randomly, where n is
obtained from pk.
2. Calculate: ¢; < Encyk(k), c; < Eec'y(m).

3. Output: (cq, Cy).
Dec:ﬁ'((cl, C3)): works as follows:

1. k = Decg(cy).

2. output m = Dec'i(c;).
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Construction (6.2): RSA encryption scheme

Gen(n): run GenRSA(n) to get (N, e,d), where < N,e >
is the public key, pk,and < N, d > is the private key, sk.

Encpi(m): takes pk and message m € Zy and compute:
¢ = [m® mod NJ.

Decgy (c): takes sk and cipher text ¢ € Zy and

computes: m = [c¢ mod NJ.
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Construction (6.3): RSA-OAEP encryption scheme
Assumptions: GenRSA, hy, h,: {0,1}"* — {0,1}" be two
functions.
Key generation: Run GenRSA(n + 1) to obtain

<N, e, d>.
Encryption: To encrypt the message m € {0,1}"/2, first
choose re {0,1}" randomly, then set m’ = m||0™?2,
compute m1 = h, (r)®m’, and / = m1||(r®h,(m1)). It
outputs the ciphertext ¢ = m® mod N.
Decryption: To decrypt ¢, compute i = ¢4 mod N, and
divide i to m1||m2, where [m1| = |m2| = n. Then
compute r = hy(m1)®h,(m2), and get m’ = miBhy(r).
If the last n/2 bits of m’ are not 0™/2 then output 1,

otherwise output the first n/2 bits of m’.
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Construction (6.4): El Gamal encryption scheme
Gen(n): choose the cyclic group G of order q (|q| = ny, the
generator g, and chooses x « Zq. The public key pk is
< G,q,g g* >, thesecretkey skis < G,q, g x >.
Encyi(m): to encrypt the message m € G with pk, first
choose y « Z, and output the ciphertext

<g¥,h.m >.
Decg, (< ¢4, €, >): to decrypt < ¢4, ¢, > with sk, compute:

m=c,/c,*.
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