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Construction (4.1): Fixed length MAC
Assumption: let Fy(.) be pseudorandom function of
length n

Gen(n): on receiving security parameter, n, it chooses
randomly k « {0,1}".

Macy, (m): on the message, m € {0,1}" and the key k €
{0,1}" it computes t = Fy(m).

Vrfy,(m,t): on message m € {0,1}", the key k€
{0,1}", and the tag, t, it output 1 if and only if t=

Fi(m), otherwise it output 0.
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Construction (4.2): Basic CBC- MAC
Assumption: Let Fy(.) be pseudorandom function of
length n
Gen(n): on receiving security parameter, n, it chooses
randomly k « {0,1}".
Macy (m): on the message, m € {0,1}*" and the key k €
{0,13}" it works as follows:

- Letm = mg, ..., my, s.t m; is block of length n

- Fori=1to#: compute: t; = F(ti_; ® m;)

- Output is t,.
Vrfy, (m, t): on message m € {0,1}", the key k € {0,1}",
and the tag, t, it output 1 if and only if t = Mac,(m),

otherwise it output 0.
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Algorithm (4.1): Birthday attack
Input: hash function, H?®, of £-bit fingerprint
Output: pair of messages (x;, x;)
Setq = [2\/?]+1
Generate q uniform random messages x4, ...,Xq
fori=1toq:

yi = H(xp)
find distincti,j € {1,...,q} suchthaty; = y;
if such i,jexistand x; # x;then

return the pair (x;, x;)
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Construction (4.3): Merkle — Damgard Transfrom
Assumption: Let h’(x) be fixed-length hash function of
length 2£(n) and output £(n)

Gen(n): chooses.

H*(x): on receiving s and x € {0,1}* of length at most

2¢M — 1 compute:

1. Let L= |x| and B = [%] Pad x with 10*

s.tits length is an exact multiple of £
2. Define z, = 0?, and then

3. fori=1toB:

compute: z; = h¥(z;_,|]x;)-
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Construction 4.4y: HMAC

Gen(n): choose k « {0,1}°12,

Mac,(m): on receiving k, and message m € {0,1}* it
computes:

HMAC(m) = SHA — 1(k @ opad||SHA — 1(k @ ipad||x)).
Vrfy, (m, t): output 1 if and only if t = Macy(m).
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Construction (4.5): CBC-secure encryption scheme
Assumptions: let [I; = (Geng, Enc, Dec) be CBA-secure
encryption scheme. Let Iy = (Geny, Mac, Vrfy) secure
MAC scheme

Gen’(n): on receiving n, it choose two keys k; « {0,1}"
and k, « {0,1}".

Enc’'(m): on receiving (ky, k), and message m € {0,1}
it output ¢ = Ency, (m), t = MACy, (c), and output (c, t).
Dec’'(c, t): on receiving (kq, k), and (c, t), it checks if
Vrfyy, (c,t) = 1. Ifso, output Decy, (c), otherwise output
1.
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