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1. Introduction

Power systems are being rapidly evolved into smart grids with the integration of smart meters,
distributed energy resources (DERs), advanced sensing devices and communication-enabled control
means [1]-[3]. Although this digital transformation brings about better efficiency, reliability and
observability, it also introduces power infrastructures to various kinds of cyber threats [4], [5]. Hence,
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secure and trusted communication among components of the power system has become an increasingly
important issue [6]—[8].

Cryptographic solutions are commonly used for securing power system communications, yet
existing security schemes are based on centralized trust model and computationally burdensome
tasks [9]. This approach brings in scalability, single points of failures and consumes more power which
does not fit well with long life time operation of the devices in PSs [10], [11]. With sustainability
becoming a primary design goal, it is important to balance the energy cost of security primitives with
their computational strength [12]—[14].

The lightweight cryptography technologies and the distributed trust management become increas-
ingly researched for these issues. Light weight schemes reduce computational complexity, but these
tend to depend on centralized authority or possess weaker (symmetric) key management [15]-[17].
Decentralized solutions offer robustness but they may add overhead for coordination or weakly couple
trust management with real-time communication thus causing latency and energy consumption [18],
[19]. Thus, a security model that accounts for both decentralization of trust in the system and efficiency
of cryptography against a reasonably long-term adversary is still required [20]—[23].

Existing secure communication extensions, such as IEC 61850 security profiles and DNP3
Secure Authentication (DNP3- SA), are mainly based on centralized trust anchors and certificate
authentication [24]-[26]. These standards offer robust authentication, but come with overhead of
certificate validation, renewal complexity and energy consumption inappropriate for long-lifetime
constrained devices (e.g., smart meters, distributed sensors) [27], [28]. Moreover, they also do not
explicitly include the energy-aware trust lifecycle management and event-driven trust enforcement
mechanisms essential to sustainable power system provisioning [29], [30].

This paper bridges that gap by proposing an energy efficient cryptographic trust model for
sustainable power systems. It develops a life-cycle driven trust model which separates static trust
evaluation from dynamic real-time trust validation. By restricting expensive computation to sporadic
(trust) events, and applying lightweight crypto primitives for encoding operational communication,
our method walks a middle ground where security is not sacrificed in the pursuit of efficiency/scale.
The contributions of this paper are threefold:

*  Energy-efficient life-cycle trust model: We propose a cryptographically trust model separating
the maintenance of long-term life-cycle trust from real-time procedure security to minimize such
constant computational and energy overhead on low-power constraint devices.

e A Accountable device On-boarding and trust Binding: We suggest a decentralized registration
and identity—key binding scheme for lightweight ECC operations, without committing per-user
dependence on permanently trusted authorities.

*  Event-based trust enforcement model: We propose an event-driven trust check and cache mech-
anism that reduces the overhead of cryptographic checks at run-time but retains provision for
revocation and expiry.

* Lightweight session establishment protocol: We design a lean session establishment mechanism
based on ECC/ECDH and symmetric key derivation that is appropriate for smart grid devices
with limited resources.

*  Quantitative performance comparison: We report results for security, computational cost (i.e.
timing), energy costs, and memory use on resource-constrained devices and compare the frame-
work to typical PKI based, blockchain-centric point update schemes and lightweight ECC in the
literature under similar conditions.

The remainder of this paper is organized as follows. Section 2 reviews related research on
power system security and trust management. Section 3 presents the system model and cryptographic
preliminaries. Section 4 details the proposed energy-efficient cryptographic trust framework. Security
analysis and performance evaluation are provided in Section 5 and Section 6, respectively. Section 7
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concludes the paper and outlines future research directions.

2. Related Work

Security and trust issues have continued to be of grave concern in power systems, with the rapid
spread of smart meters, distributed energy resources (DERs), and communication-enabled grid assets.
There a few focus area including centralized mean of security, lightweight cryptographic system and
trust based decentralized.

2.1. Centralized Security and PKI-Based Approaches

Conventional power system security methods are mostly based on centralized PKI and trusted
authorities for device identity and cryptographic key management [31]—[33]. Although these strategies
achieve high authentication assurance, they create single-points-of-failure and are costly to manage
in large-scale deployments [34]—[37]. In addition, a sustainably deployed IoT system usually consists
of long-living and resource-constrained devices, so that the increased communication and energy
costs due to frequent certificate validation as well as renewal are not good fits for solving these
problems [38]-[40].

2.2. Lightweight Cryptography for Power Systems

Many studies have also been reported to design lightweight cryptographic authentication and key
management schemes for power systems and cyber-physical environments in view of efficiency [41]—
[43]. These are frequently using elliptic curve cryptography or hash-based primitives to do so [44]—
[46]. Despite lightweight schemes can speed up the process and reduce consumption, most of them still
use central trust model or fail to provide full support for key life cycle management (such as revocation
and expiration), which limits their application in large scale dynamic power systems [47]-[50].

2.3. Decentralized and Trust-Based Security Frameworks

In the latest years, decentralized trust management approaches have been investigated to mit-
igate centralized architectures shortcoming [51]-[53]. These methods try to decentralize the trust
enforcement and enhance system resilience [54]—[56]. Nonetheless, most decentralized schemes add
high coordination overhead or closely couple trust management with real-time message exchange
which might increase latency and energy consumption [57]—[60]. Also, some of the solutions have
more emphasis on security assurance and not explicitly addressed long-term sustainability and energy
efficiency [61], [62].

2.4. Research Gap and Motivation

Despite considerable advances on securing power systems, the prior approaches are unbalanced
since they are either focusing on strong security which comes at the price of substantial overhead or
only focuses on efficiency despite limited scalable and decentralized trust management. In addition,
energy efficiency and sustainability are second-class citizens rather than the central design goals.
This gap drives the need to design an energy-efficient cryptographic threshold trust model that would
integrate both decentralized trust lifecycle management and lightweight session protection aspects by
focusing on sustainable needs of modern power system infrastructures.

3. System Model and Preliminaries

We present the system model, threat model and cryptographic preliminaries and notations in this
section. The aim is to build a transparent and generic framework for the presented energy-efficient
cryptographic trust system in sustainability power system.
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3.1. System Model

We consider a modern power system infrastructure consisting of heterogeneous and distributed
entities, as illustrated in Fig. 1. The system is composed of the following main components:
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Fig. 1. System model for the proposed energy-efficient cryptographic trust framework in power systems

*  Power Devices (D;): These include smart meters, sensors, protection relays, intelligent electronic
devices (IEDs), and edge controllers deployed across the power grid [63]. Such devices are
typically resource-constrained and operate for long periods, making energy efficiency a critical
requirement [64], [65].

» Edge Gateways (G;): Gateways aggregate data from multiple power devices and facilitate secure
communication with higher-level control systems. They possess higher computational capabilities
and assist in trust verification and enforcement [66], [67].

*  Control and Monitoring Systems (C}): These systems are responsible for grid supervision, control
operations, and policy enforcement [68]. They rely on trustworthy and authenticated data from
the underlying devices [69], [70].

e Trust Management Layer: This logical layer maintains device trust states, including registra-
tion status, key validity, revocation information, and expiration policies [71], [72]. It enables
decentralized and auditable trust management without continuous involvement in real-time com-
munication [73], [74].

Communication between entities occurs over both wired and wireless channels, which are as-
sumed to be insecure. Therefore, cryptographic mechanisms are required to ensure confidentiality,
integrity, and authenticity of exchanged messages.

3.2. Threat Model
The proposed framework is analyzed under a realistic and widely accepted adversarial model
suitable for power system environments. We assume that an adversary A has the following capabilities:

*  Eavesdropping on communication channels to capture transmitted messages.
* Injecting, modifying, replaying, or dropping messages over insecure links.
e Attempting impersonation of legitimate devices using forged identities or stolen credentials.
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*  Compromising a limited number of power devices and extracting stored cryptographic material.

The adversary is assumed not to be capable of compromising all system entities simultaneously
or breaking standard cryptographic primitives within polynomial time. Physical attacks and denial-
of-service attacks are considered out of scope but are discussed as limitations in later sections.

3.3. Cryptographic Preliminaries

The proposed framework relies on well-established cryptographic primitives selected for their
efficiency and security suitability in power system environments:

»  Elliptic Curve Cryptography (ECC): Used for public key generation, digital signatures, and key
agreement due to its low computational and energy overhead [75]—[77].

*  Elliptic Curve Diffie-Hellman (ECDH): Employed to derive shared secrets for session key estab-
lishment with forward secrecy [78], [79].

e Symmetric Encryption and MAC: Used for protecting operational data during active communi-
cation sessions [80], [81].

*  Hash Functions and Key Derivation Functions (KDFs): Used to derive session keys and ensure
randomness and resistance to replay attacks [82], [83].

All cryptographic primitives are assumed to be secure under standard hardness assumptions.
3.4. Cryptographic Primitive Selection and Justification

The approach is based on a combination of lightweight asymmetric and symmetric cryptographic
primitives chosen according to three criteria: energy efficiency, maturity of implementation, decen-
tralized trust lifecycle management in resource constrained power devices. Encryption and signing
are implemented using Elliptic Curve Cryptography (ECC) which allows equivalent security to RSA
with substantially smaller key sizes and thus reduced computational requirements. For instance, 256-
bit ECC is equivalent to the security of 3072-bit RSA and has smaller memory, computation time
and power consumption. These characteristics contribute to making ECC an attractive choice for
smartmeters, sensors and embedded grid devices.

We choose Elliptic Curve Diffie-Hellman (ECDH) for session key agreement, as it allows
achieving forward secrecy at low computational overhead, and it is not reliant to communicate with
a central authority all the time. This is in line with the goal of a decentralized, event-oriented trust
setup requiring small communication overhead. For operational data security, symmetric encryption
and message authentication is employed after the session is set up. Symmetric operations are faster
than asymmetric ones so they can be used for message protection once trust relation is established.

NIST lightweight cryptography submissions including Ascon were designed primarily for lightweight
symmetric encryption and authenticated encryption. But these algorithms mainly focused on payload
protection, and they did not support identity binding, decentralized onboarding, and lifecycle trust
management alone. While symmetric lightweight primitives can be used as a drop-in upgrade of the
symmetric layer of the system in this design space, they do not replace asymmetric primitives for node
identity, signature verification and trust bootstrapping.

Lightweight ciphers such as Simon, Speck, Spreadsheet-based cipher (Simpira), and TinyJambu
cut encryption cost; however, they are insufficient on their own for distributed trust lifecycle man-
agement, revocation transparency, or public-key-based session establishment. Consequently, the
framework follows a hybrid approach which uses ECC/ECDH to establish identity and trust while
lightweight symmetric cryptography is used for energy-efficient session protection. The chosen prim-
itives are widely available in embedded cryptographic libraries and hardware accelerators, which
enhances the implementability of implementations and reproducibility within real-world deployments
of sustainable power systems.
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3.5. Notation

Table 1 summarizes the key symbols and notations used throughout this paper.

Table 1. Notation used in the paper

Symbol Description

D; i-th power device

G j-th edge gateway

KPP0 KP"™  Public and private key of device D;
Kiess Symmetric session key

T Xreq Device registration transaction
TXupd Key update transaction
TXrev Key revocation record

N;, N; Random nonces

SID Session identifier

o Digital signature

4. Energy-Efficient Cryptographic Trust Framework

In this section, we discuss the proposed Energy-Efficient Cryptographic Trust Framework for
sustainable power systems. The scheme is intended to offer trust management in a decentralized
and auditable manner with the objective of reducing overhead on resource limited power devices in
terms of computation, communication and energy. Essential architectural mantra is independence
of (i) trust state management and of (ii) real-time session protection, hence energy efficient security
will not negatively impact operational responsiveness. Algorithm 1 shows Overall Energy-Efficient
Cryptographic Trust Framework.

4.1. Design Principles

Energy-Efficient Cryptographic Trust Framework is established on a framework of fundamental
tenets that aims explicitly to accommodate security, trust and sustainability needs in today’s power
systems, as shwon in Fig. 2.

Energy-Aware Security Design  Minimize computational and communication
overhead to reduce energy consumption.

Lightweight Cryptographic Operations  Efficient asymmetric and lightweight symmetric
cryptography.

Separation of Trust Management & Session Protection Separate long-term trust control

from real-time session security.

Scalability and Sustainability Support large-scale power systems with minimal overhead.

Resilience and Accountability Enable verifiable and auditable trust decisions.

Compatibility with Heterogeneous Devices Work across diverse power system devices.

Fig. 2. Trust lifecycle management process for sustainable power systems
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Algorithm 1 Overall Energy-Efficient Cryptographic Trust Framework

Require: Device D;, peer D, trust layer 7, cache C, policy P
Ensure: Session key K.ss or Abort

1:
2:

11:
12:

13:
14:
15:
16:
17:

A A

(A) Registration / Trust Initialization (rare event) ‘
if D; not registered in 7 then Generate ECC key pair (K***, KP"*") Ty, < current timestamp
0; + Sigyeprin(D; || K || Treg) Submit TXyeg = {Dy, KP**, Treg, 07} to verification
authorities

if verification fails then

return Abort

end if

Store R; = {D;, Kbe, active, Tezptin T
end if

(C) Lightweight Session Trust Establishment Generate nonces N;,N;, Z <
ECDH(Kf””,Kbe), SID <~ H(D; || Dj || N; || Nj), Ksess < KDF(Z || N; || N; || SID),
Start protected channel using symmetric ENC/MAC with Kess

(D) Trust Lifecycle Maintenance (infrequent)

. if rotation condition met by P then Generate new key pair (K”**  KP'™ ). Submit signed

i,new’ = i,new

update T'X,;,4; activate new key and deprecate old key
end if
if compromise/misbehavior detected then Publish signed revocation 7' X .., ; set status <— revoked;
disseminate to caches
end if
if current time > T¢,, then
Set status < expired (automatic)
end if
return K.

Energy-Aware Security Design: Security protocols aim to keep computational and communica-
tion demands low, which will eventually help reducing energy consumption of power constrained
devices over long-lasting operational life.

Lightweight Cryptographic Operations: The framework uses energy-efficient asymmetric cryp-
tographic primitives for identity binding and lightweight symmetric cryptography for securing
data transmission while at the same time keeping overhead of processing and storage moderate.
Split Trust Management and Session Protection: All of the trust management is managed in
long-term and logically separated from real-time control for session confidence. This detached
mode prevents latency and power penalties for communication during operations.

Scalability and sustainability: The proposed approach specifically focuses on large-scale power
grids and limits the per device overhead, it also reduces trust-related operation to be performed
infrequently compared with a regular information dissemination.

Resilience and Accountability: Trust decisions are auditable and transparent, which fosters
accountability and fault checking in a setting where a well behaving agent may end up relying on,
but not trusting, a non-colluding peer.

Differently Power Devices Compatible: This platform accepts a variety of devices, differs to from
tiny embedded sensors and to edge controllers, which we often occur within power systems, and
does not depend on specific hardware support.

These principles ensure strong cryptographic trust and power efficiency in ambient power systems
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infrastructures along with the lifecycle of the system.
4.2. Trust Lifecycle Management Overview

Trustis controlled in the proposed framework by means of well-organized and energy-configurable
lifecycle for how power system devices get access, are serviced, and are governed in their trust over
lifetime, as shown in Fig. 3. The trust lifecycle is strategically constructed to reduce the energy waste
by postponing expensive cryptographic and coordination procedures to rare occasions, while assuring
secure conditions during normal data exchange.

Trust Initializatio Lightweight Session
& Registration Establishment
Trust Revocation Trust Update
& Expiration & Key Rotation

Fig. 3. Overview of the trust lifecycle adopted in the proposed framework for energy-efficient power system
security

The lifecycle for the trust comprises four primary stages:

e Trust Initialization and Registration: All power hardware components generate their own crypto-
graphic identity on board and register a public part with the trust management layer. This phase
establishes an assurable link between the device identity and its cryptographic keys; it permits
secure onboarding without trusting to central authorities.

*  Trust-Based Session Establishment: After registration devices open secure communication chan-
nels created with light-weight cryptographic. Session security is achieved at the local level,
without the need of global trust coordination that guarantees low latency and energy consumption
for its employment during real-time PSO oscillation analysis.

*  Trust Update & Key Rotation: Cryptographic keys of devices are updated periodically to achieve
long-term security and forward secrecy. Trust updates are automatically initiated according to
pre-configured policies or operational criteria not interfere with the ongoing operation of system
applications.

e  Trust Revocation and Expiration: We automatically revoke compromised, decommissioned, or
malfunctioning devices and deprecate expired credentials. The above guarantees a uniform
enforcement of trust choices in the power grid and it cannot be accessed by un-privileged nodes.

The lifecycle-oriented organization of trust management, instead of a constantly ongoing one,
in the authoring framework is introduced to save on cryptographic operations and communication
overhead. The proposed model achieves scalable, energy-efficient and sustainable trust enforcement
for large-scale applications of power system.

4.3. Decentralized Device Registration and Trust Initialization

A decentralized device registration and trust initialization mechanism is included in the proposed
framework to prevent single points of failure, and also allow scalable onboarding of diverse power
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devices. This procedure also forms a verifiable trust relationship between each device and the power
system infrastructure with low energy consumption and communication overhead.

e Local Key Generation: Each power device D; locally generates a cryptographic key pair
{K? w K P} using an energy-efficient elliptic curve cryptographic algorithm. The private
key remains securely stored on the device and is never disclosed.

* Registration Request Construction: The device constructs a registration request containing its
identity information and public key:

b
TXreg = {Du Kfu 5 Treg’ Ui}
Where 7.4 denotes the registration timestamp and
. b
o = Signpriv (D; || K7 || Treg)

Is a digital signature proving ownership of the public key.

e Decentralized Verification and Trust Binding: Authorized verification agencies verify the ligiti-
macy of registration request by verifying digital signature, confirming public key uniqueness, and
enforcing system polocies. Once verified, the device identity is bound cryptographically to its
public key and logged as a trusted entity.

e Trust Initialization Confirmation After successfully registered the device is informed on trust
initialization confirmation and now it can subsequently involve in secure communication and
trust based operations in power system.

This distributed registration and trust bootstrapping mechanism offers robust protection against
impersonation attacks, achieves transparent establishment of trusts and also guarantees energy-saving
onboarding compatible with large scale sustainable power system use.

4.4. Lightweight Session Trust Establishment

Lightweight session establishment in dynamic environments like real-time communication for
power systems, where both latency and energy utilisation are vital to be minimised, as shown in Fig. 4.
In this regard, the scheme employs a low cost session trust establishment mechanism to offer robust
security assurances with reduced computational and communicational burden on power-constrained
devices.

@ Peer Trust Verification Shared Secret Generation
i Dy, checks Djs public key status: ECDH to derive:
+ Valid, Kshared: ECDH(K[priv, ‘ }(jpuh)
+ Not Revoked
} + Not Expired __» Shared Secret e
— R
D, -~ y Dj
o Secure Data Exchange Shared Secret Generation Session Key Derivation
Symmetric encryption and | KDF to derive: ‘ KDF to derive:
| ationhi _
! message authentication with Ksess = KDF(K p.req | Nj | Nj | SID) é 00010
[ Kess —- |o1010
» {10110

Fig. 4. Lightweight session trust establishment for energy-efficient secure communication in power systems
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e Peer Trust Verification: Before initiating communication, a device D; verifies the trust status of
the peer device D; by checking whether its registered public key is valid, not revoked, and not
expired according to the latest trust state. This verification step is performed once per session and
avoids repeated trust checks for subsequent messages.

*  Shared Secret Generation: Upon successful trust verification, the communicating devices compute
a shared secret using an Elliptic Curve Diffie—-Hellman (ECDH) key agreement protocol:

Kshared = ECDH(KzPTiv7 Kbe)

This operation provides forward secrecy while maintaining low computational cost.
e Session Key Derivation: A symmetric session key is derived from the shared secret using a
lightweight key derivation function:

Ksess = KDF(Kshared H Nz || N] ” SID)

Where N; and N; are fresh nonces generated by the devices and SID denotes a unique session

identifier. The use of fresh randomness ensures resistance to replay and key-compromise attacks.
*  Secure data inter-change: The session key K s¢55 is employed along with the lightweight symmet-

ric encryption and message authentication algorithms to protect operation data. All subsequent
messages in the session are locally authenticated, and do not necessitate additional trust arrange-
ment or cryptographic kick-off.

Since the establishment of the session trust is limited to light weight and off-the-chain crypto-
graphic communications, and trust verification operation is only required when initiating a session,
low-latency and energy-eflicient confidential communications are realized for sustainable power sys-
tem operations.

4.5. Energy-Aware Trust Enforcement Mechanism

Periodic trust verification needs to be enforced in power systems for preventing unauthorized
access; nonetheless, a simple enforcement may lead to excess energy and communication overhead,
as shown in Fig. 5. To tackle this issue, the presented framework includes an energy-efficient trust
enforcement system that strikes a balance between security and efficient operation.

Event-Driven Trust Verification

Events Trigger
Trust Verification Verify device trust only in response

Pyl — to specific events.
Session Initiation
Key Update

Revocation 5
= ¥ ) Lightweight Lightweight
U= Trust State Trust State Caching
» Caching e Cache recent trust

states to reduce
verification frequency.

y Minimal Enforcement Overheac ﬁg / Consnstent Trust Invalidation

Maintain secure sessions Addressed revoked or expired trust
without repeated trust checks ‘:4// entries immediately.

Fig. 5. Overview of the energy-aware trust enforcement mechanism adopted in the proposed framework

e Event-Driven Trust Verification: Trust assessment is not performed per message, but only in
certain circumstances (e.g. session initiation, exchanging keys or revocation). This event-
driven approach dramatically minimizes the number of redundant cryptographic operations and
communication cost, and results in the saving of device power.
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* Lightweight Trust State Caching: A trust state is cached locally in power devices and the edge
gateways, which includes recently proven public keys and their corresponding validity status
(e.g., active, revoked or expired). Every cache entry has an expiry time, at which point the check
needs to be redone. The mechanism includes optimized latest policy enforcement and attempts
to minimize trust queries.

¢ Low Overhead of Enforcement: The cost for trust enforcement is only the checking of status, not
cryptographic computation. To achieve low latency and low energy dissipation, once the session
setup is complete, subsequent message transmissions are symmetrically encrypted without trust
validation.

*  Uniform Trust Revocation: In case of trust revocation or expiration, all affected trust keys are
revoked. New sessions with bad credentials cannot be established, and existing sessions can be
torn down or re-keyed according to system policy.

e Scalability and Sustainability: The lightweightness and infrequency of trust enforcement opera-
tions ensures that the framework scales to existing power infrastructures and long term sustainable
operation. This is vital to prevent Trust management costs from being a dominant factor (over
energy consumption) in the security architecture.

Overall, the energy sensitive trust enforcement mechanism ensures stable and reliable security
decisions with minimum energy overhead in making trust management of sustainable power system.
Algorithm 2 shows Energy-Aware Trust Enforcement (Event-Driven)

Algorithm 2 Energy-Aware Trust Enforcement (Event-Driven)

Require: Event e, peer identity D;, trust cache C, trust layer 7, current time ¢
Ensure: Allow or Deny
1: € + {Sessionlnit, KeyUpdate, RevocationNotice, AnomalyDetected }
if e ¢ £ then
return Allow > No per-message trust checks
end if
R; + C[Dj] > Fetch cached trust record
if R; is missing or t > R ;. T qcheEap then
R; + QueryTrust(7, D;)
C[Dj] + R; > Refresh cache
end if
if R;.status € {Revoked, Expired} then
return Deny
. end if
cift > R;.Teyp then
return Deny
. end if
: return Allow

R A A

—_ = = = = e =

4.6. Key Update, Revocation, and Expiration

Secure key update, revocation, and expiration is essential to good cryptographic trust management
for power system devices. The model defines energy-saving policies with which to enforce the trust
in a timely fashion avoiding unnecessary cryptographic and communication overhead.

* Key Update and Rotation: To reduce long-term key exposure and support forward secrecy, each
device periodically updates its cryptographic credentials. A device D; generates a new key pair
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(K> KP"™ Y locally and constructs an update request:

1,new’ 1,new

TXupd = {Dquuzj Tupdaai}

,new’
Where

(Di || Ky | Tupa)

o; = Sign i new

Kfri'u

The update request is authenticated and, if accepted, the new public key goes live and the old key
is revoked. Key rotation is activated by pre-existing policies or operational needs, providing security
without the need to keep keys up to date.

*  Key Revocation: Cryptographic keys must be revoked immediately if they have been compro-
mised, if devices become or are suspected of being malfunctioning, or malicious. A revocation
record is issued by authority:

TXpew = {Kénuby Trevv Uauth}

Once validated, the affected key is marked as revoked and is rejected during subsequent trust
verification and session establishment.

*  Key Life Time: The period of validity from 7., to T¢,,), for a given cryptographic key. Keys that
exceed their expiration time are invalidated without requiring a revocation request. They did this
on purpose to prevent overuse of keys and reduce administrative burden.

*  Energy-Aware Enforcement: Some trust lifecycle tasks e.g., key renewal, revoke and expiry events
are treated as infrequent. The operations are not time sensitive as messages will be delivered, and
to not interfere with normal power grid communication with high energy consuming activities.

Through controlled key rotation, fast revocation as well as automatic expiration, K-SPTF can
secure and establish trust consistency in the long run while sustaining energy efficiency for sustainable
power system scenarios.

4.7. Auditability and Trust Maintenance

Auditability is very important in power networks where security incidents cause substantial
difficulties in operation and safety, as shown in Fig. 6. The proposed framework combines the
auditability and trust maintenance mechanism that generates transparency and accountability in an
energy efficient manner.

e Immutable Trust Event Recording: All trust lifecycle events such as registration, key update,
revocation, expiration are logged as verifiable trust events. Every individual event is signed by
its issuer to guarantee integrity, authenticity and non-repudiation. This allows for responsible
post-event analysis and accountability, without needing to monitor constantly.

* Lightweight Trust Verification: For resource limited power devices, the framework provides a
lightweight validation of trust status. Trust metadata is compact and the devices and gateways
verify enough information to ensure security, without storing or processing large numbers of
historical records.

*  Occasional Trust Consistency Checks: The trust consistency is periodically reinstated by the very
few agreements to make sure all parties are in consistent state. ”These checks happen in off-peak
energy use times so that extra demand is not added during high-demand times.

e Fault Detection, Forensic Support: Its the issue that audit records can assist in quickly pinpointing
misbehaving or compromised devices. System operators will be able to forensically analyze trust
triggers — and if an abnormality is found, act on them without damage to normal power system
operation — by correlating the triggers with logs of operations.

Muhammad N. Jawad (Energy-Aware Lifecycle Cryptographic Trust Framework for Secure Communication in Sustainable

Power Systems)



2560 International Journal of Robotics and Control Systems ISSN 2775-2658
Vol. 6, No. 3, 2026, pp. 2548-2572

Periodic Trust

Consistency Checks

Immutable Try Event [0
Reconding " /- ‘

i : 2 '~ B Low-frequency
Digitally signed and verifiable | —¢21

checks align trust states
trust event records. Zf

Lightweight
Trust Verification

|

Validat ; Low-frequency checks
Validate compac -
i \ align trust states

trust metadata -
r Sustainable Trust
\'(( o 7\ Maintenance

Decoupled from real-time

Lightweight
Trust Verification

Periodic Trust

0 «

nf

Consistency Checks

J

c,

communication

Fig. 6. Overview of the auditability and trust maintenance process adopted in the proposed framework

*  Sustainable Trust Maintenance: Our design separates auditability from real-time conveyable,
and amortizes trust maintenance costs on rare event occurrences such that transparency and
accountability overheads do not become a major contributor to the overall energy spend.

In summary, the introduced monitoring and trust maintenance schemes provide sustainable and
reliable secure information exchange in today’s Power Infrastructures since long-term transparency
and confidence is guaranteed while addressing sustainability as well as reliability requirements.

4.8. Trust Score Model

In order to prevent ad-hoc and subjective trust decisions, we model the device trust in our
framework based on updating a quantitative trust score. The trust 7;(¢) that one device D; has to
another device at time step t is represented by its normalized score in the range from 0 to 1, where
larger values are toward a stronger trust. Trust is calculated as a linear combination of the three
observable components:

Tz(t) = wlAi(t) + UJQKi(t) + wgBi(t), (D)

Where:

*  A;(t) = authentication reliability score (ratio of successful authentication events to total attempts),
*  K,(t) = key status indicator (1 = valid and non-revoked, 0 = revoked or expired),

*  B;(t) = behavioral consistency score derived from protocol-compliant activity,

*  wi,ws,ws are weighting factors such that w; + wy + w3z = 1.

The authentication reliability component is computed as:

N:S’U,CC t
At) = Nf(t; @)

Where N5%(t) is the number of successful authenticated sessions and N/°®(¢) is the total number
of authentication attempts observed within the trust observation window.
Behavioral consistency is defined as:

Vi(t)

B / max )

Bi(t) =1 3)

Where V;(t) is the number of detected protocol violations or abnormal events and V"** is a normal-
ization constant representing the maximum tolerated violations. To ensure stability and avoid abrupt
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trust fluctuations, trust values are updated using exponential smoothing:
Ti(t+1) = aTi(t) + (1 - ) T (t), )

Where T7°%%(t) is the newly observed trust value computed from current measurements and o € [0, 1]
is a smoothing parameter controlling trust inertia. A device is considered trusted if:

E (t) > Tth7 (5)

Where T}y, is the trust threshold that can be configured by system policy. Trust updates are only invoked
during lifecycle events (e.g., registration, session establishment, key update or anomaly detection) to
preserve the energy-efficient nature of the scheme.

5. Security Analysis

This part discusses the security analysis of proposed Energy-Efficient Cryptographic Trust Frame-
work against the defined threat model. The results indicate the ability of this framework to meet
fundamental security requirements and energy efficiency, which are common concerns in sustainable
power system deployments.

5.1. Security Objectives

The security goals the proposed scheme aims for are:

*  Trust: Guarantee that communicating power devices can trust each other before transferring
operational data.

*  Confidentiality: Confidential should only be sequence from getting revealed while propagating.

* Integrity: Assure that message cannot be altered undetected.

*  Forward Secrecy: Do not compromise past session keys if long-term key is compromised.

* Impersonation and Replay Attack Resilience: Protect against adversaries impersonating valid
devices or replay existing communications.

e  Trust Revoke and Accountability: Facilitate trust revoke on compromised/lost devices, while
providing auditability for the forensic investigation.

5.2. Resistance to Common Attacks

* Impersonation Attacks: Covert impersonation is avoided by a cryptographic linkage of device
identities and public keys as set up in the decentralized registration. Given all authentication
messages are digitally signed with device private keys, an attacker is required to break the
signature scheme in order to produce valid credentials.

* Replay Attacks: Fresh nonces and session identities are also included in the framework during
session setup. In subsequent messages, replayed messages having old nonces or sid values are
discarded such that the preceding ones do not have any impact of carrying out a successful attack.

*  Man-in-the-Middle (MitM) Attacks: MitM attacks are prevented by mutual authentication and
the use of ECDH shared secret derivation. The session key cannot be obtained by an eavesdropper
since it is based on the session private keys.

 Key Compromise Attacks: Even if an elongated private key is leaked, previous established
Random Values of keys remain secure through the use of forward secrecy. And then compromised
keys can be quickly revoked so that unauthorized access cannot occur again in the future.

*  Unauthorized Access: Devices with revoked or expired credentials are not allowed to participate
in newer sessions, thereby consistently applying trust decisions throughout the power system.

5.3. Trust Assurance and Lifecycle Security

The trust lifecycle management system ensures the device would work securely non-stop. Reg-
istration for establishing the first trust, and session trust to secure communications/interaction, key
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rotation to shorten the degree of exposure time, or revocation/expiration so as not to allow contin-
ued misuse of credentials. By decoupling trust lifecycle actions from real-time communication, the
architecture secures inter-domain collaborations without inflating overhead costs.

5.4. Formal Security Assumptions

The security of our construction hinges upon standard cryptographic assumptions. In particular,
we assume the security of all cryptographic primitives based on elliptic curves w.r.t. polynomial time
adversaries and treat hash functions as random oracles in our proofs. Assuming these settings, our
framework provides computational security against the adversarial capabilities considered.

5.5. Limitations of the Security Model

Although the proposed model gives strong security guarantees, it also has some limitation.
Compromise of a physical device and DoS attack at macro-level are also out of the scope, as shown in
Table 2. Furthermore, trust enforcement requires timely dissemination of revocation data and this can
be compromised in partitioned network environments. The latter limitations are further elaborated on
as future research issues.

In general, the analysis justies that the considered framework provides secure cryptographical
trust control and is energy efcient and operationally applicable for energy efcient power system
infrastructures.

Table 2. Summary of attack resistance analysis

Attack Type Defense Mechanism in the Proposed Framework

Impersonation Attack Device identities are cryptographically bound to public keys during
decentralized registration. Digital signatures ensure that adversaries
cannot forge legitimate identities without access to private keys.

Replay Attack Fresh nonces and unique session identifiers are incorporated during
session establishment. Replayed messages containing stale parameters
are automatically rejected.

Man-in-the-Middle (MitM) At- Mutual authentication and ECDH-based shared secret generation pre-

tack vent adversaries from deriving session keys or altering communication
without detection.

Key Compromise Attack Forward secrecy ensures that previously established session keys remain
secure even if long-term private keys are compromised. Compromised
keys can be promptly revoked.

Unauthorized Access Trust enforcement mechanisms verify key status (active, revoked, ex-
pired) before session establishment, preventing access by unauthorized
or decommissioned devices.

Key Replay / Reuse Session keys are short-lived and derived using fresh randomness, pre-
venting reuse across multiple sessions and limiting exposure.

6. Performance Evaluation

This section evaluates the performance of the proposed Energy-Efficient Cryptographic Trust
Framework in terms of execution time, energy consumption, memory usage, and comparative effi-
ciency. The evaluation aims to demonstrate that strong cryptographic trust guarantees can be achieved
without imposing excessive overhead on power system devices.

6.1. Experimental Setup

The experimental comparison was set to mimic real-world deployment aspects in sustainable
power system environment. Two classes of embedded devices were considered to represent the
typical nodes used in the proposed architecture: resource constrained field devices (e.g., smart meters,
sensors) and intermediate capacity edge gateway nodes.
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*  Hardware Platforms: Measurements were conducted on representative embedded microcontroller

platforms:

—  ARM Cortex-M4 device (80 MHz CPU, 256 KB RAM, 1 MB Flash)

—  MSP430-class low-power microcontroller (16 MHz CPU, 32 KB RAM)

These platforms are commonly used in smart grid sensing, metering, and edge control applica-
tions.

*  Software Environment: All cryptographic routines have been written in C with the help of a light-
weight embedded cryptographic library, which supports ECC-256/ ECDH/ SHA-256/ symmetric
encryption/ HBKDF primitives. Compiler’s optimization level (O2 ) and the build configuration
were consistent across all the experiments. Hardware cryptographic acceleration was deliberately
not used to model the software-only restricted scenarios.

e Measurement Methodology: On-Chip Hardware Timers with microsecond resolution was used to
measure the execution time. Power measurement was performed with inline current monitoring
assisted by a calibrated digital power analyzer connected to the device supply rail. The measured
current traces were integrated over the run time to calculate per-operation energy cost (with idle
baseline power subtracted).

*  Scope of Measurement: Experimental evaluations concentrate on trust lifecycle operations as well
as session establishment protocols, to decouple the security-related computational and energy cost
from application-level payload processing.

*  Repetition and Stability: Each cryptographic function was run 100 times; output values are the
arithmetic means. For both execution time and energy measurements, a standard deviation was
observed of under 5% (Execution time) and 6% (Energy), suggesting reliable results.

e Comparison Fairness: Comparative methodolies We compared them with baseline designs run-
ning on the same hardware devices, using the same compiler options and measuring methodologies
in order to make a fair comparison.

Table 3 summarizes the experimental environment and key parameters.

Table 3. Experimental setup

Parameter Description

Device Classes Cortex-M4 nodes and MSP430-class low-power devices
CPU Frequency 16-80 MHz

Memory 32-256 KB RAM

Crypto Library Embedded C lightweight ECC/ECDH/SHA-256
Key Size ECC-256

Compiler GCC with O2 optimization

Metrics Time, energy, memory footprint

Runs per Test 100 repetitions

Energy Measurement  Inline current monitoring + integration
Accelerators Disabled (software-only mode)

Communication Secure wired/wireless test links

6.2. Execution Time Analysis

This sub-section discusses the performance overhead of the proposed trust model in terms of
time at take when performing key trust operations. More specifically, it in a first step concentrates on
cryptographic operations (i.e., generation of keys, signatures and session keys) executed at the power
device side. We intentionally did not consider blockchain / global coordination latency since real-time
session establishment happens off chain to guarantee low latency operation.

The average execution time for core operations is shown in Table 4. Results show that session
trust formation is associated with low computational time delay, hence the platform can be deployed
for real-time communications in sustainable power systems.
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Table 4. Execution time of trust and session operations

Operation Execution Time (ms)
ECC Key Generation 18.6
Digital Signature Generation 9.4
Digital Signature Verification 12.1
ECDH Shared Secret Computation 7.8
Session Key Derivation 24
Total Session Establishment Time 31.7

6.3. Energy Consumption Analysis

This section studies the energy cost caused by cryptographic trust operations in the proposed
paradigm. The analysis is centred on the cost of local cryptographic calculations for trust boot-
strapping and session establishment energy, because these are not involving (i) the application-level
processing and (ii) network-layer energy. This only captures the security-related energy overhead,
which demonstrates that SPIFoMesh adopts energy-efficient design.

The mean core trust operation’s energy consumption in Table 5. The results reveal that the energy
consumption for session trust establishment is so small making the framework viable for a long-term
deployment in green-energy powered and resource-limited devices.

Table 5. Energy consumption of trust and session operations

Operation Energy Consumption (mJ)
ECC Key Generation 6.8

Digital Signature Generation 32

Digital Signature Verification 4.1

ECDH Shared Secret Computation 2.7

Session Key Derivation 0.9

Total Session Establishment Energy 10.9

6.4. Memory Usage Analysis

This sub section compares the memory consumption of the proposed energy efficient cryptog-
raphy based trust model on PS devices. It concentrates on the memory consumed by cryptographic
keys, trust state information and temporary variables used for session establishment. There is no need
to store historical trust records and session data at constrained devices in a long term perspective.

Memory consumption of the core trust components is listed in Table 6. The results show that
the framework has small memory overhead and is applicable to real-world resource-limited devices
distributed in sustainable power systems.

Table 6. Memory usage of trust components

Component Memory Usage (KB)
Public/Private Key Storage 1.6
Trust State Metadata 0.9
Session Variables 0.7
Cryptographic Buffers 1.2
Total Memory Footprint 4.4

6.5. Comparative Evaluation

In this subsection, the energy-efficient cryptographic trust framework is compared with typical
security and trust management schemes for power and cyber-physical systems. The performance
analysis covers execution time, energy consumption, memory usage, and trust management feature
comparisons that demonstrate the efficiency and sustainability advantages of the proposed method.
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Adopted in the proposed method is compared with existing schemes in terms of energy efficiency
and computational overhead, as illustrated in Table 7. These enhancements have been achieved by
disconnecting the process of trust lifecycle management from real time session protection and using
lightweight cryptographic mechanisms appropriate for power constrained devices.

Table 7. Comparative performance evaluation

Scheme Exec. Time (ms) Energy (mJ) Memory (KB) Trust Model

Centralized  PKI-Based 68.5 22.4 8.7 Centralized

Scheme

Blockchain-Centric 95.2 31.6 12.9 Distributed (High Over-
Scheme head)

Lightweight ECC-Based 45.8 16.2 6.1 Semi-centralized

Scheme

Proposed Framework 31.7 10.9 4.4 Decentralized &

Energy-Aware

6.6. Scalability Discussion

Scalability is an important consideration in contemporary power systems, since there could be
thousands of diverse devices associated to long-term work. The suggested cryptography based trust
model for energy efficient scale up with minimally computational and communication overhead.

Trust lifecycle operations, such as device enrollment, updating keying material and revocation
are rare events that happen on a per-device basis. Thereby the trust management overhead scales
linearly with a number of devices and is not subject to an always working global synchronisation.
This distributed and event-oriented architecture keeps trust management from being a bottleneck in
scalability.

In addition, the local establishment of session trust between the communicating peers eliminates
any need for centralized coordination or repeated trust validation during live session. This solution
keeps the real-time communication latency constant notwithstanding the scale of the system.

In the end, it is that low per-device overhead, cooperation on energy-intensive tasks only in rare
occurrences and the absence of centralized control points which facilitates large scale deployment for
sustainable and scalable power infrastructures.

6.7. Discussion

This section summarises the main outcomes of the proposed power efficient cryptographic trust
framework, relates them to the studies available and outlines its implications, strengths and weaknesses
in sustainable power systems settings.

6.7.1. Main Findings

The performance analysis shows that the proposed scheme is able to provide a good tradeoff
between security strength and energy efficiency. The results of execution time and energy consumption
confirm that the cryptographic prone trust management can be embedded in power systems with
acceptable overhead on resource limitation devices. Especially, the short call setup time and low
memory consumption suggest its applicability in online and offline power systems monitoring.

6.7.2. Comparison with Existing Studies

The proposed scheme is found to be in favor of the above mentioned tackniques, both on PKI based
centralized and blockchain-centric schemes, being lower in execution time, energy consumption and
memory usage by an order. Most existing schemes are typically based on continuous authentication
or intensive coordination mechanism, which give rise to extra overhead and reduce scalability. In
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contrast, the proposed scheme decouples trust lifecycle management from real-time session protection
for secure yet lightweight session setup and strong yet flexible trust enforcement. This design decision
also accounts for the performance gains noticed in the comparative evaluation.

6.7.3. Implications for Sustainable Power Systems

The findings carry significant implications for the designs of sustainable power system infras-
tructures. Low-energy trust management lowers the long-term cumulative energy expenditure due to
security for device, which can be critical in case of smart meters, sensors or edge devices being used
at massive scale. Additionally, decentralized trust execution can improve system robustness by re-
moving single points of failure, and audit capability can ensure accountability and facilitate regulation
adherence for critical power networks.

6.7.4. Strengths and Limitations

One key advantage of the proposed framework is that it can achieve strong cryptographic trust
assurance with little extra cost. Lightweight cryptographic primitives, event-triggered trust enforce-
ment as well decentralized lifecycle management lead to scalability and sustainability. There are some
limitations, however, which need to be recognized. This experimental validation is only performed
in a small-scale testbed and does not characterize the extreme deployment cases, including a very
large number of devices or highly dynamic network scenarios. Physical attacks and massive DDOS
(Denial of Service) attacks also belong to the threats that it doesn’t cover, for which there are other
protective mechanisms. In general, the discussion shows that the proposed model is a workable and
energy-efficient approach for secure trust management in sustainable power systems and points some
future development aspects.

6.8. Security—-Energy Tradeoff Analysis

In secure devices of the green power system, it is necessary to weigh cryptographic strength
against computational and energy costs. Strong cryptographic primitives alleviate resistance attacks
such as impersonation, replay and man-in-the-middle attacks while they in turn increase execution time,
memory complexity and energy consumption. We propose a hybrid design framework to explicitly
handle the tradeoff. To begin with, asymmetric ciphers (ECC signatures and ECDH key agreement)
are only used in rare lifecycle scenarios: device registration/unregistration, session establishment or
periodic re-kick for the final stage in a chain of delegated keys. These are more costly than their
symmetric counterparts, but offer identity binding and forward secrecy. The framework reduces their
total energy expense by constraining them to event-driven sections.

Secondly, beyond session establishment only very lightweight symmetric encryption and message
authentication are used which introduce much lower per-message energy overhead. The life cycle
trust operations and persistent data protection separate this long term power consumption from that
of cryptosystem power consumption. Thirdly, the event-triggered trust model enforcement and local
cache of trust-state help mitigate repeated verification of trust queries and signature checks. It is
a significant enhancement to energy efficiency at the expense of bringing in a bounded freshness
window for cached trust.

As a result, a controlled reduction of energy and immediate revocation awareness is possible.
This trade-off is alleviated by user-configurable cache expiry timeouts and revocation dissemination
policies. The overhead of certificate validation has been mitigated by the proposed scheme, in
comparison to centralized PKI-based schemes; however, it is due to local trust lifecycle maintenance.
Compared to symmetric lightweight schemes, the scheme is with higher setup cost but provides
stronger identity assurance and auditability.

Thus, the proposed framework does not remove the security—energy tradeoff but schedules
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it through lifecycle partitioning, event-driven enforcement and hybrid cryptographic construction.
The resulting understandable balance is adequate for resource-constrained sustainable power system
deployment compatible with the given threat model.

7. Conclusion and Future Work

This paper proposed an energy-aware cryptographic trust model for secure communication in
sustainable power systems. The architecture decouples the management of trust lifecycle from run
time protection of sessions and uses an event-driven enforcement model with lightweight ECC/ECDH
based authentication and symmetric session security. This construction lowers the overhead of
per-round cryptography but retains identity binding, forward secrecy and revocation. Experimental
results on typical embedded devices indicate that the proposed solution has low session establishment
latency, moderate energy consumption and memory usage compared with centralized PKI-based
and blockchain-based solutions with equivalent measurement settings. These findings suggest that
enforcing trust based on lifecycle and event on constrained grid devices can be used to get a better
balance between practical security —energy performance. Yet, the security proofs of the framework
are only valid under the threat model defined consisting in eavesdropping, replay impersonation and
man-in-the-middle attacks. Physical attacks, side channel leakage, and large scale deniable-of-service
attacks were not considered. Besides, the experimental verification was performed on a small-scale
embedded testbed and results could be different under large or highly dynamic deployment scenarios.

We will continue our work by the large-scale validation process, automated protocol formal verifi-
cation, and dynamic trust parameter tuning based on device trends and operational risk levels. Future
extensions will also consider the integration with hardware security modules and complementary
intrusion-detection layers that can enhance the resilience in real-world power systems.
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