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ABSTRACT

The explosive growth of 5G-enabled Internet of Things (IoT) and fog
computing infrastructure leads to cross-domain authentication, interoperable,
energy- efficiency promoting problems. The lightweight or blockchain-based
authentication schemes in the literature, however, only focus on security or
decentralization and do not support cross-domain adaptive session continuity.
The research contribution is a Cross-Domain Interoperable Authentica-
tion Framework (CDIA-Fog) employing the PUF-based device identity,
blockchain-assisted trust evidence, adaptive key translation and energy-aware
re-authentication. The framework supports secure roaming across different
fog administrative domains instead of only cross-domain authentication. The
proposed mechanism integrates hardware-based PUF identity, hash-based
mutual authentication, blockchain token validation and risk–energy adaptive
re-authentication policy. Theoretical analysis under the Random Oracle
Model and structural attack analysis demonstrate resilience against replay,
impersonation, and man-in-the-middle attacks. Experimental validation
on Raspberry Pi IoT nodes and Intel-based fog gateways demonstrate an
authentication cost of 0.0928 ms and a 1728-bit communication overhead.
In ROAM environments, with respect to the hash-only and ECC-lightweight
baselines, our CDIA-Fog is able to decrease re-authentication rate and
long-term energy cost by about 18–23%. The architecture is capable of
providing secure cross-domain auditable key agreement, succinctly for mobile
IoT–fog environments with acceptable overhead and flexible efficiency.

© 2026 The Authors.
Published by Association for Scientific Computing Electrical and Engineering.

This is an open access article under the CC-BY-SA license.

1. Introduction

The rapid advancement of powerful networking technologies, such as the Internet of Things
and 5G connectivity, has fundamentally altered how intelligent devices, sensors, and services interact
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in various environments [1]–[3]. Billions of diverse IoT nodes will generate huge volumes of data
on a daily basis via the fog and cloud infrastructures, supporting real-time decisionmaking in smart
transportation, health and industrial automation by 2030 [4]–[6]. As a result, fog computing is
emerging as an alternative paradigm to efficiently manage this distributed ecosystem by filling the
gap between cloud services and network edges along with capabilities such as low latency, context
awareness and local data processing [7]. However, with the increase in the number of IoT nodes and
their diverse nature scattered across multiple fog domains new security problems have emerged, as
well as interoperability [8]–[10].

Traditional authentication schemes (often central or domain-specific) are not viable in this new
era of agile 5G-based IoT networks [11], [12]. Devices needs to roam from one administrative domain
to another, by different SPs or Trust Authorities while still being able to achieve secure cross-domain
authentication [13]–[16]. These systems, however, have their own problem points. Existing authen-
tication mechanisms [17], [18] rely on preshared trust information in a single administrative domain
and do not scale interoperability and trust, particularly in federated settings [19], [20]. Also, due to the
constrained memory and computational resources of IoT devices, certificate-based credentials or PKIs
may not be included so as to protect user identity. Furthermore, power consumption and delay is also
increased due to the repeated re-authentication and expensive cryptographic operations, especially in
a dynamic mobility-centred scenario [21]. Moreover, the legacy centralized authentication paradigms
are subject to single point of failures; and also not auditable in a decentralized transparent way which
is antithetical to accountability needed for establishing trust across multiple domains [22]–[24].

Recent research has explored various approaches to address these challenges. Lightweight au-
thentication schemes, such as PCAP [25] and TCALAS [26], have reduced computational costs
through symmetric primitives, yet they remain domain-specific and energy-inefficient under frequent
re-authentications. Other frameworks, such as blockchain-assisted authentication [27]–[30], enable
decentralized trust management but suffer from high synchronization delays and limited adaptability.
Similarly, Physical Unclonable Function (PUF)-based schemes [31]–[33] provide hardware-level iden-
tity assurance but are primarily designed for static intra-domain applications, lacking interoperability
across dynamic fog environments [34].

As Zero-Trust Architecture (ZTA) is becoming more ubiquitous in 5G core and enterprise net-
works, the model for continuous verification in ZTA expects infrastructure-level persistent validation
of identity and policy enforcement [35], [36]. In IoT–fog environments, by contrast, lightweight
devices are employed and the cross-domain roaming is intermittent such that continuous heavyweight
verification is not practical [37], [38]. Accordingly, this work proposes a trust-record-aided adap-
tive authentication mechanism, which ensures light operation and allows for repeated verification
through PUF identity proofs and blockchain traceability. The model proposed here is intended to be
a lightweight, gadget-centered addition to ZTA doctrine rather than its substitute [39], [40].

In spite of the intensive study on IoT and fog authentication, those existing schemes generally solve
one or two aspects of the problem: lightweight computation, hardware-rooted identity or decentralized
trust not in all [41]. Lightweight protocols are less domain-agnostic and do not offer secure migration
of devices between the heterogeneous fog administrative domains [42]. Authentication based on
blockchain provides transparency but commonly results in significant synchronization and energy
overhead as well as inability to cope with the session variation [43]. Similarly, PUF-based solutions
preserve the unclonable identity of a device but tend to be restricted to intra-domain settings and do not
provide inter-operable key translations [44]. Thus, there is an undeniable demand for an authentication
platform that can deliver cross-domain operability, hardware-based identity confidence, blockchain-
verifiable trust and energy-aware re-authentication at low-cost [38].

To tackle these limitations, this work defines a new authentication solution named CDIA-Fog
(Cross-Domain Interoperable Authentication for Fog and 5G-based IoT Networks). In this proposed
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scheme, we integrate PUF-based hardware identities for unclonable device authentication without
storing long-term secrets.Blockchain-assisted federated trust management offers decentralized ver-
ification and tamper-proof audibility of the component authentication records as well.Adaptive key
translation (AKT) and energy-aware re-authentication mechanisms included in the presented handover
with minimal computational power and energy overheads.

In summary, this design enables CDIA-Fog to realize mutual authentication, cross-domain in-
teroperability, anonymity, and forward secrecy simultaneously while ensuring low computational
and communication overhead. We formally proved the security of the protocol in the Random Oracle
Model framework and evaluated against attacks such as replay, impersonation, and Man-in-the-middle.
Performance analysis shows that compared to existing schemes, CDIA-Fog lowers authentication delay
by 23%, communication overhead by 18% and energy consumption by 20%. The main contributions
of this work can be summarized as follows:

1. We propose a novel Cross-Domain Interoperable Authentication Framework (CDIA-Fog) for
secure and lightweight authentication among heterogeneous 5G-enabled IoT and fog domains.

2. We integrate PUF-based identity generation and blockchain-backed trust validation to achieve
hardware-level security and decentralized auditability.

3. We present two novel schemes, an Adaptive Key Translation (AKT) method and an Energy-
Aware Re-Authentication Policy for minimizing re-authentication cost at the same time as
ensuring unbroken trust.

4. We present a rigorous ROM security proof and informally show how it is resistant to most
common attacks.

5. We perform a detailed performance evaluation demonstrating CDIA-Fog’s efficiency in compu-
tation, communication, and energy consumption compared with state-of-the-art protocols.

The remainder of this paper is organized as follows. Section 2 reviews related authentication
and interoperability schemes in IoT–fog environments. Section 3 describes the system and threat
model. Section 4 details the proposed CDIA-Fog architecture and its operational phases. Section 5
provides the formal and informal security analysis. Section 6 presents the performance evaluation and
comparative results. Finally, Section 7 concludes the paper and outlines future research directions.

2. Related Work

Identification in IoT and fog conditions has attracted considerable attention. Authentication in
IoT and fog environments has received much attention from research due to the high level of identity
performance, robustness, and efficient key distribution mechanisms. Existing approaches, however,
may be incorporated in one domain and do not allow for secure processing in a pairwise-federation
multi-domain network. This area reviews the best current works in the following three directions:
lightweight authentication in the IoT or PUF-based and hardware-aided, as well as the best current
blockchain-enabled authentication schemes.

2.1. Lightweight Authentication in IoT and Fog Networks

Lightweight authentication protocols aim to reduce computational and communication overheads
while maintaining robust security for constrained IoT devices [45]–[49]. Pu et al. [25] proposed the
PCAP scheme, a lightweight protocol based on hash and XOR operations to achieve fast mutual au-
thentication in vehicular networks. While efficient, PCAP does not provide cross-domain scalability
or forward secrecy. Srinivas et al. [26] developed TCALAS, a threshold-based certificateless authenti-
cation protocol for fog-enabled IoT environments. Although TCALAS ensures mutual authentication
and anonymity, its reliance on bilinear pairings leads to excessive computation and communication
costs, rendering it unsuitable for energy-limited IoT devices. To address latency and bandwidth con-
straints, Liu et al. [50] proposed UAP, a user–server authentication protocol that integrates elliptic
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curve cryptography (ECC) with Physical Unclonable Function (PUF)-based identities. UAP achieves
lower computational complexity than pairing-based schemes but still lacks mechanisms for dynamic
trust management and interoperability between domains. Moreover, most lightweight protocols as-
sume a static trust boundary and cannot efficiently handle device migration or roaming between distinct
fog domains.

2.2. PUF-Based and Hardware-Assisted Authentication

PUF-based authentication has emerged as an effective solution for securing IoT devices without
storing long-term secret keys [51]–[54]. By exploiting manufacturing process variations, PUFs
generate unique challenge–response pairs (CRPs) that serve as intrinsic device identifiers. Alruwaili
et al. [55] introduced an IoT-enabled smart healthcare with a cloud-based authentication mechanism
that is efficient and secure. Besides, it guarantees a user’s privacy and access to authorized data
between the users, IoT devices, and cloud servers. Bathalapalli et al. [56] proposed a hardware-
assisted Deepfake mitigation framework using Physical Unclonable Functions for image attestation.
By mapping facial key points to PUF-generated keys, such a framework establishes unique pseudo-
identities for images. Aung et al. [57] presented a novel lightweight SRAM PUF-based security
subsystem for mid and high-end IoT SoCs. It boosts encryption, decryption, and authentication
efficiency by removing processor weight. Malamas et al. [58] introduced HA-CAAP, a hardware-
assisted continuous authentication and attestation protocol for IoT systems. As a hybrid solution
of a PUF-based periodic verification and blockchain-enabled gateway coordination, it achieves real-
time device integrity without being vulnerable to Sybil and cloning attacks. Although this approach
enhances device identity protection, it introduces heavy synchronization costs during blockchain
validation and lacks adaptive energy optimization. Moreover, most hardware-assisted schemes are
designed for intra-domain communication, neglecting secure key translation when devices migrate
between different administrative regions.

2.3. Blockchain-Based Authentication and Cross-Domain Security

Blockchain technology provides a decentralized trust mechanism that can eliminate single points
of failure in authentication systems [59]–[63]. Luo et al. [64] proposed a blockchain-based cross-
domain authentication scheme for IoT that supports dynamic node participation. Karmegam et al. [65]
proposed a secure cross-domain authentication scheme for Internet of Drones (IoD) communication
with significantly enhanced privacy and security under the ECDSA policy, session key generation, two-
phase pseudonym identity implementation layer on Hyperledger Fabric. Cui et al. [66] introduced a
IIoT blockchain cross-domain authentication protocol. Our pseudonym generation is offloaded to edge
servers by the protocol, and supports bulk requests that lead to a lower computation, communication
and storage overhead.

Wang et al. [67] introduced a UAV-assisted vehicular network architecture combining blockchain
so as to achieve secure cross-domain authentication. The fact that UAVs are trusted intermediates
means fewer authentication latency, key issues, or computation overhead. Li et al. [68] presented a
blockchain-enabled revocable cross-domain authentication scheme for VANETs. Such V2V andV2I
communications are privacy protected within heterogeneous domains by employing distributed trust
with revocation updates of group key.

The scheme is provably secure against various attacks and free from the latency caused by
blockchain, while having an optimal computation-efficiency trade-off. However, current blockchain-
based IoT authentication schemes have three main limitations: no adaptive key translation mechanisms
for efficient cross-domain migration from one fog domain to another, high energy overhead in terms of
redundant re-authentication operations, and lack of real-time interoperability between heterogeneous
fog domains.
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2.4. Research Gap and Motivation

From the above analysis, we can see that the current IoT and fog-based authentication schemes just
take one of lightweight computation or decentralized trust into account rather than comprehensively
combining both of them to perform high performance across different domains. Furthermore, none of
the existing research successfully integrates the PUF-based hardware trust with blockchain-assisted
federated authentication to achieve continuous interoperability and energy-efficient re-authentication.
To mitigate these limitations, we present CDIA-Fog, a Cross-Domain Interoperable Authentication
Framework realizing:

• Uses PUF based challenge – response for unclonable device identity.
• Features blockchain for decentralized credential validation and traceable trust management.
• Adaptive Key Translation (AKT) -A process for migratingsession keys between domains in a

secure manner.
• Integrates energy-, and risk-aware re-authentication policy to reduce overhead while sustaining

continuous trust.

Therefore, CDIA-Fog fills the research gap by combining security, interoperability, and energy
efficiency to offer a scalable authentication platform for future 5G-based IoT-enabled fog platforms.

3. System and Threat Model

This section introduces the system model for describing the general framework, entities involved,
communication assumptions and threat model under which CDIA-Fog is designed. The system is
based on the 5G-IoT and fog computing paradigm, synergizing heterogeneous administrative domains
with tight security constraint and energy efficiency.

3.1. System Model

The proposed architecture is comprised of three logical layers which are: Device Layer, Fog
Layer and the Blockchain Trust layer. These layers work together to support a reliable, flexible and
inter-operable device authentication that roams across 5G heterogeneous networks. Fig. 1 conceptually
illustrates the architecture.

• Device Layer: The device layer, Di being resource-limited IoT devices endowed with a Physical
Unclonable Function (PUF). The PUF offers a hardware-based cryptographic identity, which
is fundamentally based on producing a unique challenge-response pair (Ci, Ri) that cannot be
cloned physically. Every device communicates with its associated FDG for authentication and
service provisioning [69]. Devices can perform simple cryptographic primitives such as hashing,
symmetric encryption and PUF evaluation but have limited computational and communication
capability [70].

• Fog Layer: Mediating the intelligence of Fog Layer in between Device Layer and the core network
are a set Federated Domain Gateways and local fog nodes maintained by different geographical
domains. Each domain is self-contained by a Domain Authority, which is responsible for issuing
and revoking credentials as needed within its territory [71], [72]. The FMG, as the local trust
root, takes charge of intra-domain authentication and key management and also re-authentication
coordination. It also performs two-level cross-domain processing by securely remapping session
keys through the adaptive key translator and based on appropriate domains during a device
migration. Furthermore, the Fog Layer processes local verification requests to reduce latency and
offload global verification responsibilities to the Blockchain Trust Layer [73], [74].

• Blockchain Trust Layer: As a decentralized and non-repudiable blockchain layer that is used
for storing registration, authentication as well as re-authentication events [75], [76]. It stores
cryptographically signed records from all domain authorities who participate in the protocol.
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Each blockchain transaction is associated to a reference hashed hash ref(IDi) to keep a device
anonymity. Consensus is used to ensure the integrity and non-repudiation of data with no
centralized trust authority [77], [78].

Fig. 1. System model of CDIA-Fog framework

Devices communicate with fog gateways via short-range 5G or Wi-Fi links, while inter-domain
FDG communication occurs over a secure virtual private network (VPN) channel and blockchain
interfaces. The communication flow follows three principal paths:
1. Di ↔ FDG: device registration, intra-domain authentication, and key renewal.
2. FDGA ↔ FDGB: cross-domain token exchange and key translation.
3. FDG ↔ BTL: blockchain-based record verification and update.
All channels are assumed to be insecure and subject to eavesdropping and active adversarial manipu-
lation unless protected by the CDIA-Fog protocol.

3.2. Blockchain Throughput and Transaction Load Quantification

We distinguish the throughput implications of the blockchain-based trust layer by quantifying its
anticipated transaction rate and comparing it with those of conventional permissioned blockchains. In
CDIA-Fog the blockchain is used only for registering, migrating and cross domain re-authentication
audit records.
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Regular intra-domain login sessions do not result in block chain transactions. Thus, the session
load is not driven by the ledger. LetNd denote the number of devices and µm the average cross-domain
migration rate per device per hour. The expected transaction rate is:

TPSCDIA-Fog =
Nd · µm +Nr

3600
(1)

Where Nr represents additional re-authentication audit records written under high-risk conditions.
For example, with Nd = 10,000 devices and µm = 0.1 migrations per hour, the expected blockchain
load is approximately:

TPSCDIA-Fog ≈ 1000

3600
≈ 0.28 transactions/sec (2)

This load is far smaller than session-based blockchain authentication systems that write to a
ledger with each successful authentications.

Large scale modern-permissioned blockchains suitable for IoT and fog environments (e.g., Hy-
perledger Fabric class systems) can achieve a practical throughput in the 800-1500 throughput range
under lab conditions. As CDIA-Fog issues very few audit transactions, the requested throughput of
our system is still much less than these maximum limits.

Thus the correctness of the framework does not depend on a high blockchain TPS and there is
no throughput bottleneck. It also means that the blockchain is not used directly as an authentication
processor during each session, but rather just as a verifiable trust anchor—this will also help us to
maintain efficiently.

3.3. Core Components

CDIA-Fog integrates four coordinated modules:
• PUF Identity Manager (PIM): Handles device registration and generates PUF-based keys that

are never stored or transmitted in plaintext. The PIM supports fuzzy-extractor reconstruction to
reproduce stable keys even under environmental noise.

• Blockchain Trust Ledger (BTL): Records domain certificates, public keys of fog gateways, and
hash commitments of verified devices. Consensus among domains ensures trust propagation and
prevents fraudulent registration or replay of credentials.

• Adaptive Key Translator (AKT): Enables secure session migration across domains by transform-
ing a session key from one domain context to another using cryptographic mapping functions.
The AKT preserves key secrecy and forward security during handover [79].

• Federated Domain Gateway (FDG): Acts as an intermediary between local IoT nodes and external
domains. It validates incoming authentication requests, consults the BTL for trust verification,
and issues interoperability tokens for cross-domain access [80], [81].

3.4. Threat Model

3.5. Adversary Capabilities

The CDIA-Fog framework considers a hybrid adversaries model, where an adversary can tamper
with the incoming messages similarly to Dolev–Yao and carry session-based adversarial actions as in
Canetti–Krawczyk. The adversarial capabilities to be assumed are:
• Eavesdropping: The adversary is considered able to eavesdrop, record or replay any information

that is transmitted between devices and fog gateways as well as domain authorities.
Message Injection: An adversary with the capability of modifying, injecting or suppressing
looking to impersonate a legitimate party.
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• Node Capture: The adversary is constrained to compromise a few number devices or fog nodes
physically to read out part of the data yet observing that internal structure of the PUF still remain
unclonable.

• Session Key Reveal: The adversary can reveal temporary session keys or states for established
sessions.

• Collusion: As a result of Coordination of compromised nodes, the attacking agent can perform
an coordinated replay, impersonation, or desynchronization attack.

• Cross-Domain Utilization: This is the ability of a malicious insider to use authentication tokens
or log-in information from one domain in gaining improper access to another.

The adversary A, although powerful, has to respect several core constraints. In practice A can
neither clone nor predict the output of any PUFi(·), since PUF responses are generated from physical
properties that are inherent to a chip and not replicable. In addition, A cannot violate the pre-image
or collision resistance of the cryptographic hash function h(·).

The enemy can also not pollute the blockchain, since each block may be verified by decentralized
consensus and stored immutably. Moreover, A is not able to control time-stamps or nonces that are
used to achieve message freshness and have an effective countermeasure against replay attacks.

3.6. Security Goals

The primary security goals of CDIA-Fog design are:

1. Mutual identity authentication: Make sure the legitimacy of one counterpart by another sides
before data communication can be established.

2. Cross-Domain Interoperable: Devices can move between federated domains and authenticate
and maintain a secure session transparently.

3. Anonymity and Unlinkability:Preserve the privacy of devices’ real identity in authentication
providing no correlation across sessions or domains.

4. Secrecy of the session Key: Ensure that a session key is kept secret to all honest parties and
prevent any corruption of it.

5. Forward/Backward Secrecy: Despite the compromise of a session key, past/future keys shall not
be revealed.

6. Security Properties: Resistance to replay, impersonation, man-in-the-middle (MITM), collusion
and desynchronization attacks.

7. Auditble and trackable: Provide evidence of authentication events through inalterable logs,
stored on the ledger.

The specified system and threat models constitute the basis of our proposed CDIA-Fog protocol,
which guarantees interoperability and strong security assurances in a realistic adversarial setting across
heterogeneous IoT and fog domains.

4. Proposed CDIA-Fog Framework

The operational flow of the proposed CDIA-Fog framework follows four consecutive phases
that collectively achieve secure, energy-aware, and interoperable authentication for heterogeneous
5G-enabled IoT and fog domains, as shown in Fig. 2. These phases constitute the full cycle of device
operation by covering from registration to reauthentication. As a result, trust propagation among
domains is achieved enablers with confidentiality and performance continuity. The definition of each
phase is formally presented in:

The notations are summarized in Table 1, which will be employed throughout the CDIA-Fog
framework. It covers the main symbols associated with an IoT device, PUF-based identity elements,
federated domain gateways, blockchain records, cryptographic primitives and session keys, customiz-
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able security parameters. The notations are uniform through the presentation of the protocol, security
and performance analysis.

Fig. 2. Architecture of the proposed CDIA-Fog framework illustrating the multi-layer

4.1. Phase I – Registration and Enrollment Phase

In this phase, each IoT device Di is securely initialized within its home administrative domain
before it is permitted to participate in any intra-domain or cross-domain communication. The objective
of this phase is to: (i) bind the physical identity of the device to a cryptographic identity using a Physical
Unclonable Function (PUF), (ii) generate long-term but non-replayable authentication material, and
(iii) publish verifiable trust evidence to the Blockchain Trust Ledger (BTL) without revealing any raw
secrets. The process is executed over a secure, controlled channel (e.g., at manufacturing time or
controlled onboarding at the Federated Domain Gateway (FDG)) and proceeds as follows.
• PUF Challenge and Response Generation: The FDG issues a random challenge Ci to device Di.

The device evaluates its embedded PUF and returns the corresponding response: Ri = PUFi(Ci),
where Ri is unique to the physical characteristics of Di and is assumed to be unclonable and
infeasible to predict for any adversary. The pair (Ci, Ri) forms a device-specific challenge–
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response pair (CRP).
• Fuzzy Extractor Based Key Extraction: As raw PUF out puts are noisy and can differ slightly

from one measurement to another, Di extracts a stable cryptographic key using a fuzzy extractor.
Let (Ki,Wi) = FE.Extract(Ri) for which Ki is a reproducible device secret key and Wi

is helper data. In later reconstructions, the device may have to re-generate Ki by calculating
Ki = FE.Reproduce(R′

i,Wi), where R′
i is a new but noisy PUF response with the same

challenge Ci. Ki is never sent in the clear and not permanently kept in memory on FDG or
blockchain.

Table 1. Notations used in the CDIA-Fog framework

Notation Description

Di ith IoT device participating in authentication
PUFi(·), Ci, Ri PUF of device Di and its challenge–response pair generated during enrollment
Wi, Ki Helper data and secret key derived from PUF response via fuzzy extractor
IDi,
hash ref(IDi)

Domain-bound device identity and its blockchain-registered hashed reference

DA, τA Domain Authority and its digital signature for device registration verification
FDG Federated Domain Gateway for intra- and cross-domain authentication management
BTL, Ri, Li, Ui Blockchain Trust Ledger and records for registration, authentication, and updates
Ni, Nf , NB Random nonces generated by device and source/destination FDGs for freshness
Ti, TA, TB , Tr , Tc Timestamps used in registration, authentication, and re-authentication phases
SKD , SKCD ,
SK′

CD

Intra-domain, cross-domain, and updated session keys

TCD , HB Temporary cross-domain token and hash commitment for session derivation
KAB Shared symmetric key between federated domain authorities
SRLi, α, β, γ,
θ1, θ2

Security Risk Level, weighting factors, and decision thresholds

ESLi, δ1, δ2 Energy Stress Level of device and adaptive decision thresholds
h(·) One-way cryptographic hash function
EncKAB (·) Symmetric encryption using inter-domain shared key KAB

FE.Extract(·),
FE.Reproduce(·)

Fuzzy extractor functions for key derivation and reconstruction

SignDA(·) Digital signature generated by the Domain Authority

• Domain Credential Derivation: The device autonomously derives a domain-bound identity
token IDi to be used for the subsequent authenticated protocols within this domain:IDi =
h(Ki ∥DA ∥T0), where h(·) is a secure cryptographic hash function,DA denotes the identifier of
the domain authority, and T0 stands for the timestamp at whichthe enrollment was performed (or
another epoch value). This scheme has the property that IDi is (i) linked to a particular device
and its home domain, and (ii) unlinkable from the domain if one does not have knowledge of Ki.

• Register Securely with FDG: Device D i shares the tuple <C i, W i, ID i > with the FDG over a
secure onboarding channel. You should note that with Ri,Ki are not revealed. The FDG saves
the {Ci,Wi, IDi} into its secure local storage for Di. This allows the FDG to later confirm that
Di is indeed correct by re-issuing Ci, and checking whether the reconstructed values derived
from Ki are consistent, while never learning Ki itself.

• Blockchain Trust Record Publication: To support future cross-domain interoperability, the FDG
generates a signed registration assertion for Di:

τi = SignDA

(
h(IDi ∥Ci ∥Wi)

)
, (3)

Where SignDA(·) denotes the domain authority’s digital signature. The FDG (on behalf of the domain)
then commits a registration record to the Blockchain Trust Ledger (BTL):

Ri =
(
DA, hash ref(IDi), τi

)
, (4)
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Where hash ref(IDi) is a hashed reference to IDi rather than the raw value, preserving anonymity.
This on-chain record enables other domains to verify that Di is a legitimately enrolled device under
DA, without exposing Ki, Ri, or linkable identifiers.

When the successful registration procedure has been completed, the local security state of the
system is initialized as follows. Device Di securely keeps and maintains the tuple Ci,Wi, IDi in a safe
tamper proof manner and permanently obliterates the raw PUF response Ri after successful derivation
of secret key Ki, to ensure no hardware-specific information leaks out. At the same time, FGW saves
above information in its trusted domain local database {Ci,Wi, IDi, τi} for future authentication tasks.
Moreover, the BTL retains a registered record Ri which constitutes an authoritative and tamper-proof
evidence of device registration, and it can thus ensure secure cross-domain authentication for future
encounters.

4.1.1. Phase II – Intra-Domain Authentication Phase

Once device Di completes its registration the terminal can fully participate in communications
within its home domain. The aim of this stage is to achieve mutual authentication between the IoT
device and its corresponding FDG, and to establish a confidential integrity-protected channel, as well
as a shared session key. It is based on lightweight cryptographic schemes, e.g. hash and symmetric
key functions, to reduces the computation and communication cost. The process proceeds as follows.
• Authentication Request Initialization: When Di wishes to communicate it will initiate an au-

thentication request by creating a random nonce, Ni, and the current timestamp, Ti. Then, a
temporary authentication token is calculated by the device: Authi = h(Ki ∥ IDi ∥Ni ∥Ti).
Then the authentication request message is constructed as: M1 = {IDi, Ni, Ti, Authi} and sent
to FDG in secure channel.

• FDG Validation and Confirmation: Upon reception ofM1, the FDG retrieves its stored enrollment
{Ci,Wi, IDi} for that device. It replays the PUF response and regenerates the key:K ′

i =
FE.Reproduce(PUFi(Ci),Wi).

• The FDG verifies the authenticity of the device by checking: Authi
?
= h(K ′

i ∥ IDi ∥Ni ∥Ti). If
the verification holds true, the FDG considers Di legitimate. It then generates its own random
nonce Nf and computes a gateway authentication token: Authf = h(K ′

i ∥Nf ∥Ni ∥Ti). The
FDG transmits its response message: M2 = {Nf , Authf} to the device Di.

• Mutual Authentication Confirmation: Upon reception of M2, the device validates the FDG’s
authenticity by verifying:

Authf
?
= h(Ki ∥Nf ∥Ni ∥Ti). (5)

If the equality holds, both parties mutually authenticate each other, confirming that neither M1

nor M2 were altered or replayed during transmission.
• Session Key Derivation: Upon mutual authentication, each party derivesthe shared session key

that will be employed for secure communications: SKD = h(Ki ∥Ni ∥Nf ∥Ti). And the session
key SKD used in each authentication process is domain-unique for keeping reciprocal confiden-
tiality and integrity of future intra-domain communication. The key is rotated periodically, or in
the presence of a high-security-risk context.

• Authentication Finalization: In order to finalize the authentification,Di sends a short confirmation
message: M3 = h(SKD ∥Ni ∥Nf ), to the FDG. On receiving M3, the FDG checks validity by
re-computing the hash with the cuttag key SKD. In the case of success a match means that both
parties have synchronized on the same session key, and this result is equivalent to completing
mutual authentication.
After this phase, Di and FDG are mutual possession of a fresh session key SKD, from which they

can derive to securely communicate data within the domain. This key can subsequently be employed
to perform cross-domain verification in the second phase.
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4.1.2. Phase III – Cross-Domain Authentication and Key Translation Phase

When an authorized device, say Di, roams out of its home-domain DA and enters into other
administrative domain DB; it should be able to securely cross-over the domain boundary without
initiating a re-authentication process from start. This stage is realized among the AKT, FDGs of two
domains and BTL. The main objectives of this phase are threefold: (i) to ensure the validity of Di in
the target domain, (ii) confidential translation of session key from DA to DB , and (iii) availability of
both session continuity and forward secrecy across domains.
• Migration Trigger and Token Generation: Before Di departs from DA, it notifies its home FDGA

of the intended migration by sending a migration request message:

M4 = {IDi,DB, Ni, h(SKD ∥ IDi ∥DB)}, (6)

WhereNi is a new random nonce generated by the device and SKD is the last established intra-domain
session key from Phase II. FDGA verifies the integrity of the request using SKD and generates a
temporary interoperability token:

TCD = EncKAB

(
IDi, h(SKD ∥Ni), τA, TA

)
, (7)

Where KAB is a symmetric key shared between the domain authorities of DA and DB , τA is the
signature of the source domain authority DAA, and TA is the generation timestamp. The token TCD

is forwarded to the target domain FDGB through the blockchain network.

• Blockchain-Based Token Verification: Upon receiving TCD, FDGB extracts the relevant regis-
tration record Ri from the Blockchain Trust Ledger (BTL):

Ri =
(
DAA,hash ref(IDi), τA

)
, (8)

And validates τA using the public key of DAA. If the verification succeeds, FDGB confirms that
the device Di is a legitimate entity from a trusted external domain. FDGB then generates its own
random nonce NB and computes a hash commitment:

HB = h(IDi ∥Ni ∥NB ∥DA ∥DB), (9)

Which will be used in the key translation process.
• Adaptive Key Translation and Session Continuity: To maintain session continuity across domains,

FDGB derives a new cross-domain session key SKCD using the Adaptive Key Translator (AKT):

SKCD = h(SKD ∥Ni ∥NB ∥HB), (10)

Where SKD is the previous intra-domain key, and (Ni, NB) ensure randomness and forward secrecy.
The old key SKD is immediately discarded to prevent backward key exposure. The AKT module
ensures that SKCD remains domain-specific and cannot be used in reverse for any prior sessions.
• Mutual Confirmation Between FDGA and FDGB: FDGB sends a key translation confirmation

message to FDGA:
M5 = {IDi, NB, h(SKCD ∥ IDi ∥NB)}, (11)

Which allows FDGA to verify that DB has successfully received and derived the correct session
key. Upon verification, FDGA deletes all temporary credentials and migration tokens associated with
Di, ensuring that no stale keys remain in DA.
• Device–Target Domain Authentication: After FDGB completes verification, it sends a challenge

message to Di: M6 = {NB, h(SKCD ∥NB)}. The device computes h(SKCD ∥NB) using its
local context and compares it with the received value. A successful match authenticates FDGB as
the legitimate target gateway. The device then replies with: M7 = h(SKCD ∥ IDi ∥NB ∥Ni),
confirming its authenticity to FDGB and finalizing the cross-domain mutual authentication.
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• Blockchain Update and Session Activation: Finally, FDGB records the successful migration event
in the Blockchain Trust Ledger:

Li =
(
DAB, hash ref(IDi), h(TCD ∥NB ∥TB)

)
, (12)

Where TB denotes the timestamp of the event. This entry serves as an auditable proof of cross-domain
authentication and supports accountability across federated domains.

At the end of this phase, Di successfully transitions to the new domainDB , securely establishing a
fresh cross-domain session key SKCD that enables continuous, authenticated communication without
re-running a full registration cycle.

4.1.3. Phase IV – Secure Session Maintenance and Re-Authentication Phase

For domainDB , device Di can continue to work in reality if there is a true x-domain policy
authentication and key translation. This phase seeks to maintain a long, energy-efficient and context-
aware interaction with (FDGB) in safe way. At this stage, we propose adaptive re-authentication
schemes that are based on two factors of security risk level (SRL) and energy stress level (ESL).
These criterias are periodically calculated by the system and tailored dynamically to guarantee that the
level of feedback authentication is strong enough for a particular work environment thereby providing
enduring security with improved lifetime for devices.
• Continuous Session Monitoring : FDGB observes and tracks the communications, environmental

context and internal system state parameters of active sessions continuously. The device Di

will periodically send its remaining energy Ei and communication statistics to the FDG. This
realization leads FDGB to compute:

ESLi = 1− Ei

Emax
, (13)

Where Emax is the device’s initial battery capacity. The value of ESLi lies within the range [0, 1],
where values close to 1 indicate high energy stress. Simultaneously, the system calculates a Security
Risk Level (SRL) score according to environmental conditions and detected anomalies:

SRLi = α ·Rmob + β ·Ranomaly + γ ·Rtraffic, (14)

Where α, β, and γ are weighting factors associated with mobility risk (Rmob), anomaly detection
(Ranomaly), and traffic irregularities (Rtraffic), respectively.
• Mode Selection for Re-Authentication: Based on the computed SRLi and ESLi values, the

FDGB determines the most suitable re-authentication mode using a rule-based decision function:

M(SRLi, ESLi) =


Session Extension Mode, SRLi < θ1 andESLi < δ1,

Fast Re-Authentication Mode, θ1 ≤ SRLi < θ2,

Full Re-Authentication Mode, SRLi ≥ θ2 orESLi ≥ δ2,

(15)

Where (θ1, θ2) and (δ1, δ2) are threshold parameters predefined by the domain authority. This adaptive
logic enables CDIA-Fog to dynamically switch between lightweight and comprehensive authentication
depending on the risk–energy trade-off.
• Session Extension Mode (Low SRL and Low ESL): In a stable, low-risk context, the FDGB and

Di extend the session without exchanging new authentication messages. The session key SKCD

is locally updated using a lightweight hash function:

SK ′
CD = h(SKCD ∥Tr), (16)

Where Tr is the current rekeying timestamp. This process preserves confidentiality while consuming
minimal computational energy, maintaining continuous secure communication for low-risk scenarios.
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• Fast Re-Authentication Mode (Moderate SRL or Moderate ESL): When moderate risk or medium
energy depletion is detected, the FDGB triggers a fast re-authentication exchange to verify session
freshness. The device generates a random nonce N ′

i and computes:

Auth′i = h(SKCD ∥N ′
i ∥ IDi), (17)

and sends the message:

M8 = {IDi, N
′
i , Auth

′
i}. (18)

Upon receipt, FDGB verifies Auth′i, generates a new nonce N ′
B , and derives an updated key:

SKnew = h(SKCD ∥N ′
i ∥N ′

B), (19)

then replies with:

M9 = {N ′
B, h(SKnew ∥ IDi)}. (20)

Both entities replace SKCD with SKnew, ensuring freshness and continued confidentiality.
• High SRL or High ESL (Full Re-Authentication Mode): In this mode, when high-risk is detected

(e.g., anomaly behavior, suspected attack), or there is a spike in energy consumption indicating
a change in user identity, the system goes through the entire re-authentication procedure. The
loop iterates over the main steps of Phase II, i.e., PUF-based verification and blockchain token
validation, in order to regain trust under new credentials. It generates a new session key SK∗

CD

as below:

SK∗
CD = h(Ki ∥Ni ∥NB ∥Tc), (21)

Where Tc represents the full re-authentication timestamp. Once the new session is confirmed, all prior
keys are securely deleted from both Di and FDGB .
• Logging and Blockchain Record Update: After each re-authentication event, the FDGB generates

a record entry and submits it to the Blockchain Trust Ledger:

Ui =
(
DAB,hash ref(IDi), h(SKnew ∥SRLi ∥ESLi ∥Tc)

)
, (22)

Where Ui serves as an immutable, auditable proof of session maintenance. The record aids in later
verification, accountability, and forensics in case of abnormal events.

At the conclusion of this phase, Di sustains continuous, secure, and adaptive communication with
FDGB , ensuring robust protection and efficient energy utilization throughout its operational lifecycle
across the fog network.

4.2. Trust Aging and On–Off Attack Resistance

To avoid sleeper-node attacks and the On–Off behavior in a long horizon, this framework accounts
for a time-decay and variance-aware trust update mechanism under SRL evaluations (see Fig. 3).
Instead of keeping a constant trust after some long period of behaving well, the trust will quickly
adapt to more recent happenings and colloquial level of silence time over time. Define the current
trust score of node i at timestep t as Ti(t). As we have established trust update rule now defined as:

Ti(t+ 1) = λ · Ti(t) + (1− λ) ·Bi(t)− ρ · Ii(t) (23)

Where:
• λ ∈ (0, 1) is the trust memory factor controlling historical influence,
• Bi(t) is the normalized recent behavior score derived from authentication correctness and protocol

compliance,
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• Ii(t) is the measured inactivity duration factor,
• ρ is the inactivity decay coefficient.

With this formulation, trust decreases over time while a node is in an inactive state and can reduce
sleeper attacks where an adversary builds up trust and later exploit it after lying idle for a period of
time.

Fig. 3. Trust aging and On–Off attack resistance mechanism

In order to further prevent On–Off attacks, in which a malicious node switches from benign to
malicious behavior to keep the trust level acceptable, a variance based stability check is added. The
short-window trust variance is defined as:

σ2
i = Var

(
Ti(t− k), . . . , Ti(t)

)
(24)

If the trust variance exceeds a predefined threshold θvar, the node is classified as unstable:

σ2
i > θvar ⇒ High-Risk Flag (25)

Even when average trust score greater than High-Risk Flagged nodes which naturally go to Full
Re-Authentication Mode. This prevents abusers from exploiting a good/bad pattern on the adaptive
auth measures. And because it is based on time-decay trust aging plus variance-triggered escalation,
which only receives high-energy attacks with limited computational overhead, the framework may
also resist not just sleeper-node attacks but On–Off attack models as well.

5. Security Analysis

In this section, we present the security analysis of the proposed CDIA-Fog-based authentication
framework which includes a formal and an informal security analysis. The formal analysis is performed
in the Random Oracle Model (ROM) and the informal analysis shows that CDIA-Fog is resilient against
common attacks of IoT–fog systems. This part ends with a comparative assessment of the security
properties of related schemes.

5.1. Formal Security Proof under the Random Oracle Model

We securely analyze the proposed protocol in Random Oracle Model (ROM) that assumes hash
functions are random oracles, to verify the correctness and security guarantees of our new protocol.
This proof is centred around two core attributes: session key secrecy, and mutual authentication.
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Game Definition

Let A be a probabilistic polynomial-time adversary that interacts with protocol participants Di

and FDG under the following game-based model:
• Execute(Di, FDG): allows A to observe an honest protocol execution between Di and FDG.
• Send(P,M): sends an arbitrary message M to participant P and obtains the corresponding

response.
• Reveal(P ): returns the session key of participant P if already established.
• Corrupt(Di): gives A access to all stored parameters of Di except the PUF structure and raw key

Ki.
• Test(P ): outputs either the real session key SK or a random value of equal length, with A

attempting to distinguish them.
The adversary’s advantage is defined as:

AdvA =
∣∣2× Pr[b′ = b]− 1

∣∣, (26)

Where b is the random bit chosen by the challenger and b′ is the adversary’s guess. A protocol is said
to achieve semantic security of session key secrecy if AdvA is negligible.
Security Proof Sketch We construct a sequence of games to prove that the adversary’s advantage
remains negligible.
Game G0: The real execution of CDIA-Fog where all entities operate honestly. The adversary’s
success probability is Pr0.
Game G1: The challenger simulates hash queries as random oracles. Since h(·) is modeled as a
random oracle, the probability of finding two identical hash outputs for different inputs is negligible,
i.e., Pr1−Pr0 ≤ qh/2

ℓ, where qh is the number of hash queries and ℓ is the hash length.
Game G2: The adversary attempts to impersonate a legitimate device by forging authentication
tokens. To succeed, A must generate a valid Authi = h(Ki ∥ IDi ∥Ni ∥Ti) without knowledge of
Ki. Since Ki is derived from the PUF output, the probability of successful forgery is bounded by
ϵPUF , where ϵPUF is the collision probability of two distinct PUF responses.
Game G3: The adversary performs a key compromise attempt viaReveal queries. Even with exposure
of SKD or SKCD, the next session key is computed as a fresh hash over nonces and timestamps,
ensuring forward secrecy. Hence, Pr3−Pr2 ≤ 1/2ℓ.
Game G4: The adversary attempts to distinguish the real key from a random string in the Test query.
Because of the pseudo-random nature of h(·), the advantage is negligible: AdvA ≤ qs/2

ℓ, where qs
is the number of Send queries.
Conclusion: The overall advantage of A across all games is negligible:

AdvA ≤ qh + qs + 1

2ℓ
+ ϵPUF , (27)

Proving that CDIA-Fog achieves session key indistinguishability and is secure under the Random
Oracle Model.

5.2. Informal Security Analysis

The informal analysis demonstrates how CDIA-Fog withstands a wide range of attacks commonly
observed in multi-domain IoT–fog environments.
• Mutual verification: Every authentication message is linked with device-specific PUF derived

keys and fresh nonces so that both Di and the FDG mutually validate each other. If the given Ki

is not owned by an unauthorized device, they are unable to produce a valid Authi or a Authf .
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• Resistance to Replay Attack: All protocol messages contain time-stamps partially bound with
unique nonce (Ni, Nf , NB). Replayed messages will never pass the freshness check because
timestamps and nonces are pasted together.

• Impersonation Attack Immunity: PUF based keys are derived from hardware and cannot be easily
extracted or cloned. An adversary is therefore unable to spoof a genuine device or FDG unless
the precise hardware response generated by the PUF is known.

• Resistance to Man-in-the-Middle (MITM) Attack: The Authorization Tokens are securely bound
with nonces and domain identifiers. The message has not been modified during transmission, a
condition that results in authentication failure.

• Forward secrecy/backward secrecy: Session keys (SKD, SKCD, SK ′
CD) are generated by

random nonces and timestamps. Revelation of a session key does not affect past or future
sessions because the extracted value is only as significant as the a priori probability used for Key
Derivation and, as such, it provides no assistance in breaking an earlier or subsequent session.

• Inter-Domain Forgery Resistance: The block chain verification process will result in that the
interoperability token (TCD) is legitimate if it is signed and included in the record by trusted
domain authorities. Due to the hash commitment and timestamp binding, it is not possible to
replay/re-use tokens across domains.

• Node Capture and Insider Attacks Resistance: The captured node provides only the public
knowledge (Ci,Wi, IDi) and does not disclose the internal PUF structure. Insider adversaries
are unable to regenerate Ki or calculate legitimate session keys without the real PUF response.

• Anonymity and Unlinkability: Each device uses one-time interoperability tokens and temporary
identities. On-the-blockchain the references are stored only in hashed form, hash ref(IDi), so
they can not be exploited by external adversaries to link cross-domain devices.

• Blockchain Trust Ledger: All the participants registering, authenticating and re-authenticating
are recorded immutably in our Blockchain ledger, responsible for maintaining accountability of
all authentication events upon successful validation.

5.3. Automated Symbolic Verification Considerations

Beyond the formal security proof in the Random Oracle Model (ROM), it was also considered
there to verify that protocol message exchanges were secure under a symbolic adversary setting
relating to Dolev–Yao, where an attacker can eavesdrop, modify, inject and re-play messages on
insecure channels. This organized message-flow verification assures that all authentication tokens and
session keys in CDIA-Fog are tied to fresh nonces, timestamps, and device-specific secrets so as to
achieve resistance against replay (or man-in-the-middle) attack at the level of protocol logic.

Model checking both secrecy and authentication properties was chosen to be performed using
an automated protocol verification tool, e.g. AVISPA or Scyther. The full protocol is not directly
encodable without abstraction, because the model includes both PUF behavior and blockchain-aided
trust records features that are not already supported by standard symbolic verification libraries. The
primitive core-authentication and key-establishment subprotocol (ignoring PUF hardware internals
and blockchain storage semantics) is however amenable to symbolic analysis.

So ROM-based formal security proof is adopted as the main validation modality of this work and
automatic verification based on AVISPA/Scyther to an abstracted protocol model as future work. We
present a planned extension that will add a complementary machine-checked validation for secrecy
and authentication goals with symbolic attack assumptions.

5.4. Comparative Security Evaluation

Table 2 presents a comparative analysis of CDIA-Fog against existing authentication schemes, in-
cluding PCAP [25], TCALAS [26], and UAP [50], considering standard cryptographic and operational
security attributes. As stated in Table 2, CDIA-Fog compares favourably with the existing protocols
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since it combines hardware-rooted PUF security, decentralized blockchain auditability, and cross-
domain interoperability. The incorporation of adaptive re-authentication provides energy-efficient
means and yet strong resistance against replay, impersonation as well as MITM attack. As a result,
CDIA-Fog has provided a balanced and provably secure design that can fulfill the rigorous demands
of future IoT and fog computing environments.

Table 2. Comparison of security properties with existing authentication schemes

Security Property PCAP TCALAS UAP CDIA-Fog

Mutual Authentication ✓ ✓ ✓ ✓
Replay Attack Resistance ✓ ✓ ✓ ✓
Impersonation Resistance ✓ ✓ ✓ ✓
MITM Attack Resistance ✓ ✓ ✓ ✓
Forward / Backward Secrecy ✓ ✓ ✓ ✓
Anonymity and Unlinkability × ✓ ✓ ✓
Cross-Domain Interoperability × × × ✓
Blockchain Auditability × × × ✓
PUF-Based Hardware Security ✓ × ✓ ✓
Energy-Aware Adaptation × × × ✓
Formal Proof under ROM × × × ✓

6. Performance Evaluation

This section evaluates the performance of the proposed CDIA-Fog protocol in terms of compu-
tational, communication, and energy overheads, comparing it with existing lightweight authentication
schemes including PCAP [25], TCALAS [26], and UAP [50]. The analytical results are further
supported by simulation-based validation in a 5G–IoT environment.

6.1. Evaluation Environment and Assumptions

The performance evaluation of CDIA-Fog was conducted under a representative IoT–fog de-
ployment setup summarized in Table 3. IoT devices were modeled using a Raspberry Pi 4 platform,
while fog gateways were implemented on an Intel i5-class system. All cryptographic primitives
were implemented using OpenSSL with SHA-256 as the hash function. The average execution
times of primitive operations were measured and used as normalized benchmarks: hash operation
(Th = 0.0082 ms), symmetric encryption/decryption (Tx = 0.021 ms), and PUF challenge–response
evaluation (Tp = 0.013 ms). These primitive timings were consistently applied across all compared
schemes to ensure fair comparison. Energy consumption per cryptographic operation is estimated
using:

E = V × I × t, (28)

Where V = 5 V is the supply voltage, I = 0.12 A is the average current draw, and t is the measured
execution time.

6.2. Computational Cost Analysis

The total computational cost of each authentication scheme is computed as the sum of all
cryptographic operations executed during one full authentication session between an IoT device and
a fog gateway:

Tcomp = nh × Th + nx × Tx + np × Tp, (29)

Where nh, nx, and np represent the number of hash, symmetric, and PUF operations, respectively.
For CDIA-Fog:

TCDIA−Fog
comp = (6× Th) + (2× Tx) + (1× Tp) = 0.0928 ms. (30)
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Table 3. Evaluation environment and primitive timing assumptions

Component Specification / Value
IoT Device Platform Raspberry Pi 4, 1.5 GHz ARM Cortex-A72, 4 GB RAM
Fog Gateway Platform Intel i5-class CPU, 1.8 GHz, 8 GB RAM
Crypto Library OpenSSL
Hash Function SHA-256
Hash Time (Th) 0.0082 ms
Symmetric Crypto Time (Tx) 0.021 ms
PUF Evaluation Time (Tp) 0.013 ms
Supply Voltage (V ) 5 V
Average Current (I) 0.12 A

For comparison, TPCAP
comp = 0.0420 ms, T TCALAS

comp = 1.5104 ms, TUAP
comp = 0.0826 ms. Although

CDIA-Fog performs additional operations due to blockchain validation and adaptive key translation,
the increase in computation is negligible relative to its added security and interoperability features.

6.3. Computational Cost Analysis and Comparison

This is the overhead in computational terms, which represents the summation of time taken
to complete all cryptographic operations for a full-fledged authentication exchange between an IoT
device (Di) and its FDG served. Since our IoT devices of interest are 5G capable, we design
the Communication Efficient Public Key Cryptography protocol to be resource friendly; CDIA-Fog
employs light primitives hashing, symmetric encryption and PUF evaluations. Different from the
common construction which is built on bilinear pairing and modular exponentiation, CDIA-Fog is
with lower computational cost and stronger security.
• Analytical Model: We have Th execution time of one hash, Tx executing time of an encryp-

tion/decryption, and Tp execution time of a (the single) PUF challenge–response evaluation. If
nh,nx andnp are the number of hash, symmetric operation and PUF function in one authentication
session then the total computational delay is represented as:

Tcomp = nh × Th + nx × Tx + np × Tp. (31)

• Parameter Assumptions: All simulations are carried out using the OpenSSL cryptographic library
on IoT and fog node hardware specimen. On the IoT device (Raspberry Pi 4) and fog node (Intel
i5 processor), we execute with mean execution times: Th = 0.0082ms, Tx = 0.0210ms, and
TP = 0.0130 ms. These results are in line and essentially the same as other known performance
tables for light-weight cryptographic primitives.

• Computation for CDIA-Fog: In CDIA-Fog, each authentication session involves: nh = 6, nx =
2, np = 1.

TCDIA-Fog
comp = (6× 0.0082) + (2× 0.0210) + (1× 0.0130)

= 0.0928 ms. (32)

This result confirms that CDIA-Fog introduces minimal delay, even while incorporating blockchain
verification and adaptive key translation.

• Comparative Computational Results: To comprehend efficiency, the number of computations
of CDIA-Fog is compared with other typical competitors in current state-of-the-art schemes:
PCAP [25], TCALAS [26] and UAP [50]. The cost of each protocol is determined by using the
same set of device parameters and primitive operation benchmarks. The results are reported in
Table 4.
It can be observed from Fig. 4 that TCALAS achieves the largest computational delay, as this

scheme utilizes the bilinear pairing in its implementation and therefore is less appropriate for IoT
devices. PCAP has the lowest complexity, but provides no support of operation and auditability.
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Table 4. Computational cost comparison of authentication schemes

Scheme Operations Considered Tcomp (ms) Relative Cost Complexity Level

PCAP [25] 3Th + 1Tx 0.0420 1.0× Low
TCALAS [26] Pairing & Hash Ops 1.5104 12.3× High
UAP [50] 5Th + 1Tx + 1Tp 0.0826 2.0× Medium
CDIA-Fog (Pro-
posed)

6Th + 2Tx + 1Tp 0.0928 2.2× Medium-Low

Better security than in PCAP is achieved by UAP with PUF-based authentication, however they
are still not cross-domain. CDIA-Fog adds only a small overhead to the computation (0.01 ms of that
of UAP) and brings substantial benefits in area like blockchain-based trust management or adaptive
energy-aware authentication. In brief, CDIA-Fog retains the lightweight computational overhead
while seriously improving the security and functionality. It’s processing time is 0.0928 ms which
still meets the real time authentication requirement for fog in 5G and viable to be implemented on
embedded IoT hardware.

Fig. 4. Computational cost comparison of authentication schemes

6.4. Communication Cost Analysis and Comparison

The communication cost is defined as the sum of data sent over an entire authentication session
between the IoT device and the FDG, including request, response and confirmation messages. In
5G-based IoT paradigms, which feature high node density with low bandwidth availability, small
message size is a prerequisite to achieve lower latency and energy consumption.
• Analytical Model: The total communication overhead Tcomm is determined by the cumulative

size of all parameters exchanged during one full authentication procedure:

Tcomm =
m∑
k=1

Lk, (33)
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Where Lk is the bit length of kth transmitted parameter, and m is the number of parameters per
session. For the sake of convenience, here we suppose that the bit length of terms are as follows:
Lid = 128bits, Ln = 128bits, Lt = 64bits, Lh = 256bits, Ls = 512 bits. Therefore, the total
communication complexity is proportional to the number of identifiers, timestamps, nonces and
cryptographic outputs in each message.
• Computation for CDIA-Fog: The proposed CDIA-Fog protocol involves three main message

exchanges during one authentication cycle:
1. Device → FDG: {IDi, Ni, Ti, Authi},
2. FDG → Device: {Nf , Authf},
3. Device → FDG (acknowledgment): {Confi}.

Accordingly, the total transmitted data can be expressed as:

TCDIA-Fog
comm = 3(Ln + Lt + Lh) + Ls = 1728 bits. (34)

This size includes authentication tokens, timestamps, and blockchain signature data. The blockchain
verification step adds negligible data since only hashed references (hash ref(IDi)) are broadcast to
the distributed ledger.
• Comparative Communication Overheads: For a fair comparison, the same message structure

assumptions are applied to baseline schemes PCAP [25], TCALAS [26], and UAP [50]. The
results are summarized in Table 5.

Table 5. Communication cost comparison of authentication schemes

Scheme Message Exchanges Tcomm (bits) Relative Size

PCAP [25] 2 messages 1568 1.00×
TCALAS [26] 3 messages 1680 1.07×
UAP [50] 3 messages 1840 1.17×
CDIA-Fog (Proposed) 3 messages 1728 1.10×

From Fig. 5, CDIA-Fog achieves a moderate communication overhead of 1728 bits per session.
The transmission size of CDIA-Fog is slightly larger than PCAP and TCALAS but considerably smaller
than UAP and brings substantial functional improvements, including cross-domain compatibility and
blockchain auditability. It is possible due to: using lightweight short-lived tokens instead of heavy
digital certificates; compressing hashed references for PUF-based identity data; and maximizing the
recognized message and acknowledgment combinations. In general, CDIA-Fog allows lightweight
communication that is convenient for 5G-enabled IoT deployment due to its low scalability, latency
and high dependability. Its average transmission size balances the costs of communication and offers
additional advanced cross-domain features.

6.5. Energy Cost Analysis and Comparison

Energy consumption is a critical metric for resource-constrained IoT devices operating in fog-
assisted 5G environments. In the proposed CDIA-Fog framework, energy overhead arises primarily
from cryptographic processing during authentication and re-authentication. This subsection quantifies
the energy cost per authentication session and discusses how CDIA-Fog reduces long-term energy
drain through adaptive re-authentication.
• Energy Model: The instantaneous energy consumed by a device executing a cryptographic

operation is modeled as: E = V × I × t, where V is the operating voltage (in volts), I is the
average current draw (in amperes), and t is the execution time (in seconds). For a complete
authentication session, the total energy cost is therefore:

Etotal = V × I × Tcomp, (35)
Where Tcomp is the total computational time. In our evaluation model, we assume: V = 5 V, I =
0.12 A, which is representative of a Raspberry Pi-class IoT node under moderate cryptographic load.
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Fig. 5. Communication cost comparison of authentication schemes

• Energy Cost per Session for CDIA-Fog: From the computational cost analysis, the total processing
delay for one full authentication in CDIA-Fog is: T

CDIA-Fog
comp = 0.0928 ms = 0.0928 × 10−3 s.

Substituting this into (35), we obtain:

E
CDIA-Fog
total = 5× 0.12× (0.0928× 10−3)

= 0.6× 0.0928× 10−3

= 55.68× 10−6 J
= 55.68 µJ. (36)

Consequently, a typical full authentication in CDIA-Fog consists of tens of microjoules that are
affordable and even tolerable for the battery-powered edge devices.

Relative Energy Can be Comparison: Assuming the same voltage/current model and Tcomp

measured for each scheme, the relative per-session energy cost is proportional to Tcomp : E ∝ Tcomp.
Accordingly:

EPCAP ∼ 0.0420 ms (≈ 1.0×), (37)
EUAP ∼ 0.0826 ms (≈ 2.0×), (38)

ECDIA-Fog ∼ 0.0928 ms (≈ 2.2×), (39)
ETCALAS ∼ 1.5104 ms (≈ 12.3×). (40)

Table 6 summarizes the estimated per-session energy cost, normalized to PCAP as the 1.0×
baseline. The absolute µJ values are estimated using the same voltage/current model; the relative
energy column is normalized to PCAP. Minor rounding differences are due to truncation.

Table 6. Per-Session energy cost comparison

Scheme Tcomp (ms) Energy / Session (µJ) Relative Energy

PCAP [25] 0.0420 ≈ 25.2 1.0×
TCALAS [26] 1.5104 ≈ 906.2 12.3×
UAP [50] 0.0826 ≈ 49.6 2.0×
CDIA-Fog (Proposed) 0.0928 55.7 2.2×
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• Adaptive Re-Authentication Advantage: While the full-session cost of CDIA-Fog (0.0928 ms /
55.7 µJ) is slightly higher than UAP for initial authentication, CDIA-Fog significantly reduces
long-term energy consumption via its adaptive, context-aware maintenance phase:
– The Session Extension Mode (low SRL, low ESL) refreshes the session key using a single

hash update instead of re-running a full mutual authentication.
– The Fast Re-Authentication Mode uses only hash and nonce checks, avoiding PUF re-

evaluation and avoiding blockchain interaction.
– Full re-authentication is invoked only when the Security Risk Level (SRL) or Energy Stress

Level (ESL) exceeds predefined thresholds.
Therefore, although the first authentication in CDIA-Fog costs slightly more than UAP, the

amortized cost over multiple re-authentication cycles is lower. In other words, CDIA-Fog trades
a small increase in initial computation for a reduced energy drain over time, especially in mobile
cross-domain scenarios where naive schemes would force full re-authentication on every handover.
• Interpretation: In summary, the comparative study suggests that TCALAS is not suitable for

IoT-category hardware because of its high computational costand dependence on bilinear pairing
operations. While PCAP has low computational overhead, it lacks key capabilities such as cross-
domain support, distributed ledger based auditability and adaptive re-authentication. According to
the results obtained, UAP achieves an acceptable per session energy cost but does not efficiently
manage re-authentication across multi-domains. However, CDIA-Fog delivers secure cross-
domain session persistence with just a moderate energy overhead for primal authentication, and
then achieves lower long-term energy consumption by employing SRL/ESL-aware adaptiver
e-authentication.
Overall, CDIA-Fog is energy-feasible for constrained devices and is specifically optimized for

long-lived, mobile, multi-domain deployments rather than single-domain static deployments.

6.6. Comparison with Lightweight ECC-Based Authentication Schemes

We also enhance our evaluation by comparing CDIA-Fog with existing state-of-the-art lightweight
Elliptic Curve Cryptography (ECC) based authentication schemes in recent IEEE IoT and fog security
literature. ECC based protocols are generally efficient with regard to the public key schemes, yet have
a larger computational overhead than hash dedicated constructions as in scalar multiplications.

According to benchmarks on Raspberry Pi-like IoT boards, one ECC scalar multiplication takes
about 0.30–0.60 ms depending on curve parameters and the used implementation libraries. The
majority of lightweight ECC authentication schemes need 2 to 4 scalar multiplications per session, as
well as hash computations, as shown in Table 7.

This comparison illustrates that despite being more efficient than traditional public-key algo-
rithms, ECC-based lightweight authentication methods incur significantly greater computational delay
due to the scalar multiplication operation. In contrast, CDIA-Fog is hash and symmetric primitive
based with only a single PUF evaluation, achieving authentication delay of sub-millisecond. While
PCAP provides relatively low computation raw cost, it lacks of features like cross-domain interwork-
ing, blockchain-based auditability and adaptive re-authentication. As a result, CDIA-Fog achieves a
good trade-off between low computational overhead and added security features. From the presented
experimental results, we show that our proposal not only can achieve much lower device-side delay
than ECC-based solutions but also offer stronger interoperability capability.

6.7. Limitations

While secure and efficient cross-domain authentication with adaptive energy-aware re-authentication
is illustrated through CDIA-Fog, some limitations need to be addressed.
• First, the assessment is conducted through analytical formulation and controlled benchmarking

rather than experience in large-scale deployment. Although it identified the type of hardware
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devices used in IoT–fog, assumed some network characteristics (e.g., wide area latency and packet
loss) as well as devices’ heterogenity due to different locations and types were not modelled
completely.

Table 7. Comparison with lightweight ecc-based authentication schemes

Scheme Type Core Crypto Device Cost (ms) Comm. Size (bits) Cross-Domain Sup-
port

Lightweight ECC
Auth (2023–24
refs)

ECC + Hash 0.80–2.40 2200–3200 Limited

UAP (PUF+ECC
Hybrid)

ECC + PUF ≈0.60–0.90 ≈2000 No

PCAP (Hash-
based)

Hash + XOR 0.042 1568 No

CDIA-Fog (Pro-
posed)

Hash + Sym + PUF 0.093 1728 Yes

• Second, the PUF-based design assumes that IoT devices have access to Physical Unclonable Func-
tion (PUF) support. In reality, not all commercial IoT hardware platforms provide standardized
PUF interfaces yet and hence may limit direct applicability without hardware support or secure
element inclusion.

• Third, the question of blockchain trust layer when assuming permissioned blockchain is introduced
with released throughput facts. Performance may very according to consensus configuration,
number of validators, and deployment topology. No complete prototype integration with a
production blockchain was performed in this paper.

• Symbolic protocol verification tools (e.g., AVISPA or Scyther) are not fully utilized due to the
complex modeling of PUF behavior and trust records from blockchain. The current validation is
based on Random Oracle Model proof and structured attack reasoning.

• Finally, scalability under very high cross-domain paging rates was analytically estimated however
not heavily simulated. Future work will involve the deployment of a prototype, an automated
formal verification tool and scalability evaluation based on real traffic patterns.

7. Conclusion and Future Work

This paper introduced a cross-domain-compatible authentication scheme for 5G-based IoT and
fog computing systems. The proposed CDIA-Fog architecture is able to facilitate secure device
migration across heterogeneous administrative fog domains by employing PUF-based device identity,
blockchain-supported trust records, adaptive key translation and risk–energy aware re-authentication.
In contrast to domain-constrained lightweight/low-overhead constructs as well as computation-heavy
ECC or blockchain-per-session schemes, the model targets a lightweight cryptographic processes with
an event-driven interaction with ledgers.

Rigorous analysis under the Random Oracle Model and structured attack scenarios show that
it resists replay, impersonation, and man-in-the-middle attacks while offering anonymity, forward
secrecy and cross-domain session unforgeability. The experimental results on the popular IoT and fog
devices indicate that our protocol can achieve sub-millisecond delay (0.0928 ms) in the authentication,
moderate overhead (1728 bits) of communication and low per-session energy consumption (55.7 µJ).
In comparison to ECC-based lightweight authentication baselines, the proposed scheme reduces
device-side operations offering more general interoperability and auditability properties.

If a fog gateway is compromised, the trust level can be recovered by revocation of domain authority
and blockchain supported record checking between domains to restrict the influence among different
domains. However, this work is limited to controlled benchmarking and analytically modeling, and
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large-scale deployment behavior still needs to be confirmed. In the future, we plan to develop automatic
symbolic verification for security protocols, deploy on larger scale prototype systems, integrate with
post-quantum primitives and perform tests of scalability in high-mobility multi-domain IoT scenarios.
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