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Abstract 
The Internet of Medical Things (IoMT) has continued to revolutionize the healthcare sector, resulting in reduced 
costs and improved quality of treatment. To facilitate real-time remote patient monitoring, biosensors frequently 
interact with medical systems over the public Internet. This connectivity, however, exposes the IoMT environment 
to a myriad of privacy and security threats. Although past research has proposed numerous security techniques to 
address these challenges, most of these solutions fail to provide an adequate balance between security and 
performance. In this paper, we propose a robust IoMT security scheme that leverages elliptic curve cryptography 
and one-way hashing operations to achieve low communication, energy, and computation overhead. Formal 
security analysis using a random oracle model demonstrates the robustness of the negotiated session keys. In 
addition, semantic security analysis confirms that our scheme mitigates various typical IoMT cyber threats, such 
as desynchronization, forgery, impersonation, and ephemeral secret leakage attacks. A comparative performance 
evaluation verifies that the proposed protocol incurs the lowest execution, energy, and communication costs. 
Specifically, it reduces computation and energy costs by 19.04%, increases supported functionalities by 69.23%, 
and lowers communication overheads by 8.7%. These efficiencies make our scheme ideal for deployment in IoMT 
devices with limited energy, processing and communication capabilities. 
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