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This book explores the integration of Artificial Intelligence (Al) across areas
such as IoT, big data, healthcare, business, economics and security, and
improving the quality of life (QoL) in smart cities today.

By looking in depth at the different application areas of Al, the reader
learns about the broad and impactful ways Al is transforming our world, its
profound influence in enhancing service efficiency, personalisation, acces-
sibility and fostering both scientific and social advancement. The editors
consider the importance of bridging theory and practice by offering a practi-
cal understanding of how key AI technologies can be applied in real-world
scenarios for QoL. By covering both foundational concepts and advanced
applications with case studies and practical examples, this approach ensures
the reader obtains a comprehensive understanding of the technologies and
their impact. An innovation mindset is emphasised with discussion about
the challenges, opportunities, future trends and potential research directions
to prepare readers for ongoing technological advancements. The book takes
an interdisciplinary approach by integrating knowledge from computer sci-
ence, engineering and social sciences, to offer a holistic view of technology’s
role in society.

This book serves as a valuable resource for both undergraduate and post-
graduate students in the study of Al applications in society. The book may
be used by researchers and communities to identify the different challenges
associated with key technologies for building new applications for improv-
ing the quality of life in smart cities.
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Resilience Thinking Artificial
Intelligence Integration Framework

Umar Ali Bukar and Radhwan Sneesl

Introduction

Society is rapidly moving towards an era of coexistence between humans
and artificial intelligence (AI). This technological advancement is revolu-
tionising various industries, including healthcare, education, finance and
transportation, by enhancing the accuracy and efficiency of numerous tasks.
However, alongside these benefits, Al also raises significant ethical concerns,
creating a complex ethical landscape across different sectors (Tippins et al.,
2021; Gaur & Sahoo, 2022; Li et al., 2022; Guleria et al., 2023; Dwivedi et al.,
2023; Salloum, 2024; Bukar et al., 2024b, 2024c, 2024d, 2024a). When used effi-
ciently and effectively, Al solutions have the potential to optimise quality of
life, foster innovation and reduce environmental pressures. The continuous
integration of Al into our daily lives has led to the development of solutions
designed to improve user convenience and satisfaction. Tools like ChatGPT
and Bard are examples of Al technologies that demonstrate the capability to
interact and respond like humans. Today, Al is recognised as a key driver
of the future, significantly influencing the development of smart cities and
intelligent living environments.

The term “artificial intelligence” is a buzzword that describes a complex
intelligent system that behaves or answers like a human, or that is associated
with both a property or quality to perform this certain capability (Samoili
et al., 2020; Gabriel, 2020; Legg & Hutter, 2007). An intelligent system refers
to an advanced computer system that can gather, analyse and respond to
data from its environment, and can learn from experience and adapt accord-
ingly. As a result of its capability, Al has become a strategic area of impor-
tance and is identified as a potential key driver of economic development, as
highlighted in the European strategy on Al (Samoili et al., 2020). Similarly,
Al has become a priority for national governments across various countries,
resulting in the formulation of dedicated Al strategies. However, discussing
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2 The Smart Life Revolution

Al necessitates considering various aspects, this chapter aims to provide an
overview of the global Al landscape, focusing particularly on the concept
of resilience in the face of rapid Al advancements and how resilience can be
used to counter the development of Al effectively.

Accordingly, the chapter introduces the concept of resilience as a criti-
cal framework for navigating the Al landscape and ensuring a sustainable
future. Resilience, in this context, refers to the ability of systems and societies
to absorb, adapt to and transform in response to the changes introduced by
Al technologies. This concept was motivated by existing work (Bukar et al.,
2024b) through the concept of Risk, Reward, Resilience (RRR) framework
(Robert, 2023). The RRR framework suggests that merely considering risk or
reward in isolation when creating or introducing policy is insufficient; poli-
cymakers must internalise both elements and understand how they interact
with and impact resilience over time. This understanding is crucial for deter-
mining the likelihood of survival and success in a sustainable society due to
Al advancements. While risk, reward and resilience are interconnected, this
chapter discusses resilience thinking as the central focus when considering
the societal impacts of AL

Background

The progression of Al brings with it a myriad of ethical concerns that extend
beyond what many could have imagined, prompting numerous stakehold-
ers to call for a reassessment of Al initiatives (Tippins et al., 2021; Gaur &
Sahoo, 2022; Li et al., 2022; Guleria et al., 2023; Dwivedi et al., 2023; Salloum,
2024; Bukar et al., 2024b, 2024c, 2024d, 2024a). Historically, technological
advancements have often sparked significant concerns. For instance, the
introduction of cars led to the development of seatbelts to curtail accidents
(Robertson, 1996; Cohen & Einav, 2003), electricity brought about rigorous
regulations to ensure safety (Huber, 1986; Alonzo, 2009), and the advent of
printers and social media raised issues regarding misinformation (Bertot et
al., 2012; Posetti & Matthews, 2018), leading to the creation of new norms,
laws and institutions to mitigate these risks. Drawing from past experiences
with technology, it becomes clear that to address the challenges posed by Al
tools, there is a need to establish norms, regulations, practices and institu-
tions designed to ensure society can withstand potential threats from Al a
concept referred to “resilience” in this chapter. Hence, “resilience” is not just
about surviving disruptions but also about thriving amidst them. It is about
building systems and societies that can adapt to new challenges and leverage
them as opportunities for growth and innovation. In the context of Al, resil-
ience involves the capacity to absorb the ethical and operational challenges
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posed by Al, adapt to these changes, and transform societal structures to
better integrate Al in a way that aligns with human values and goals. As
Al tools continue to evolve and impact various practices, resilience thinking
becomes essential. As a result, the proceeding discusses the Al architecture,
applications and integration, as well as the Resilience Thinking Artificial
Intelligence Integration Framework.

Al Architecture

The framework of Al Architecture is shown in Figure 1.1, devised from the
work of Dong et al. (2020) where Al acts as a critical component within vari-
ous domains of modern society, such as safety, healthcare, education, legisla-
tion, environment, and politics or government (see Al application areas in
Figure 1.2 and Al Integration in Figure 1.3). These interdisciplinary factors
can either constrain or promote the development of Al systems, reflecting
the interconnected nature of Al in societal progress. The core structure of
Al Architecture is composed of three layers surrounding the stakeholders:
infrastructure layer, technology layer and service layer. The outermost layer

Service

users, developers,
policymakers, and businesses

Technology Technology
Robotis, | SEiSiee Robors, |
1 other Al tools 1 other Al toolss

Sensors, processors, networks, storage,
people, etc

FIGURE 1.1
The AI Architecture, emphasising its foundational layers, stakeholder interactions, and how Al
services are structured to meet diverse needs within society.
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6 The Smart Life Revolution

provides the underlying infrastructure essential for Al systems, while the
innermost layer includes elements that directly interact with stakeholders.
The framework places stakeholders at the centre, signifying that while not
all Al system activities directly connect with them, they should be designed
with the stakeholders' interests as the focal point. The specific needs of the
stakeholders and the three layers of Al Architecture are further elaborated in
the following paragraphs.

Al Stakeholders

The planning, development, maintenance and deployment of Al systems
involve multiple stakeholders, including users, developers, policymakers,
businesses and society at large. Feedback from these stakeholders is vital for
the evolution of Al development. Given the diverse roles and contributions of
each stakeholder group, it is crucial to fully understand their perspectives to
maximise the value and potential of AL. The needs and contributions of each
type of stakeholder within Al systems can vary, and an inclusive approach
ensures that Al solutions are both robust and aligned with societal needs.

Infrastructure Layer

A strong and adaptable infrastructure is essential for Al development, as it
forms the foundation for the other layers. This infrastructure must include
both technological components (such as computing power, data storage
and communication networks) and human resources (engineers, data sci-
entists and system architects) who design, build and maintain Al systems.
The required infrastructure might involve cloud-based solutions, distributed
networks, high-performance computing clusters and data centres, ensuring
that Al systems can operate efficiently and at scale. New Al infrastructures
could be built from scratch for emerging applications, allowing developers
to integrate cutting-edge Al technologies from the beginning. Alternatively,
existing infrastructures can be retrofitted to support Al functionalities, lever-
aging the current systems while introducing upgrades that balance cost, per-
formance and scalability. This phased approach is crucial for organisations
transitioning from traditional systems to Al-enabled architectures, ensur-
ing that resources are allocated effectively to achieve the desired level of Al
capability.

Technology Layer

The technology layer is the intermediary between the infrastructure and the
direct applications of Al-facilitated services. Although it may not engage
stakeholders directly, it plays a critical role in enabling Al systems to func-
tion smoothly. This layer includes algorithms, models, and data processing



Resilience Thinking Al Integration Framework 7

technologies that form the backbone of Al systems. By leveraging this layer,
AT applications can transform traditional processes and overcome obstacles
such as limitations in speed, accuracy and scale. Accordingly, the implemen-
tation of Al technologies will vary based on specific applications and con-
texts, as different environments and industries have unique requirements.
For instance, Al systems deployed in healthcare may focus on predictive
diagnostics and personalised medicine, while those in transportation may
emphasise real-time navigation and autonomous systems. The effective
deployment of Al technology depends on optimising resources, ensuring
privacy and enhancing security while addressing budgetary and operational
constraints.

Service Layer

The service layer comprises the Al applications that directly interact with
stakeholders. In this context, Al systems should be designed to meet diverse
stakeholder needs while achieving their primary objective such as delivering
improved and more efficient services. The stakeholder-centred approach in
Al systems means that services must be tailored to the specific use cases and
preferences of individuals, businesses and organisations. Understanding
stakeholder requirements involves gathering data through surveys, user
feedback and real-world case studies, which inform the ongoing refinement
and development of Al services. Moreover, the primary aim of Al services
is to enhance the performance and outcomes across sectors. Whether it is
improving customer experiences in e-commerce, streamlining processes in
manufacturing, or optimising decision-making in government, Al services
should be evaluated based on their ability to contribute directly or indirectly
to achieving the desired outcomes. This requires careful assessment of the
risks, benefits and potential impacts of each Al service and addressing differ-
ent aspects of stakeholder needs.

Al Applications

The primary objective of any Al system is to enhance human life by deliver-
ing more efficient, personalised and intelligent services. Al is no longer just
a buzzword; it has become an integral part of our daily lives, influencing
diverse sectors such as transportation, healthcare, banking, retail, entertain-
ment and e-commerce. As highlighted by Min-Allah and Alrashed (2020),
various services and applications are now revolutionising intelligent and
smart solutions, offering unprecedented advancements in service delivery.
Significant projects, like enabling secure electronic transactions through
cashless payments and e-wallet systems using smart cards and devices, have
become defining features of modern living, powered by Al technologies.
These innovations streamline daily interactions and facilitate convenience on
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a broad scale. With the rapid pace of technological progress, even intelligent
solutions quickly become outdated. Many institutions are now incorporating
Al-based services, such as facial recognition systems, into their operations.
An example is live audio translation services, which enhance accessibility
in conferences, theatres and public spaces. Accordingly, data derived from
social interactions and networking platforms can be analysed for insights,
driving intelligent decision-making. The ultimate goal of any society is to
enhance the quality of life and well-being, making Al solutions essential for
optimising daily activities and improving public services.

Real-time data fed to Al-powered dashboards enables organisations to
make informed, data-driven decisions. Al technologies can also be inte-
grated with existing physical infrastructure to deliver enhanced services. For
example, Al-enabled surveillance cameras in buildings can predict structural
durability, helping determine when maintenance is required. Also, smart
occupancy tracking helps monitor building usage and improves safety dur-
ing emergencies by providing real-time data on the number of people in a
specific location. This can be crucial in disaster situations like fires, tsuna-
mis or earthquakes, allowing for efficient recovery planning, particularly if
vulnerable individuals or valuable resources are present. Similarly, Al atten-
dance systems in schools can use smart classroom cameras to automatically
mark students' presence, improving efficiency by saving time and streamlin-
ing resources for better use. For real-time decision-making, Al-driven sys-
tems can be employed across various sectors. For instance, in public spaces,
Al-based navigation tools can assist individuals in finding routes or services,
while personalised notifications can be sent to citizens about changes in local
events or infrastructure updates. Likewise, public safety can be enhanced
through Al-powered surveillance systems, such as smart cameras capable of
real-time threat detection and analysis. To ensure these applications maintain
user trust, the implementation of privacy-preserving Al technologies is cru-
cial. Blockchain-based approaches are gaining traction for safeguarding data
integrity and privacy, particularly in smart cities and other Al-integrated
communities. These methods provide transparent and secure ways to handle
sensitive information without compromising individual rights.

All the core application areas of Al are essential components of a well-
functioning Al-powered ecosystem. Insights gained through Al applications
can aid governments and organisations in strategic planning. For instance,
Al in transportation systems can issue alerts to commuters about service
schedules and provide statistical analysis of traffic flow, usage patterns and
peak times. Similarly, updates regarding changes in public services or events
can be delivered in real time through Al-powered platforms. In addition,
smart mobility is one of the leading features of Al-driven societies, generat-
ing vast amounts of data from ride-sharing services, public transport and
traffic management systems. This data can be harnessed for resource opti-
misation, smoother traffic flow and more effective public service delivery.
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Al can also support services such as utility payments, food deliveries and
medical services, streamlining everyday tasks. Moreover, Al-driven analyt-
ics can foster better social interactions in both physical and digital spaces. By
using facial recognition technologies, public behaviour data can be collected
and analysed to offer insights that improve community services, safety mea-
sures and engagement strategies. Figure 1.2 illustrates how Al supports
various areas within a broader societal context, enabling a more connected,
secure and efficient community.

Integration of Al

The integration of Al into society is revolutionising the way individuals,
businesses and governments operate, creating a more connected and data-
driven world. Al technologies are being embedded across diverse sectors,
transforming processes, enhancing efficiency and offering innovative solu-
tions to complex societal challenges. This profound shift makes Al more
deeply intertwined with everyday life, impacting decision-making, gover-
nance and human interactions, which brings both opportunities for growth
and the need for careful consideration of its ethical and societal implications.
Vinuesa et al. (2020) schematically illustrate the complex interplay between
Al and society, as depicted in Figure 1.3, which represents the key agents
and their roles in shaping the development of Al, highlighting the dynamic
relationships between individuals, technology, government and the environ-
ment. The use of thicker arrows in the diagram denotes areas of faster change
or more significant influence, emphasising the rate of transformation within
certain interactions.

Accordingly, technology, including Al systems and their developers, serves
as a primary driver of change, influencing how individuals work, commu-
nicate and interact with both each other and their environment. This influ-
ence extends to the government, where new technological advancements
prompt the need for updated regulations, piloting and testing frameworks
to ensure safe and ethical deployment. Additionally, technology developers
actively engage with governments through lobbying efforts and policy influ-
ence, influencing changes in regulatory initiatives. The interaction between
individuals and technology is bidirectional. On one hand, technical devel-
opments shape people's daily lives by introducing new tools and systems
that alter their behaviour and decision-making processes. On the other hand,
individuals create new demands and challenges that push the boundaries
of technological innovation, requiring developers to design solutions that
address these evolving needs.

Moreover, the government plays a crucial role by enacting legislation and
standards to regulate the responsible use of technology. This ensures that
Al and other technologies are developed and deployed in ways that benefit
society while minimising potential risks. As societal needs shift, individuals
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increasingly call upon governments to introduce new laws and policies that
reflect the evolving technological landscape and address emerging ethical
concerns related to Al Similarly, the environment is an integral component
of the Al-society interaction. It provides the natural resources necessary for
the development and operation of technology, from raw materials for manu-
facturing Al systems to the energy required for data processing and storage.
At the same time, technology has a direct impact on the environment, both
positively (e.g., through the development of Al solutions that mitigate cli-
mate change) and negatively (e.g., through the environmental costs of manu-
facturing and energy consumption).

Moreover, individuals and governments affect the environment through
their decisions, actions, and policies. Governments may implement environ-
mental regulations aimed at minimising the ecological impact of Al tech-
nologies, while individuals' consumption patterns and technological choices
shape demand for resources and influence environmental sustainability. In
particular, the environment, acting as the underlying foundation for all inter-
actions, also represents the planetary boundaries, which are the ecological
limits within which humanity and technology must operate to maintain a
balanced and sustainable ecosystem. The feedback loops between technol-
ogy, individuals, government and the environment illustrate the complex
interdependencies, where advancements in one domain trigger changes in
others. This interaction underscores the need for a holistic approach to Al
development, such as RTAIF, which is the central focus of this chapter, where
technological progress is aligned with social, ethical and environmental con-
siderations to ensure a sustainable future.

Resilience Thinking AI Framework

This section discusses the theoretical framework of the resilience ability
of the individual and society as a result of Al integration. The resilience
framework can be visualised as a concentric model, where each layer repre-
sents a different level of people or organisation resilience to Al integration.
These layers are interconnected but can create resilience independently or
in combination (Roberts, 2023). Accordingly, at the innermost circle is the
absorption. This layer represents the core ability of people and organisations
to withstand the challenges posed by Al without significant changes. The
absorption layer emphasises stability and immediate response mechanisms
that help maintain the status quo. Secondly, adaptation is positioned at the
middle circle layer, surrounding the absorption layer. This signifies the abil-
ity of people and organisations to adjust and modify their operations and
structures in response to Al integration. Adaptation represents flexibility and
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learning, highlighting how people can change incrementally to better suit
new conditions. Thirdly, at the outer circle lies the transformation, which
represents the capability of people or organisations to undergo fundamental
changes, rethinking and reshaping their core structures and processes. This
layer emphasises innovation and long-term strategic changes that can lead
to a more resilient future.

Moreover, the white double-edge arrows show the progression from one
stage to another, as well as indicate feedback loops, demonstrating that peo-
ple and organisations can move back and forth between stages as they evolve
and face new challenges. Finally, the uttermost layer consists of the external
environment, which represents external factors that influence resilience. This
could include economic conditions, regulatory frameworks, technological
advancements and societal megatrends. Accordingly, Figure 1.4 illustrates
the Resilience Thinking Al Integration Framework, known as RTAIF, with its
three core components: Absorption, Adaptation and Transformation. Each
concentric circle represents a different level of resilience, highlighting how
people and stakeholders can respond and evolve in the face of Al existence.
Nevertheless, people's resilience as a result of Al integration and usage is
built on dynamic capacities that enable people and society to navigate and
thrive amidst change. These capacities, as illustrated in Figure 1.4, are essen-
tial for maintaining functionality and ensuring continuity in the face of con-
tinuous integration of Al, which are seen as threats to society with myriads
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of ethical concerns. Each of these drivers plays a crucial role in shaping the
resilience of the people and society, allowing individuals to withstand, adjust
to and evolve from the challenges posed by Al integration in various sectors.

Absorption

Absorption is the first line of resistance that individuals and society exhibit
within the resilience framework concerning Al It represents the ability to
withstand the challenges posed by Al without experiencing significant nega-
tive consequences. This capacity involves maintaining core functions and
structures despite Al integration in various sectors, effectively protecting
against immediate impacts. Individuals or organisations with strong absorp-
tion capabilities can manage Al-related ethical concerns without substantial
changes to their operations or structure. This may involve utilising existing
resources (such as experts and detection tools), capacities, and strategies
(like policies) to mitigate the potential effects of AL. Accordingly, absorption
serves as the foundational layer in the resilience framework, reflecting the
capacity of individuals, organisations and societies to handle the immediate
impacts of Al while preserving stability. This concept emphasises the ability
to sustain core functions and structures in the face of disruptions and ethical
concerns brought about by Al integration.

Accordingly, absorption is a key component of the technology integration
model, as illustrated in Figure 1.5. Similar to other technologies, the integra-
tion of Al involves three stages: adoption — the initial use of the technology
in specific contexts; diffusion — the spread of technology across different set-
tings and users; and absorption — the widespread adoption of technology

Diffusion Ahscrption

Adoption

FIGURE 1.5
The three Elements of the Technology Integration Model.
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across diverse contexts (Davis, 1989; Rogers, 2014; Venkatesh & Davis, 2000;
Ali et al., 2023). The absorption of Al technology is influenced by various fac-
tors such as system, organisational, and regional infrastructure, connectivity
status, and social and cultural similarities between regions (Ali et al., 2023).
The idea of absorption within the resilience framework thus encompasses
a broad range of examples and perspectives, highlighting the importance
of enduring and managing the initial impacts of Al without major adverse
effects. A few examples of absorption across various sectors are discussed as
follows:

* Absorption was observed by some universities or academic journals
that have introduced strategies to identify Al-generated submissions,
and they have also updated their academic integrity codes to explic-
itly address Al misuse, demonstrating their absorption capacity.

* Ahospital that introduces an Al-based diagnostic tool might initially
encounter resistance from staff concerned about job security or the
accuracy of Al predictions. However, through proper training, trans-
parent communication and gradual implementation, the hospital
can absorb these concerns, allowing staff to see Al as a complemen-
tary tool rather than a threat.

¢ A bank using Al to detect fraudulent transactions might face chal-
lenges such as false positives or privacy concerns. However, by
continuously refining the bank’s Al algorithms and maintaining
transparency with customers about data use and protection, the
bank can absorb these issues without significant disruptions to its
business operations or customer trust.

* A manufacturing factory introducing Al-powered robots for assem-
bly line work might face initial pushback from workers fearing job
losses. However, using a phased approach to integration, offering
retraining programmes and involving employees in the transition
process, the company can absorb these concerns and maintain a sta-
ble workforce.

* The recent EU Al Act that aims to harmonise rules on Al by follow-
ing a “risk-based” approach is the first global Al Act, which set a
global standard for Al regulation. This helps prevent misuse while
still allowing the beneficial aspects of Al, such as enhanced public
safety, to be realised.

Adaptation

Adaptation goes a step further than absorption by allowing individuals or
organisations to respond proactively to the ethical issues and concerns asso-
ciated with Al integration. Unlike absorption, which aims to maintain the
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status quo, adaptation involves making changes that enable individuals and
organisations to continue functioning, albeit in a modified form. This capac-
ity is essential, especially given the enduring presence of Al and the ongo-
ing coexistence between Al and humanity, which necessitates continuous
adjustments. Moreover, adaptation is marked by flexibility and the ability to
modify existing practices, strategies and structures to suit new conditions. It
requires learning from past experiences, recognising emerging patterns and
implementing changes that enhance the individual and organisation’s ability
to cope with ongoing or future challenges. Adaptive communities are char-
acterised by their ability to pivot and reconfigure resources and processes
to align with changing circumstances. A key strategy in adaptation is con-
ducting research and generating knowledge to understand the behaviours
of Al users and their integration, thereby fostering the development of more
responsible Al. As a crucial aspect of the resilience framework, adaptation
extends beyond simply absorbing the impacts of Al integration. It involves
actively adjusting to new circumstances by altering behaviours, strategies
and structures to better align with the evolving technological landscape.
This proactive approach enables individuals, organisations and societies not
only to cope with Al-related challenges but also to harness Al’s benefits more
effectively.

The typical adaptation policy cycle (Leitner et al., 2020) is presented in
Figure 1.6. The end goal is to enhance people and organisation adaptive
capacity, strengthen resilience and reduce individual vulnerabilities due to Al
integration. Given the impact of Al integration, the question is not whether

Assess Al risk ethics
l and vulnerabilities \

Conduct research

Revise strategies and and experiment to
share lessons learned identify adaptation
options
Monitoring and Select adaptation
evaluation options

Implement strategies

FIGURE 1.6
Adaptation Policy Cycle for Al Integration.
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adaptation is necessary, but what are the adaptation options to increase pub-
lic resilience. The discussion of adaptation within the resilience framework
can reveal how various sectors apply these principles in practice and gain
insight into how they adjust to the ever-changing technological environment
enabled by Al A few examples are covered in the following;:

* Universities that have faced challenges with Gen-Al tools (ChatGPT,
Gemini, etc.) generated content (such as essays written by Al tools)
might adapt by shifting from traditional written assignments to
more interactive, discussion-based assessments. They might also
incorporate Al literacy into their curricula, teaching students not
only how to use Al tools effectively but also how to critically assess
Al-generated information for biases and inaccuracies.

* A hospital might adapt to the introduction of Al diagnostic tools
(Google DeepMind's Streams, Zebra Medical Vision, etc.) by chang-
ing its workflow to include Al-assisted diagnosis as a preliminary
step, followed by human review.

¢ Financial institutions might adapt to Al’s capabilities by incorporat-
ing machine learning algorithms into their fraud detection systems,
which adaptively learn from new fraud patterns to prevent losses.

* A manufacturing plant might adapt to Al integration by reconfigur-
ing its assembly lines to include Al-powered robots while retraining
human workers for roles that require more complex decision-making
and oversight.

* A government might adapt to the rise of Al surveillance technologies
by introducing new privacy laws that protect citizens” rights while
allowing for the beneficial use of Al in public safety (e.g., GDPR,
COPPA, EU Al Act).

Transformation

Transformation represents the highest level of resilience to Al integration
within society. This stage involves fundamentally altering how individuals,
organisations and societies operate, not just to absorb and adapt to changes
but to emerge stronger and better equipped for the future. Transformation
is about rethinking and reshaping to create new pathways and opportuni-
ties, often driven by a desire to address the root causes of Al's ethical issues
and build long-term resilience. Characterised by profound and systemic
change, transformation is a strategic, proactive process aimed at reinventing
how people and organisations function and what they prioritise. This capac-
ity requires visionary leadership, innovative thinking and a willingness to
challenge and change existing norms, practices and policies. Accordingly,
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transformative actions are typically bold and comprehensive, addressing
not only immediate ethical concerns but also underlying vulnerabilities and
opportunities for growth. This process necessitates deep, systemic changes
that fundamentally alter existing structures, behaviours and mindsets. It
demands a strategic and forward-looking approach, coupled with a readi-
ness to challenge and reform established norms.

Figure 1.7 presents six necessary conditions for successful transformation
for an individual or organisation (Murty and Gorur, 2023). The first condition
is communication, emphasising that transparent communication facilitates
open, bilateral conversations between leadership and employees, fostering
trust and collaboration. Secondly, a change in mindset is essential for digital
transformation, requiring individuals to constantly question and challenge
current ways of working and to learn new processes and skills. Thirdly, to
be adaptable means to embrace new ways of working and to be comfort-
able in uncomfortable situations, responding flexibly to change. Moreover,
people with the right mindset are crucial to transformation success, as they
can change practices based on evidence, challenge the status quo, and align
with the mission. In addition, selecting appropriate tools and technologies
involves understanding the organisation’s needs, ensuring efficiency and
being open to changing tools as needed. Finally, process improvement argues
that identifying and addressing gaps in processes is essential for maintaining
high-quality outputs, requiring continuous improvement.

Numerous examples across various sectors illustrate how Al integration
has driven transformational change in society, fundamentally altering how

Communication
Process Unlearn &
improvement relearn
Transformation
Choice of tech Adoption &
& tools adaption

Shift in mindset

FIGURE 1.7
Six Conditions for Successful Transformation in Al Era.
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various sectors are operating and positioning for future success. These exam-
ples are briefly explained in the following:

¢ In education, universities and schools might shift from traditional,
knowledge-based curricula to competency-based education that
emphasises critical thinking, creativity, and emotional intelligence
skills that Al cannot easily replicate. This transformation encourages
students to engage in higher-order thinking, problem-solving and
ethical reasoning, which are crucial in a world where Al handles rou-
tine tasks.

e Healthcare systems are transformed by leveraging Al for predic-
tive analytics to identify at-risk patients and intervene before health
issues become severe. This approach shifts the focus from reactive to
proactive care, using Al to analyse large datasets and identify pat-
terns that human practitioners might miss.

* Financial institutions might transform by using Al to provide per-
sonalised financial advice, leveraging algorithms to analyse custom-
ers' spending habits, risk profiles and financial goals. Al can also be
used to enhance fraud detection and cybersecurity, transforming the
way banks protect customer data and transactions.

* Manufacturing companies can adopt Al-driven automation and
robotics, moving towards a “smart factory” model. This transfor-
mation goes beyond merely replacing human workers with robots;
it involves reengineering production lines to optimise efficiency,
reduce waste and enhance product quality.

¢ Governments could transform by adopting Al to enhance public ser-
vice delivery, using machine learning algorithms to analyse data and
identify areas for improvement in healthcare, education and social
services.

Conclusion

The integration of Al into society is inevitable, bringing both opportunities
and challenges. This chapter discusses Al architecture, providing insights into
key components such as stakeholders, infrastructure, technology and the ser-
vice layer. Various Al applications are explored across sectors like education,
housing, and essential and personal services. Additionally, the chapter exam-
ines the interaction between various elements in Al integration, represented
by key agents and their roles in shaping Al development. It highlights the
dynamic relationships between individuals, technology, government and the
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environment. Furthermore, this chapter conceptualised a framework, focus-
ing on resilience to better prepare for and adapt to the transformative effects
of Al technologies. Emphasising resilience enables societies to not only with-
stand the challenges posed by Al but also to harness these challenges as cata-
lysts for growth and innovation, paving the way for a sustainable future. The
drivers of resilience — absorption, adaptation and transformation — provide a
concept for understanding and building resilience amidst Al challenges. The
components are not mutually exclusive but rather complementary processes
that can occur simultaneously or sequentially, depending on the nature of the
issues and challenges and the context of the sectors.

In particular, the absorption within the resilience framework is about read-
iness and robustness. It involves leveraging existing resources, capacities,
and strategies to buffer against the immediate impacts of Al. By enhancing
knowledge, connectivity and flexibility, individuals, organisations and soci-
eties can develop stronger absorption capacities, enabling them to handle
the challenges posed by Al integration effectively. The ability to absorb Al
disruptions without substantial alterations to core functions or structures is
essential for ensuring a smooth transition into a future where Al plays a cen-
tral role in various aspects of life. Secondly, adaptation in the context of Al
resilience is about more than just coping with change; it’s about proactively
evolving to thrive in an Al-integrated world. It requires flexibility, the ability
to learn from past experiences, and the willingness to modify existing prac-
tices and strategies to meet new challenges head-on. By fostering an environ-
ment that encourages adaptation, societies can build resilience and ensure
that they are not only prepared for the future but also capable of leveraging
Al’s full potential to drive innovation, efficiency, and positive change. Finally,
transformation represents the highest level of resilience, enabling societies to
not just survive but thrive in the face of Al integration. The transformation
requires a fundamental rethinking of how individuals, organisations and
systems operate, focusing on long-term sustainability, ethical considerations
and inclusive growth. By embracing transformation, societies can harness
the full potential of Al turning challenges into opportunities and building a
future that is resilient, equitable and innovative.
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