
RESEARCH ARTICLE

Hiding scrambled text messages in speech

signals using a lightweight hyperchaotic map

and conditional LSB mechanism

Mustafa A. Al SibaheeID
1,2, Zaid Ameen Abduljabbar3,4, Chengwen Luo1*, Jin Zhang1,

Yijing Huang1, Iman Qays Abduljaleel5, Junchao MaID
6, Vincent Omollo Nyangaresi7

1 National Engineering Laboratory for Big Data System Computing Technology, Shenzhen University,

Shenzhen, PR China, 2 Computer Technology Engineering Department, Iraq University College, Basrah,

Iraq, 3 Department of Computer Science, College of Education for Pure Sciences, University of Basrah,

Basrah, Iraq, 4 Shenzhen Institute, Huazhong University of Science and Technology, Shenzhen, China,

5 Department of Computer Science, College of Computer Science and Information Technology, University of

Basrah, Iraq, 6 College of Big Data and Internet, Shenzhen Technology University, Shenzhen, China,

7 Department of Computer Science and Software Engineering, Jaramogi Oginga Odinga University of

Science & Technology, Bondo, Kenya

* chengwen@szu.edu.cn

Abstract

This study presents a lightweight, secure audio steganography system for hiding text mes-

sages for transmission over the Internet, with the aim of addressing the current problems of

high computational cost and insufficient security identified in earlier studies. We propose a

two-phase functioning mechanism. Text characters are first transformed into ASCII code

and stored in a vector, which is then divided into three sub-vectors. These sub-vectors are

scrambled using two low-complexity operations, namely a forward-backward reading tech-

nique and an odd-even index. Two scrambling loops are performed, the first on the small

sub-vectors the second on the vector as a whole. In the hiding phase, the speech signal

samples are divided into 256 blocks using only 200 values per block, and low-complexity

quadratic and the Hénon maps are used to hide the speech signal in a random manner. The

conditional LSB is applied as a low-complexity algorithm to identify hidden bits, and a special

hyperchaotic map algorithm is developed to randomly choose locations. The proposed

approach provides good security for a scrambled text message, with high SNR and PSNR,

small MSE and PESQ, a SSIM value of close to one (As indicated in Tables 1, 2, 3, and 4), a

BER value of close to zero (as shown in table 8), NCC value near +1 (as shown in table 8),

and an MOS value of near five (as described in table 6), as well as a low computational hid-

ing cost.

Section 1: Introduction

Over the last decade, communication methods have changed significantly, with digital media

now providing the main communication channel. In all walks of business and private life, peo-

ple are moving away from the use of paper documents and transitioning towards email and

PLOS ONE

PLOS ONE | https://doi.org/10.1371/journal.pone.0296469 January 3, 2024 1 / 25

a1111111111

a1111111111

a1111111111

a1111111111

a1111111111

OPEN ACCESS

Citation: Al Sibahee MA, Abduljabbar ZA, Luo C,

Zhang J, Huang Y, Abduljaleel IQ, et al. (2024)

Hiding scrambled text messages in speech signals

using a lightweight hyperchaotic map and

conditional LSB mechanism. PLoS ONE 19(1):

e0296469. https://doi.org/10.1371/journal.

pone.0296469

Editor: Hussain Md Abu Nyeem, Military Institute

of Science and Technology, BANGLADESH

Received: August 16, 2023

Accepted: December 13, 2023

Published: January 3, 2024

Copyright: © 2024 Al Sibahee et al. This is an open

access article distributed under the terms of the

Creative Commons Attribution License, which

permits unrestricted use, distribution, and

reproduction in any medium, provided the original

author and source are credited.

Data Availability Statement: The data underlying

the results presented in the study are available

from: 1. The LJ Speech Dataset. Available online:

https://keithito.com/LJ-Speech-Dataset/ (accessed

on 1 December 2022). 2. 1SpeechSoft dataset.

Available online: http://www.1speechsoft.com/

voices.html (accessed on 1 December 2022). 3.

Garofolo JS, Lamel LF, Fisher WM, Fiscus JG,

Pallett DS. DARPA TIMIT acoustic-phonetic

continous speech corpus CD-ROM. NIST speech

disc 1-1.1. STIN. Feb. 1993; 93:27403. Available

https://orcid.org/0000-0002-3943-8101
https://orcid.org/0000-0003-2666-6874
https://doi.org/10.1371/journal.pone.0296469
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0296469&domain=pdf&date_stamp=2024-01-03
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0296469&domain=pdf&date_stamp=2024-01-03
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0296469&domain=pdf&date_stamp=2024-01-03
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0296469&domain=pdf&date_stamp=2024-01-03
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0296469&domain=pdf&date_stamp=2024-01-03
http://crossmark.crossref.org/dialog/?doi=10.1371/journal.pone.0296469&domain=pdf&date_stamp=2024-01-03
https://doi.org/10.1371/journal.pone.0296469
https://doi.org/10.1371/journal.pone.0296469
http://creativecommons.org/licenses/by/4.0/
https://keithito.com/LJ-Speech-Dataset/
http://www.1speechsoft.com/voices.html
http://www.1speechsoft.com/voices.html

