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Advancements in cloud computing, flying ad-hoc networks, wireless sensor networks, artificial 
intelligence, big data, 5th generation mobile network and internet of things have led to the 
development of smart cities. Owing to their massive interconnectedness, high volumes of data are 
collected and exchanged over the public internet. Therefore, the exchanged messages are susceptible 
to numerous security and privacy threats across these open public channels. Although many security 
techniques have been designed to address this issue, most of them are still vulnerable to attacks 
while some deploy computationally extensive cryptographic operations such as bilinear pairings and 
blockchain. In this paper, we leverage on biometrics, error correction codes and fuzzy commitment 
schemes to develop a secure and energy efficient authentication scheme for the smart cities. This is 
informed by the fact that biometric data is cumbersome to reproduce and hence attacks such as side-
channeling are thwarted. We formally analyze the security of our protocol using the Burrows–Abadi–
Needham logic logic, which shows that our scheme achieves strong mutual authentication among the 
communicating entities. The semantic analysis of our protocol shows that it mitigates attacks such 
as de-synchronization, eavesdropping, session hijacking, forgery and side-channeling. In addition, its 
formal security analysis demonstrates that it is secure under the Canetti and Krawczyk attack model. 
In terms of performance, our scheme is shown to reduce the computation overheads by 20.7% and 
hence is the most efficient among the state-of-the-art protocols.
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A smart city refers to a geographical area where technologies such as energy production, logistics and informa-
tion communication technology are amalgamated to enhance environmental quality, intelligent development, 
citizen well-being, participation and inclusion. As explained in1,2, smart cities utilize data-driven technologies 
to boost sustainability, efficiency, quality of life of the citizens and streamline city services. In addition, the usage 
of smart city data and technologies facilitate efficient and optimized management of resources, urban services 
and assets, as well as aiding in making informed decisions3,4. The advancements in big data, cloud computing, 
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