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Abstract— recently, grayscale images have been used in
many areas such as healthcare or 10T, and securing these images
has become important and necessary. Encryption is one of the
most reliable and effective ways. Scrambling image contents
adds an additional level of image security. This paper proposes
a simple new method for scrambling gray images using a
Chaotic Logistic Map and pixel-level rotation. In the proposed
method, the gray image is encrypted first and then divided into
several NxM non-overlapped blocks. The image blocks will be
rotated according to the encryption key with angles of 90,180
and 270 degrees. In the same way, the decryption process will
reverse the image block’s rotation angles first, then retrieve the
original image by applying the XORing operation with the same
key. The efficiency of the proposed method was evaluated and
analyzed by a histogram, Number of Pixel Change Rate (NPCR)
and Unified Average Changing Intensity (UACI), information
entropy, Peak Signal to Noise Ratio (PSNR), correlation
coefficient, and Adjacent Pixels Correlation Coefficient
(APCC). A comparison with other scrambling methods was
performed and the results boosted the proposed method.

Keywords—image encryption,
rotation, chaotic logistic map.

scrambling,  pixel-level,

l. INTRODUCTION

The rapid development in information technology has
made it possible to adopt it in various fields, such as the
transmission of images through various electronic channels.
Hence, the issue of securing these images appear as a very
important issue to protect the information represented by these
images [1,2]. Image encryption is one of the most important
ways to secure and ensure their protection from unauthorized
persons [3], where the original image is converted into another
confused (encrypted) image using a secret key that enables
only authorized persons to reverse the encrypted image to its
original [4,5]. To reduce the correlations between image
pixels to be encrypted- and thus increase the quality of the
encryption process- scrambling (permutation) will be used as
an important step in the encryption process [6,7]. Image
scrambling is a process that allows the pixels of an image to
be randomly rearranged. Mathematically, this process breaks
the correlations of image pixels, and thus increases their
resistance to attacks. From the visual point of view,
scrambling distorts the original image. Scrambling has been
used extensively with the encryption process [8,9].

There are many types of scrambling, including bit-level
scrambling and pixel-level scrambling [10.11]. The pixel-
level method is easier to implement because it does not need
other additional internal operations such as converting pixels
to binary as in the bit-level, but it may suffer from the problem
of not scrambling image pixels well (Because it may depend
on changing locations of the image pixels only[12], without
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change the values of it as in bit-level scrambling), so choosing
an appropriate and simple way to scramble it as much as
possible with good efficiency in results, is an important[13].

By using an image block rotation and a chaotic logic map
(to generate the encryption key), this paper proposes a new
technique for scrambling images at the pixel level. Our
contributions are summarized as follows:

e By using a simple rotation routine without any
additional procedures, the proposed method has been
designed to be as simple as possible.

e Compared to other scrambling methods, dividing and
scrambling the image after encryption increased its
resistance against attacking types.

The rest of this paper is organized as follows: Section Il
presents the previous literature that reviews image scrambling.
While section Il describes the procedure of the proposed
method in detail. Section IV gives an overview of the
evaluation measures that are used to assist the proposed
method. Simulation results are shown in Section V with
evaluation analysis. The conclusions and future works are
presented in Section VI, followed by references.

1. LITRATURES REVIEW

There are a large number of papers focused recently on
different methods used to scramble image contents to use it
with or without an encryption algorithm. However, since the
focus of this paper is on just the papers that used pixel-level
scrambling, the paper won't go into details about bit-level
scrambling and will only be referred to as needed. The authors
in [14] used two chaotic maps, one for scrambling pixel
positions of the color/gray images, and the other for the
confusing relationship between encrypted and the original
image. while Arnold's map algorithm was used in [15] as a
scrambling method to change the original image pixels'
coordinates to new ones. Subsequently, the authors in [16]
used both pixel-level scrambling then bit-level scrambling on
the original image beside DNA (coding, XORing process, and
complementary rules) for increased performance and security.
Also, the same idea of pixel and bit scrambling was utilized in
[17], with SCAN (A method to reach all image pixels by
different paths) and cyclic shift operations to ensure changing
pixels values and positions. To ensure that the encrypted
image is sensitive to any pixel change in the original image,
pixels values in this article were dependent on three
parameters: old pixel value, some key stream element, and an
unknown secret value. A chaotic algorithm was introduced in
[18] for image encryption that is divided into several sub-
images and scrambled in three stages: The first stage is a bit-
level scrambling of sub-images to reduce adjacent pixels



correlations. In the second stage, the whole image was
scrambled randomly at the pixel level. After that whole row-
by-row image was used to make the encrypted image more
difficult to crack. authors in [19] decided that image
encryption techniques have a disadvantage point used by
attackers to crack it which. This drawback results from the
possibility of similarity between the encrypted image and the
original one (in some encrypted images), which leads to the
attacker visually perceiving that the image is already
encrypted. So they introduced a pixel-level scrambling
algorithm depending on chaotic maps to encrypt images to be
visually sensed closer to being an original image. they also
admit that may be not fully right to the traditional
encryption/decryption process. A new scheme was proposed
in [20] depending on some random operations to protect
medical gray images. The proposed scheme randomly
scrambles neighbor image pixels values after insertion of
random values to image surroundings, then uses adaptive
diffusion spreading this insertion to entire image pixels. The
results show high efficiency, speed implementation, and
robustness. while in [21] authors propose a new image
encryption scheme to also protect medical gray images by
merging DNA sequence technique and chaos technique to
reinforce image resistance against chosen plain text attack
while tinker bell map scrambling image pixels to reduce pixels
correlations in the encrypted image. In [22], the authors
proposed a new scheme for encryption of medical gray and
colored images using the chaotic logistic map. the scheme first
divided the original image into blocks and sub-blocks.
scrambling each of the original image block/sub-blocks was
done by three sub processes: a zigzag pattern, rotation by 90
degrees, and another random image block scrambling at a
pixel level to reduce pixels correlations. However, authors in
[23] proposed a piecewise linear map cryptosystem. in the
encryption step, the whole image is scrambled at pixel-level
once, diffused two times, then rotated with 180 degrees four
times. While the decryption step, the operations performed in
the encryption step will be the same but reversed to ensure that
the original image is retrieved from the encrypted one. the
proposed cryptosystem resists chosen/known plaintext
attacks, and the authors claim that their cryptosystem can be
used in actual communications.Those kinds of literature show
clearly needing for supporting techniques besides pixel-level
scrambling (and sometimes more than one) to produce good
results. Regardless of the type of these techniques, this show
supports the direction of this paper to reduce techniques
associated with scrambling at the pixel level while
maintaining good results as possible.

I1l.  PROPOSED METHOD

After explaining some recent literature that is concerned
with the pixel-level scrambling of the image, this section will
propose a new simple method for pixel-level scrambling with
the goal of keeping the results as good as possible by
explaining the methodology steps used.

A. Encryption Step

The encryption process of the original image will be
implemented using an asymmetric algorithm, where the
encryption key is the same as the decryption one. The
symmetric encryption algorithm is usually better for
encrypting large data because of the relatively small key sizes,
which means less storage and faster transmission of encrypted
data [24].The encryption key used in this study is based on the

non-linear simple equation of the Chaotic Logistic Map,
which has been widely used in many papers (see Equ.1).

Xnt1 =T Xp (1— xp) €Y

where r is the control parameter of the equation that has
values in the range [0,4], and the X, is the initial value in the
range (0,1). Equation Equ.1 , is very sensitive for ant small
changes in its parameters, and that makes it very suitable for
the encryption process for images because of its chaotic
attitude and producing non-periodic nor convergent values.
Figure Fig.1 , shows the behavior of Equ.1 according to the
parameters: r= 3.9159, x¢=0.001, which are used to generate
encryption key.
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Fig. 1. Beahviour of Chaotic Logistic Map with : r= 3.9159, x,=0.001.

B. Blocking Step

After the image encryption process using the Chaotic
Logistic Map, the encrypted image of size N x M will be
converted to K blocks (B), where each B = 32x32 pixel,
preparation for using it in the rotation step. The size of the
block was chosen carefully (not too large or small) to not
affect the quality of the results.

C. Blocks Rotation Counterclockwise Step

The next step is to find rotation angles to which every
encrypted block B from the previous section will be rotated
according a spesific scenario. In general, rotation operation is
one of the transformation operations that can take place at the
2D level,while Equ.2. can be used to rotate image blocks[25]:

R_[cos@ —sin@] ,
"~ |sin@ cosf @)

And the coordinates of any pixel in the image block B can
be transferred according to the rotation angle 0, as in Equ.3:

' = xcosf — ysinb 3)

/

Yy =axsinf + ycosb

Where, R is the rotation matrix , (x,y) is the original image
block’s pixel coordinates , (x’,y’) is the rotated image block’s
pixel coordinates. To find rotation angle which transfer B in
to B’, a specific algorithm will be implemented called: Find
Angles (see Figure Fig.2), that can be summarized:

e Calculate sum of 0’s in encrypted binary key, as well
as sum of 1’s.

e Convert the greatest sum to binary and get the first two
least significant bits LSB.



e According to the binary values of the two LBS, a
specific block rotation angles will be chosen. Note that
the angles chosen to rotate the blocks differ depending
on which of the two sums is greater.

e B block in encrypted image will be rotated
counterclockwise at 0 angle to become B' if the
algorithm used after blocking step.

r
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BS0= binary
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Fig. 2. Algorithem of find rotation angles

e Each B' block in encrypted image will be rotated
clockwise at -0 angle to become B' if the algorithm
used before unblocking step.

This section used rotating image blocks to scramble pixels
of an encrypted image at pixel-level, however, rotating image
blocks itself doesn’t remove image pixels correlations, but
when it done after the encryption process and converting the
original image into blocks, it will definitely help break
it. MATLAB imrotate function was used for rotation operation
in this step, where nearest-neighbor interpolation was used to
assign every output pixel in the rotated block B', without
considering the influences of other pixels in B. However,
imrotate function didn’t use Acute, Obtuse or Reflex angles
such as 30, 45, 130 degrees...etc. because the resulting B' will
be larger in size than B and hence the need for more
processing. Besides, the interpolation method will put 0 value
for each pixel in B’ surrounding the original rotated pixels.
Visually, this means that the image block contains black pixels
that were not originally in B.

D. Blocks Rotation Clockwise Step

When encrypted, blocked and rotated image reaching to
the destination, Find Angle algorithm will be called again to
convert every B' block to B again (reverse blocks rotation) by
using clockwise imrotate function (same angles but with
negative rotation ).

E. UnBlocking Step

In this step, the encrypted and blocked image with K
blocks (B), will be converted to its original size N x M again,
preparing to the next step.

F. Decryption Step

The decryption process of the encrypted image will be
implemented using the same key that generated using Chaotic
Logistic Map in Equ.1

IV. EVALUATION MEASURES

To confirm its effectiveness, the proposed method (shown
in Fig.3) is evaluated in MATLAB R2017b using a 1.70GHz
Intel(R) Core(TM) i5-4210U CPU and 12 GB RAM. This
section evaluates the proposed method on several commonly
used images of size 512 x 512: Lena, Pepper, and Baboon.
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Fig. 3. Proposed scrambling method



A. Histogram Analysis

The uniform histogram of the encrypted proposed method
for all used images makes it resist statistical attacks because
of uniform frequencies compared with the originals, as shown
in figure Fig.4.

B. Number of Pixel Change Rate (NPCR) and Unified
Average Changing Intensity (UACI)

NPCR and UACI is usually used in researches to analyze
an important type of attack that can take place on the
encryption technique called: differential attack. The value of
the number of pixel change rate (NPCR) is obtained by
encrypting the original image twice: first is done naturally and
the second by changing only one pixel in the original image,
then obtaining the percentage of the number of different pixels
of the two encrypted images. Higher NPCR value, indicates to
better resistance against this type of attack. For better value,
NPCR should be close to 100. The NPCR equation can be
defined as [26]:

2ijDef (i, )
— "~ %100 4
0 I!GI‘EN(' ) = Enc'(i,)) ()
Lo l nc(t,j) =£cnc(,j
Def (i) = {1 if Enc(i,)) % Enc'(i,j) )
The UACI is similar to the NPCR, but the main difference
is that UACI calculates the value of the actual difference
between Enc(i,j) and Enc’(i,j) pixels [27], (see Equ.6).
%ijEnc(i,j) — Enc'(i, ) y
255X M X N
Resulted value of UACI should be close to 33.4.

NPCR =

UACI = 100  (6)

C. Information Entropy

Entropy measures the amount of information available in
the image contents. The entropy value E(l) of the gray
encrypted images (8 bits) is closer to the optimum value of 8
[28] (See Equ.7).

255

E(D) == ) Ppix) x logoP(pix) ()
i=0

Where P (pixi) is the probability of occurrence of the it"
pixel in the image I.

D. Peak Signal to Noise Ratio (PSNR)

PSNR is used to assess the quality of encryption and
decryption in the proposed method. The PSNR between the
original and decrypted image will be infinite. While it will be
low as possible between the original image and the encrypted
image. PSNR can be calculated using Equ.8, which will be
measured in decibels (dB).

LZ
PSNR =10 X logq, <m) (8)

1
MSE ZWZ(Il(i,j)_IZ(i:j) )2 (9)
L]

MSE is the summation squared difference between
corresponding pixels of the two images 11 and 12, divided by
the size of the image (See Equ.9).

E. Correlation Coefficient (CC)

The correlation coefficient CC between the image pixels
before and after encryption can be used to measure the
distortion in the original image. It can be calculated using the
following equation [29] (See Equ.10).:

N (A - A)((B;; —B)
\/(Ai,j — A)%(B;; — B)?

Where A and B represent the original and the encrypted

image, and their means. The lower correlation coefficient

value (closer enough to zero), represents a better-proposed
encryption method.

F. Adjacent Pixels Correlation Coefficient (APCC)

Another way to measure the distortion in the encrypted
image after using the proposed encryption method, is the
Adjacent Pixels Correlation Coefficient (APCC). This way
depends on the fact that any randomly selected and adjacent
pixels in the encrypted image in the directions: horizontal,
vertical, and diagonal, must be correlated with each other with
the lowest possible values (closer enough to zero) to resist
statistical attacks. It can be calculated using the following
equations [30] (See Equ.11-14).:

cc

(10)

Cov(x,y)
Tyy = \/D—x—\/D_y (11
Cov(x,y) = E(x —E(x)) (y - E(»)) (12)
LS
E(x) = 3 in (13)
(14)

. | -

Fig. 4. (al) lena image, (a2) histogram of lena image,(a3) histogram of
encrypted lena image,(a4) encrypted lena image. (bl) pepper image, (b2)
histogram of pepper image,(b3) histogram of encrypted pepper image,(b4)
encrypted pepper image. (cl) baboon image, (c2) histogram of baboon
image, (c3) histogram of encrypted baboon image,(c4) encrypted baboon image.



V. RESULTS AND DISCUSSION

Table | bellow shows the evaluation results of the
proposed method according to: NPCR, UACI, correlation
coefficient (cc),information entropy, and PSNR for all the
encrypted images used in the paper.

TABLE I. NPCR ,UACI,INFORMATION ENTROPY AND PSNR OF THE
PROPOSED METHOD
Correlation
Image NPCR UACI a PSNR
Name %) %) Coefficient Entropy (dB)
(cc)
Lena 99.6376 | 28.6289 | 0.000076 | 7.999329 | 7.015194
Pepper | 99.6117 | 29.6761 | -0.000729 | 7.999199 | 7.285873
Baboon | 99.6265 | 27.8633 | 0.000037 | 7.999296 | 6.598897

From Table | above, NPCR,UACI and information
entropy values are close to the optimum. While correlation
coefficient (cc) is close to zero. Also, the proposed method can

produce good lower PSNR values. Any attack on the
encrypted image will be considered unsuccessful if the PSNR
value is below 15 dB.[31].Table Il shows the evaluation
results of the proposed method according to: APCC for all the
original and encrypted images used in the paper.

TABLE II. APCC IN THREE DIRECTIONS OF THE PROPOSED METHOD
|mage |mage Direction
Name State Diagona' Vertical Horizontal
Original 0.9593 0.9850 0.9719
Lena
Encrypted -0.00032 0.003639 -0.0007
Original 0.9639 0.9792 0.9768
Pepper
Encrypted | 0.000782 -0.001 -2.13E-05
Original 0.7232 0.7634 0.8749
Baboon
Encrypted | 0.001487 6.62E-05 0.001663
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Fig. 5. APCC analysis : (al) diagonal correlation of original Lena image, (a2) virtical correlation of original Lena image, (a3) horizontal correlation of
original Lena image, (a4) diagonal correlation of encrypted Lena image, (a5) virtical correlation of encrypted Lena image, (a6) horizontal correlation of
encrypted Lena image,(b1) diagonal correlation of original pepper image, (b2) virtical correlation of original pepper image, (b3) horizontal correlation of
original pepper image, (b4) diagonal correlation of encrypted pepper image, (b5) virtical correlation of encrypted pepper image, (b6) horizontal correlation
of encrypted pepper image, (cl) diagonal correlation of original baboon image, (c2) virtical correlation of original baboon image, (c3) horizontal correlation
of original baboon image, (c4) diagonal correlation of encrypted baboon image, (c5) virtical correlation of encrypted baboon image, (b6) horizontal

correlation of encrypted baboon image.

TABLE I11. COMPARISION OF THE PROPOSED METHOD WITH OTHER
Image et Inlfzor:tr?c?;;on NPCR (%) | UACI (%) APCC :
Name Diagonal Vertical | Horizontal
[31] 7999324 | 99.6119 | 334661 | -0.041171 | 0.024064 | -0.009448
Lena [22] 799915 | (DT | s, | 00193 | 002264 | -0.02457
Proposed | 7.999329 | 99.6376 | 28.6289 | -0.00032 | 0003639 | -0.0007
[31] 7999314 | 99.6098 | 334556 | 0046131 | 0026099 | 0.001899
Pepper [22] 799927 | (O | sy | 004578 | 003890 | 001218
Proposed | 7.999199 | 99.6117 | 29.6761 | 0000782 | -0.001 | -2.13E-05
[31] 7999285 | 99.6104 | 334650 | -0.025113 | 0.009395 | -0.022540
Baboon [22) 799933 | (S8 | ooz, | 001061 | -0.04469 | -001427
proposed | 7.999296 | 99.6265 | 27.8633 | 0.001487 | 6.62E-05 | 0.001663




From Table Il, pixels correlations in the encrypted image
are very weak in the main three directions. While it is very
strong before implementing the proposed method in all
directions. This means a good resistance against statistical
attacks. In Fig.5, pixels of the encrypted image in all directions
are evenly distributed in the test space, unlike the pixels of the
original image. Table Il shows the comparison of the
proposed method with the other methods. According to the
comparison, the proposed method produces better APCC
values than other methods in [31] and [22]. It is worth noting
that UACI value is better than [22], but it is close enough to
[31]. This applies to information entropy, where the values are
excellent and close. Bold values in Table 111 are better.

V1. CONCLUSIONS AND FUTURE WORK

A new method of scrambling images is presented in this
paper, based on Logistic Map, which generates encryption
keys and rotates image blocks according to preset rotation
angles. The simulation results show very good results when
the proposed method is evaluated and analyzed. Compared to
other scrambling methods with more complex algorithms, the
proposed method produces better results. Healthcare and 10T
fields can benefit from it. Future applications may include
Wireless Sensor Networks WSN
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