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a b s t r a c t

Web applications, which dominate the internet, act as communication media between customers and
service providers. Web applications are an internet innovation that provide customer services such as
e-banking, e-commerce and e-booking. Developing web applications has become increasingly compli-
cated because of security threats and service issues that involve valuable information. Attack methods
such as structured query language (SQL) injection insert malicious code within user input data requests
to gain unauthorised access, and then the attacker targets a database to manipulate information. In this
paper, we propose a prevention method against SQL injection attacks through cryptography and search-
able encryption. The proposed method uses a cryptography technique to encrypt all database informa-
tion, where each piece of user information is encrypted with a separate key. The rest of the database
information is ciphered with secret keys, and a searchable encryption technique is used for other data-
base operations to preserve privacy. The login process compares the ciphered username from the data-
base and user entry to authenticate the user. The proposed method is implemented on the PHP and
MySQL databases, which are open-source applications. The results show efficient prevention of SQL injec-
tion, and the database remains protected against SQL injection attacks
� 2022 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Computers and Artificial Intel-
ligence, Cairo University. This is an open access article under the CC BY-NC-ND license (http://creative-

commons.org/licenses/by-nc-nd/4.0/).

1. Introduction

The industry is moving toward web applications to support
remote services with ubiquity and cost efficiency [1]. Organisation
and companies rely on web applications to deliver services to cus-

tomers while reducing the cost to a minimum because the infras-
tructure is based on the internet. Services such as e-banking,
shopping, e-governance and reservations increase productivity in
daily life due to speed and utility flexibility [2].

Web applications are built upon a number of program layers in
tier architecture to handle complexity and specific functions. The
basic internet technology architecture is client–server, whereas a
web application adds a third level (i.e., database tier) to manage
information [3]. The database contains records for managing the
web application and authenticating users. However, any breach
in web application authorisation leads to the disclosure of all data-
base records and information [4]. Access to the database is con-
trolled by access control policies, but other data operations are
not controlled or limited. In other words, access policies define
how to access but not how to use data [5].
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