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Abstract Wireless healthcare networks facilitate real-time patient monitoring and
permit timely intervention when required. In so doing, they reduce healthcare costs
as well enhancing the quality of patient lives. However, sensitive and private patient
data is exchanged over wireless public channels. As such, numerous attacks can be
launched against the collected data, violating patient privacy and causing inappro-
priate response from the side of the medical health workers. Although a plethora
of security and privacy protocols has been developed, the extremely low computa-
tion, communication, and storage capability of the nano-sensors present some chal-
lenges in the design of robust and yet efficient security protocols. In this paper, an
authentication scheme is developed that is demonstrated to provide strong mutual
authentication, backward secrecy, session key negotiation, and forward key secrecy.
In addition, it is shown to be resilient against numerous attacks as well as exhibiting
low computation and communication complexities compared with other schemes.
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