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DCT-AES Base Image Compression and 
Encryption Technique 

Muslim Mohsin Khudhair 

$EVWUDFW With the fast evolution of digital data exchange, security of information becomes massively important in data storage and 
transmission. Due to the increasing use of images in an industrial process, it is essential to protect the confidential image data from unau-
thorized access. The current paper proposed an image encryption technique that is operated with advanced encryption standard (AES) 
and image compression using discrete cosine transform (DCT) to compress the encrypted image. The experimental results show that the 
current technique impressively outperforms other techniques. It is simple, efficient, and more secure. 
 
,QGH[�7HUPV advanced encryption standard (AES), discrete cosine transform (DCT), Encryption, Compression, quantization, Scal-
ing, MSE (Mean Square Error), PSNR (Peak Signal to Noise Ratio)  

      

1 INTRODUCTION                                                                     

Q UHFHQW HDUV WKH UDSLG JURZWK LQ WKH GHPDQG RI WUDQVPLW

WLQJ LPDJHV YLD SXEOLF QHWZRUNV KDV UDLVHG D ORW RI LQWHUHVW

RQ LPDJH FRPSUHVVLRQ DQG HQFU SWLRQ 2Q RQH KDQG UH

VHDUFK RQ LPDJH FRPSUHVVLRQ KDV EHHQ FDUULHG RXW IRU D ORQJ

WLPH ZLWK WKH JRDO RI UHGXFLQJ WKH LPDJH VL]H IRU HDV

VWRUDJH DQG IDVW WUDQVPLVVLRQ 7KH QHHG WR DSSO ERWK FRP

SUHVVLRQ DQG HQFU SWLRQ WR GLJLWDO LPDJHV NHHSV ULVLQJ LQ UH

FHQW HDUV 7KH WUDGLWLRQDO VROXWLRQ DSSOLHV D GDWD HQFU SWLRQ

DOJRULWKP VXFK DV GYDQFHG (QFU SWLRQ 6WDQGDUG (6 RQ

WKH FRPSUHVVHG LPDJH LQ -3( IRUPDW

7KH (6 DOJRULWKP KDV EURDG DSSOLFDWLRQV LQFOXGLQJ VPDUW

FDUGV DQG FHOOXODU SKRQHV ::: VHUYHUV DQG DXWRPDWHG WHOOHU

PDFKLQHV 70V DQG GLJLWDO YLGHR UHFRUGHUV &RPSDUHG WR

VRIWZDUH LPSOHPHQWDWLRQV KDUGZDUH LPSOHPHQWDWLRQV RI WKH

(6 DOJRULWKP SURYLGH PRUH SK VLFDO VHFXULW DV ZHOO DV KLJK

HU VSHHG ,Q RWKHU KDQG &7 LV FRPPRQO XVHG VLQFH LW

LQFRUSRUDWHV D VWURQJ HQHUJ FRPSDFWLRQ SURSHUW ZKLFK IOD

YRUV FRPSUHVVLRQ 7KH UHVW RI WKH SDSHU LV RUJDQL]HG DV

IROORZV 6HFWLRQ GHVFULEHV WKH LVFUHWH FRVLQH 7UDQVIRUP DQG

(6 DOJRULWKP 6HFWLRQ LOOXVWUDWHV WKH 0HWKRGRORJ RI FXU

UHQW WHFKQLTXH 6HFWLRQ SUHVHQWV WKH UHVXOW DQG GLVFXVVLRQ

)LQDOO 6HFWLRQ FRQFOXGHV DQG IXWXUH ZRUNV WKH SDSHU

2 BACKGROUND STUDY 
2.1 DISCRETE COSINE TRANSFORM 
7KH MRLQW SKRWRJUDSKLF H[SHUW JURXS -3( ZDV GHYHORSHG LQ

EDVHG RQ &7 ,W KDV EHHQ RQH RI WKH PRVW ZLGHO XVHG

FRPSUHVVLRQ PHWKRG LVFUHWH FRVLQH WUDQVIRUP LV DQ RU

WKRJRQDO WUDQVIRUP PHWKRG SURSRVHG E 1 KPHG HW DO

LQ &7 KDV EHHQ ZLGHO DSSOLHG LQ LPDJH SURFHVVLQJ

UHVHDUFK VLQFH LW ZDV SURSRVHG /LNH LVFUHWH )RXULHU 7UDQV

IRUP )7 LW WUDQVIRUPV D VHTXHQFH RI GDWD IURP VSDWLDO GR

PDLQ WR IUHTXHQF GRPDLQ RZHYHU &7 GHDOV ZLWK UHDO

QXPEHUV RQO UDWKHU WKDQ FRPSOH[ QXPEHUV 7KH WUDQVIRUPHG

VHTXHQFH LV H[SUHVVHG DV WKH VXP RI FRVLQH IXQFWLRQV WKDW RVFLO

ODWH DW GLIIHUHQW IUHTXHQFLHV ,Q RWKHU ZRUGV LW GHFRUUHODWHV WKH

LPDJH GDWD LQWR GLIIHUHQW IUHTXHQF EDQGV IWHU SHUIRUPLQJ

&7 WKH EORFN FDQ EH GLYLGHG LQWR WZR VXE EDQGV ORZ IUH

TXHQF VXE EDQG ZKLFK FRQWDLQV PRVW RI WKH LPSRUWDQW YLVXDO

SDUWV RI WKH LPDJH DQG KLJK IUHTXHQF VXE EDQG ZKLFK FRQ

WDLQV GHWDLOV DQG WH[WXUHV RI WKH LPDJH HQHUDOO VSHDNLQJ

ORZ IUHTXHQF FRHIILFLHQWV DUH PRUH LPSRUWDQW WKDQ KLJK IUH

TXHQF FRHIILFLHQWV EHFDXVH WKH YDOXHV RI KLJK IUHTXHQF FRHI

ILFLHQWV DUH XVXDOO FORVHG WR ]HUR XH WR QRQ LPSRUWDQFH RI

KLJK IUHTXHQF VXE EDQG LQ JHQHUDO WKH KLJK IUHTXHQF VXE

EDQG LV XVXDOO UHPRYHG IRU FRPSUHVVLRQ SXUSRVH 7KH IRO

ORZLQJ HTXDWLRQV LOOXVWUDWHG &7 DQG ,QYHUVH &7

IXQFWLRQ IRU WZR GLPHQVLRQDO PDWULFHV RI DQ 0 E 1 LQSXW

VHTXHQFH
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7KH YDOXHV & X Y DUH FDOOHG WKH &7 FRHIILFLHQWV RI LPDJH ,

7KH XSSHU OHIWPRVW HOHPHQW LV FDOOHG GLVFUHWH FRGH & FRHIIL

FLHQW DQG WKH UHVW DUH FDOOHG DULWKPHWLF FRGH & FRHIILFLHQWV

7KH LQSXW LPDJH LV ILUVW GLYLGHG LQWR EORFNV WKHQ WKH

SRLQW &7 LV SHUIRUPHG 7KH &7 FRHIILFLHQWV DUH WKHQ

TXDQWL]HG XVLQJ DQ TXDQWL]DWLRQ WDEOH 7KH TXDQWL]DWLRQ LV

DFKLHYHG E GLYLGLQJ HDFK HOHPHQWV RI WKH WUDQVIRUPHG RULJL

QDO GDWD PDWUL[ E FRUUHVSRQGLQJ HOHPHQW LQ WKH TXDQWL]DWLRQ

PDWUL[ 4 DQG URXQGLQJ WR WKH QHDUHVW LQWHJHU YDOXH IWHU

WKLV FRPSUHVVLRQ LV DFKLHYHG E DSSO LQJ DSSURSULDWH VFDOLQJ

IDFWRU 6) 7KHQ LQ RUGHU WR UHFRQVWUXFW WKH GDWD UHVFDOLQJ DQG
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