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Abstract— The Fifth Generation (5G) networks support various 

service delivery models such as Device to Device (D2D) 

communication, Unmanned Aerial Vehicles (UAVs) and Vehicular 

Ad Hoc Networks (VANETS) among others. In these networks, 

massive personal and private data items are being exchanged 

among numerous heterogeneous devices. As such, security and 

privacy leaks can have devastating repercussions. Many protocols 

have been presented for device authentication, starting with 

Authentication and Key Agreement (AKA) introduced by the 

Third-Generation Partnership Project (3GPP). Numerous attacks 

have been described against this AKA protocol and hence other 

schemes have been presented in literature. Although they address 

some of these security and privacy issues, some of these schemes 

are inefficient while others are still susceptible to other attacks. In 

this paper, a protocol that protects the exchanged packets against 

ephemeral leakages, man-in-the-middle, impersonation and offline 

guessing attacks is presented. In terms of bandwidth requirements 

and execution time, the proposed protocol had the lowest values 

among its peers.  

 
Keywords— 5G, attacks, bandwidth, authentication, 

execution time, privacy, security.  

I. INTRODUCTION  

The 5G networks enhance the Quality of Service (QoS) in 
terms of extremely reliable and stable data transmissions, 
higher throughputs and ultra-low latencies. However, security 
and privacy are major issues in these networks. As explained in 
[1], attackers can easily eavesdrop or intercept the transmitted 
packets, as well as forge and modify them. The openness of the 
5G environment, coupled with fast handovers has been 
identified in [2] as being the source of these security and 
privacy vulnerabilities. The transformation into an all-internet 
protocol (IP) network implies that these networks are 
susceptible to all known IP attacks. As such, upholding high 
levels of privacy and security is key for the successful 
deployments of 5G networks. The need to support numerous 
devices, offer better connectivity and higher data rates has led 
to the introduction of heterogeneous networks (HetNets). 
However, these HetNets introduce numerous security and 
privacy challenges [3] such as location privacy. 
As explained in [4], 5G networks are characterized by massive 
roaming due to the existence of macro and micro operators. 

Because of their lightweight implementations, these macro and 
micro cells are susceptible to many threats and active attacks. 
In addition, the many 5G service delivery models such as 
Internet of Things (IoT) introduce numerous security and 
privacy vulnerabilities, owing to the increased attack surfaces. 
Consequently, security and privacy techniques in 5G should be 
efficient and flexible to suit these highly dynamic environments 
[5]. Authors in [6] explain that massive personal data flows 
over 5G networks, such as IoT platforms. There is therefore 
need for security services performance enhancements in these 
new use cases, in terms of exchanged overheads and latencies. 
Although the Fourth Generation (4G) networks offer users and 
network operators some levels of security and reliability, new 
security and privacy solutions are required to support the new 
service delivery models, architectures and advanced 
technologies supported by 5G networks [7]. In this regard, most 
of the conventional security protocols are not ideal for these 
service delivery models, especially IoT where most of the 
devices are resource constrained [8]. This is due to their high 
computation, storage and communication overheads. In 
addition, these schemes rarely take into consideration the 
heterogeneity of the supported IoT devices. As such, attacks 
such as main-in-the-middle (MitM) have continued to wreck 
havoc in 5G networks [9]. In addition, authors in [10] identify 
authentication of communicating entities before the 
establishment of secure channels as being an open challenge for 
the preservation of confidentiality and integrity. Consequently, 
novel security architectures are required to offer flexible 
privacy and security solutions that are geared towards high QoS 
provisioning [5]. The contributions of this paper are as follows: 

I. A pseudonym-based authentication protocol is 
developed for 5G network elements. 

II. Informal security analysis shows that this protocol is 
resilient against ephemeral leakages, MitM, 
impersonation and offline guessing attacks.  

III. Performance evaluation shows that this protocol 
exhibits the lowest execution time and has the least 
bandwidth requirements among its peers. 

The rest of this paper is organized as follows: Section II 
presents related work while Section III discusses the system 
model of the proposed protocol. Section IV presents security 
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and comparative analysis while Section V concludes the paper 
and provides future work. 

II. RELATED WORK 

Privacy and security of the packets exchanged over the 5G 
networks is critical, and hence researchers have presented many 
security solutions in literature. For instance, 3GPP has 
introduced AKA technique in 4G and 5G networks. However, 
this AKA protocol is inadequate for the management of the vast 
5G network devices [11]. In addition, attacks such as Denial of 
Service (DoS), user identity disclosure, MitM and 
impersonation are still possible in 5G networks [12]. To curb 
these attacks, an identity-based authentication protocol is 
presented in [13]. However, this scheme is still susceptible to 
impersonation attacks.  A neuro-fuzzy security technique is 
developed in [14], in which elliptic curve cryptography (ECC) 
is deployed to authenticate the IoT devices. However, this 
technique has high computation complexity. On the other hand, 
two blockchain based authentication protocols are presented in 
[15] and [16]. However, the scheme in [15] experiences high 
computation overheads at high traffic levels while the scheme 
in [16] has high storage and computational complexities. 
Similarly, the protocol in [17] has high computational 
complexity. 
Although the authentication scheme in [18] provides resilience 
against MitM and linkability, it employs public keys which lead 
to high latencies [19]. On the other hand, a group authentication 
protocol has been introduced in [20]. Unfortunately, malicious 
group members or group leader may leak group members’ data 
[21] or lead to the tracking of the group members [22]. The 
AKA protocol presented in [23] has high computation and 
communication costs while the scheme in [24] is vulnerable to 
DoS and MitM attacks. 

III. SYSTEM MODEL 

The entities involved in the proposed authentication and key 
agreement procedures includes the Anchor Mobility Function 
(AMF), new radio Node B (gNB), User Equipment (EU) and 
the subscriber (SB) as shown in Fig.1. 

 
 
 
 
 
 

Fig.1: Network Model 

The detailed description of these network components can be 
found in [6].Table 1 presents the symbols deployed in this 
paper. The proposed protocol consisted of the initialization 
phase, authentication and key agreement. 

TABLE 1: DEPLOYED SYMBOLS 

Symbol Description 

℘  AMF master key 

IDUE  UE unique identity 

IDgNB  gNB unique identity 

SKUE  UE’s secret key 

ℕi  Random nonces 

Ẕ  Session key 

h(.)  One way hashing operation 

||  Concatenation operation 

⊕  XOR operation 

A. Initialization phase 

In this phase, the AMF generates master key ℘, UE unique 
identity IDUE and gNB unique identity IDgNB. In addition, the 
AMF assigns the UE some secret key SKUE. The following 
steps are then executed during this phase: 
Step 1: The UE generates nonce ℕ1 and derives A=h(IDUE||ℕ1). 
It then composes Ґ1={A, ℕ1} and transmits it to the AMF 
through some secure channels. 
Step 2: On receiving Ґ1, the AMF generates nonce ℕ2 before 
deriving B=h(A||℘||ℕ2). Afterwards, the AMF composes 
Ґ2={A, B, ℕ1} and sends it to the gNB through a secure 
channel. In addition, it transmits security parameter {B} to the 
UE via secure channels before publishing security parameter 
{A}. 
Step 3: Upon receipt of {A}, the UE derives X1= 

ℕ1⊕h(IDUE||SKUE) and X2=B⊕h(ℕ1||SKUE). Thereafter, it 
stores parameters {X1, X2, A} in its memory. 
Step 4: For the SB to effectively access the 5G core network 
services, identity IDU and password PU are selected before 
generating nonce ℕ3. Thereafter, security parameter 
CU=h(IDU||ℕ3) is computed before being sent to the AMF via 
some secure channels. 
Step 5: On receiving CU, the AMF computes D1=h(CU||℘||ℕ2) 
and D2=h(CU||D1). It then constructs Ґ3={CU, D2, D1} before 
sending it to the gNB through a secure channel. It also 
composes Ґ4={ D1, D2} and sends it to the SB. 
Step 6: Upon receiving Ґ4, the SB computes E1=h(PU||ℕ3), 

E2=ℕ3⊕h(IDU||PU),E3=h(IDU||PU||ℕ3||E1),E4=D2⊕h(ℕ3||E1) and 

E5=D1⊕h(D2||E1). Thereafter, the computed SB security 

tokens {E2, E3, E4, E5, CU} are stored in the UE’s memory.  

B. Authentication and Key Agreement Phase 

During the mutual authentication and key agreement phase, 
the following steps are executed. 
Step 1: The SB supplies the pair {IDU, PU} to the UE which 

then derives the following parameters: 

ℕ3=E2⊕h(IDU||PU)  

E1=h(PU||ℕ3) and  
E3

*
=h(IDU||PU||ℕ3||E1) 

Thereafter, it checks whether E3
*= E3 and if it is not, the session 

is aborted. However, if this verification is successful, the UE 
generates nonce ℕ4 before computing: 

D2=E4⊕h(ℕ3||E1) 

D1=E5⊕h(D2||E1) 

Q1=h(CU||D2||D1)⊕(ℕ4||A) 

R1=h(IDU||ℕ4)⊕h(D1||ℕ4)  

Ӱ1=h(CU||D2||ℕ4||A||D1) 

It then constructs Ґ5={CU, Q1, R1, Ӱ1} and sends it to gNB 

over public channels. 
Step 2: On receiving Ґ5, the gNB retrieves D2 and D1 
corresponding to the received CU in Ґ5. This is followed by the 
derivation of the following: 

(ℕ4
*
||A

*
)=Q1⊕h(CU||D2||D1) 

Ӱ1
*=h(CU||D2||ℕ4

*
||A

*
||D1) 

Next, it checks whether Ӱ1
*
= Ӱ1 and if this condition is 

false, the authentication session is terminated. However, if 
the verification is successful, gNB retrieves B and ℕ1 
corresponding to A. Thereafter, the gNB generates nonce ℕ5 
before computing the following security parameters: 

Q2=h(ℕ4|| ℕ5) 
Q3=h(A||B||ℕ1)⊕Q2 

h(IDU||ℕ4)=R1⊕h(D1||ℕ4) 

R2=(h(IDU||ℕ4)||h(IDgNB||ℕ5))⊕h(B||ℕ1)  

 
Subscribers 

 
User equipment 

 
AMF 

 
gNB 
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Ӱ2=h(CU||Q2||B)  

It then composes authentication token Ґ6= {CU, Q3, R2, Ӱ2} 

and transmits it to the UE. 
Step 3: When the UE receives Ґ6, it derives the following: 

ℕ1=X1⊕h(IDUE||SKUE) 

B=X2⊕h(ℕ1||SKUE) 
Q2

*=Q3⊕h(A||B||ℕ1)  

Ӱ2
*=h(CU||Q2

*
||B)  

This is followed by the confirmation of whether Ӱ2
*= Ӱ2, 

and if this condition does not hold, the authentication 
session is aborted. However, if it holds, the UE generates 
nonce ℕ6 before calculating the following parameters:  

(h(IDU||ℕ4)||h(IDgNB||ℕ5))=R2⊕h(B||ℕ1) 
Ẕ=h(h(IDU||ℕ4)||h(IDgNB||ℕ5)||h(IDUE||ℕ6)) 
Q4=h(A||B||ℕ1)⊕h(IDUE||ℕ6), 

F1=h(CU||A||Q2
*||h(IDUE||ℕ6||B) 

Finally, it constructs Ґ7= {Q4, F1} and sends it to the gNB. 
Step 4: Upon receipt of Ґ7, the gNB derives h(IDUE||ℕ6)= 

Q4⊕h(A||B||ℕ1) and F1
*=h(CU||A||Q2||h(IDUE||ℕ6||B). It then 

checks whether F1
*
= F1 and if it is not, the session is aborted, 

otherwise it proceeds to compute the following parameters: 
Ẕ=h(h(IDU||ℕ4)||h(IDgNB||ℕ5)||h(IDUE||ℕ6)) 

CU
**

=h(CU||ℕ4),D2
*
=h(CU

**
||D1) 

Q5=h(D2||ℕ4)⊕(h(IDgNB||ℕ5)||h(IDUE||ℕ6)||CU
**

) 

F2=h(CU||ℕ4||h(IDgNB||ℕ5)||h(IDUE||ℕ6)||CU
**

||D1)  
The gNB buffers {CU, D2} together with {CU

**
, D2

*
} in its 

database. Finally it constructs Ґ8={Q5, F2} and transmits it to 
the UE. 
Step 5: Once the UE receives Ґ8, it derives the following: 

CU
**=h(CU||ℕ4) 

(h(IDgNB||ℕ5)||h(IDUE||ℕ6||CU
**)= Q5⊕h(D2||ℕ4) 

 F2
*=h(CU||ℕ4||h(IDgNB||ℕ5)||h(IDUE||ℕ6)||CU

**||D1) 
Thereafter, it verifies whether F2

*
= F2 and if it is not, the 

session is terminated, otherwise it calculates the following 
parameter: 

Ẕ=h(h(IDU||ℕ4)||h(IDgNB||ℕ5)||h(IDUE||ℕ6)) 

Afterwards, it executes the following updates: D2
*= h(CU

**||D1), 

E4
*= D2

*⊕h(ℕ3||E1) and E5
*= D1⊕h(D2

*||E1). Next, it 

substitutes {E4, E5, CU} with {E4
*, E5

*, CU
**} in its database. 

Finally, it computes Q6=h(Ẕ||CU
**

) before sending it to the 
gNB.  

Step 6: Upon receiving Q6, the gNB re-computes 

Q6
*
=h(Ẕ||CU

**
) and validates whether Q6

*
= Q6 holds and if it is 

not, the session is terminated. However, if this condition 
holds, the gNB erases {CU, D2} from its repository.  

IV. SECURITY AND COMPARATIVE ANALYSIS 

This section presents the security as well as the performance 
evaluations of the proposed protocol. For security analysis, the 
most common 5G attacks vectors are deployed. However, for 
performance evaluation, execution time and bandwidth 
requirements are utilized. 

A. Security  Evaluation 

In this sub-section, it is shown that the proposed protocol offers 
anonymity, mutual authentication, untraceability, forward key 
secrecy, and is resilient against MitM, impersonation, 
ephemeral disclosure and offline guessing attacks. 
Forward key secrecy: suppose that an attacker has knowledge 
of long term keys {℘, D1,B, SKUE}. An attempt is then made to 
derive the following session key: 

 ẔNew
=h(h(IDU||ℕ4)||h(IDgNB||ℕ5)||h(IDUE||ℕ6)) 

However, this session key incorporates nonces ℕ4, ℕ5 and ℕ6 
which are refreshed after every authentication session. As such, 
it is not possible to derive subsequent authentication session 
key ẔNew based on the current session key.  
Offline Guessing Attacks: In this attack, it is assumed that an 
attacker has physically captured the UE and extracted 

E2=ℕ3⊕h(IDU||PU),E3=h(IDU||PU||ℕ3||E1),E4=D2⊕h(ℕ3||E1) and 

E5=D1⊕h(D2||E1) through power analysis. The goal is to use 

these parameters to compromise the security of the entire 
system. However, hashing is performed on the contents of 
these parameters and it is computationally infeasible to 
reverse it. Consequently, this attack fails.   
Impersonation attacks: the assumption made in this attack is 
that an attacker can physically capture and extract secrets {E2, 
E3, E4, E5, CU}. Thereafter, an attempt is made to intercept and 
modify exchanged messages over the public channel so as to 

impersonate the SB using message Ґ5={CU, Q1, R1, Ӱ1}. 
However, these parameters require the derivation of {E1, D2, 
D1} which require knowledge of IDU, PU and ℕ4. As such, SB 
impersonation fails. 
Strong mutual authentication: in the proposed protocol, all the 
communicating entities validate the messages received before 
trusting their contents. For instance, the SB authenticates the 
gNB using F2

* and F2, while the gNB authenticates the UE 

using {Q6
*
, Ӱ1

*
, Ӱ1, Q6}. On the other hand, the UE 

authenticates the SB using E3
*
 and E3. Similarly, the UE 

authenticates the gNB using Ӱ2
*
 and Ӱ2. 

Ephemeral leakage attacks: the assumption made here is 
that an attacker can intercept and capture session specific 
nonces {ℕ4, ℕ5, ℕ6}. Thereafter, the adversary tries to 

compute the session key: 
 Ẕ=h(h(IDU||ℕ4)||h(IDgNB||ℕ5)||h(IDUE||ℕ6))  

However, Ẕ incorporates additional parameters such as the real 
identities of the SB, gNB and UE. Since all these parameters 
are unavailable to the adversary, this attack cannot materialize.   

Replay and MitM attacks: Suppose that an attacker had 
intercepted exchanged messages during the previous 
authentication session and is interested in masquerading as 
the legitimate SB by sending {CU, Q1, R1, Ӱ1 } to the gNB. 

However, since the gNB executes some freshness checks 
using ℕ4 in Ӱ1

*
 and ℕ4

*
 in Ӱ1, this replay is easily detected. 

Even if an adversary tries to modify Ґ5={CU, Q1, R1, Ӱ1}, 

parameters {Q1, R1, Ӱ1} cannot be modified devoid of IDU, PU, 

ℕ4 and shared secret D1. 

Untraceability and anonymity: The assumption made here 
is that an attacker is capable of intercepting the exchanged 
messages during the authentication and key agreement 
phase. The goal here is to associate these captured messages 
to some particular communicating entity. However, in the 
proposed protocol, the device real identities cannot be 
captured due to their masking in nonces ℕ3, ℕ5, and ℕ1. In 
addition, after every successful authentication, the current 

session security parameters are refreshed. For instance, {E4, E5, 

CU} is substituted with {E4
*
, E5

*
, CU

**} in the UE’s database. 

As such, the exchanged messages are stochastic and hence 
both anonymity and untraceability are upheld. 

B. Performance  evaluation 

Execution time and bandwidth are the most widely deployed 
metrics for assessing performance of authentication protocols. 
As such, they are deployed to evaluate the proposed protocol. 
Execution Time: During the AKA phase, the proposed 
protocol executed a total of 42 hashing operations at the UE 
and gNB sides. Based on the values in [25], a single hashing 
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operation takes 5ms and as such, the total execution time for 
the proposed protocol is 210 ms. On the other hand, the 
schemes in [23], [13], [18] and [24] take 1230 ms, 1570 ms, 
1020 ms and 780 ms respectively, as shown in Fig.2. 

 
Fig.2: Execution Time Comparisons 

It is evident from Fig.2 that the proposed protocol has the 
lowest execution time, and hence is the most ideal for 5G 
IoT devices. 
Bandwidth requirements: in the proposed protocol, the 
exchanged messages include Ґ5, Ґ6, Ґ7, Ґ8 and Q6. Using the 
values in [25], symmetric key size, timestamps, identities, 
pseudo-random numbers, hashing, random numbers and MAC 
are 16 bytes, 5 bytes, 2 bytes, 32 bytes, 8 bytes, 16 bytes and 8 
bytes respectively. Communication cost is derived as follows: 

Ґ5={CU= Q1= R1= Ӱ1=8}=32 bytes 

Ґ6= {CU= Q3=R2=Ӱ2}=32 bytes 

Ґ7= {Q4=F1=8}= 16 bytes 

Ґ8={Q5=F2=8}=16 bytes 
Q6=8 bytes 

As such, the total communication overhead is 104 bytes. On 
the other hand, the bandwidth requirements for the scheme in 

[23], [13], [18] and [24] are 976 bytes, 496 bytes, 490 bytes and 
576 bytes respectively, as shown in Fig.3. 

 
Fig.3: Bandwidth Requirements Comparisons 

Based on Fig.3, the proposed protocol has the least bandwidth 
requirements, and hence is the most suitable for 5G’s ultra-
dense deployments where bandwidth preservation is critical. 

V. CONCLUSION AND FUTURE WORK 

The goal of this paper included the development of a 5G 
authentication and key agreement protocol to address the 
security and performance issues inherent in conventional AKA 
protocols. The security evaluation has shown that this protocol 
offers mutual authentication, anonymity, forward key secrecy 
and untraceability. In addition, it is robust against 
impersonations, MitM, offline guessing and ephemeral 
disclosure attacks. In terms of performance, it has been shown 
to have the least execution time and bandwidth requirements. 
These features render it applicable in 5G service delivery 
models such as D2D and IoT where the communicating entities 
are resource constrained. Future work lies in the formal 
verification of the security features provided by this protocol. 
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