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   Abstract—Medical images possess great privacy, as the 
patient's information must be completely confidential if it is 
transferred from one hospital to another via a hospital intranet 
or the internet to take medical consultations by specialized 
doctors. This paper presents a safe new method to transfer 
medical images by hiding them within a speech signal file, and 
this is done at three levels: First, a scrambling algorithm 
proposal to ensure a change in the original medical image based 
on the binary representation of the image values and using the 
Zaslavsky map, the second level is encryption the scrambled 
image relying on DNA coding and a series of keys generated by 
a proposed hybrid algorithm based on (Tinkerbelle map and 3D 
Hénon) that provided us with good image distortion and 
provided difficulty in retrieving it by any intruder. The last level 
is to hide the contents of encrypted medical images in a speech 
signal depending on (integer wavelet transform and LSB 
algorithm), then using the proposed algorithm based on (fuzzy 
c-means clustering algorithm and short-time energy) to 
determine the locations of speech to hide in it. The results of this 
paper showed that using statistical measures of hiding and 
encryption were good in maintaining the confidentiality of 
medical image information compared to previous researches. 
Consequently, the use of encryption and hiding techniques 
together has provided double protection against the problems of 
malicious manipulation and privacy leakage on the internet as 
well as lack the hospital's intranet to security tools. 
 
Keywords—speech signal, medical image, Chaotic map, DNA 
coding, fuzzy c-means clustering   

I. INTRODUCTION  
Applications for telemedicine are particularly vulnerable to 
attacks of cybersecurity that have significant effects on 
credibility and authentication. Telemedicine, however, can be 
useful to humans in areas that are isolated and remote, where 
it is not possible for doctors to offer immediate treatment [1]. 

Audio steganography is a method where secret 
knowledge is hidden in an innocent audio cover. The most 
difficult method is encoding hidden messages in audio since 
the human auditory system (HAS) has such a wide range that 
it can listen. The HAS is experiencing an unusual 
phenomenon known as the masking effect which states that 
another type of sound affects the hearing threshold of one type 
of sound. Because of this property, some data within an audio 
file be concealed without being found [2] [3]. 

Medical images form essential components of medical 
diagnostic techniques, as they provide non-invasive methods 
to analyze anatomical cross-sections of internal organs. 

Medical images data are considered one of the most important 
and sensitive data in the area of information security. Medical 
image encryption plays an important role in solving the 
confidentiality problems around telemedicine applications. 
Sending medical images data over the network needs a robust 
encryption algorithm to be resistant to cryptographic attacks. 
When the medical image pixels are scrambled and encrypted 
using different methods, it is prevents interference and the 
unauthorized use of medical data [4]. 

Encrypting medical images is important to keep data 
confidential, but hiding increases the level of security and 
protection. We used the speech signal to hide in our research. 
Since it contains many frequencies that fall in close range and 
any change in them leads to distortion. Where the special 
characteristics of the sound itself, namely short-time energy, 
were relying on and adopted in a particular method to create a 
secret key that could not be repeated or revealed even if the 
same speech clip was recorded due to the changing 
characteristics of the sound. 

The remainder of the paper is organized as follows: 
presents in section II related work. The proposed work is 
outlined in section III. Section IV explains the experimental 
results & discussion. The paper concludes with Section V. 

II. RELATED WORK 
Medical data hiding is one of the most sensitive and attracts 

tremendous attention from the academic community across 
the globe. There are different methods used in the hiding and 
encryption of data in an audio file. 

In encryption methods, Weijia et al. [5], presented an 
algorithm for medical image data encryption using edge maps 
or fuzzy edge maps derived from a source image (i.e. source 
is any image). The method consists of three parts: 
decomposition of the bit-planes, random sequence generators, 
and permutation. The proposed algorithm possesses a 
significantly broad key space and high key sensitivity to 
secure different types of medical images and facilitate safety 
efficiency with a machine-friendly binary system. 
Parthasarathi and Shreekala [6], Introduced an algorithm that 
is a simple enhancement of steganographic algorithms using 
specific methods to achieve minimum predictive error 
distortion and data size overhead. This method is based on the 
related prediction error and the difficulty in managing the 
phase of nonlinear quantization. Hanisha et al. [7], offered an 
audio steganography technique and encrypting it with a 
unique key consisting of a 10-digit number within the speech 
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signal. The data embedded in the frame samples of the LSB 
and the unique key added to the stenographic signal for better 
safe transmission, thereby reducing the impact on the retrieved 
signal quality.  
In steganography methods, Dhandapani and Buvaneswari [8], 
proposed three steganography techniques which embed a bit 
stream of the message and effectively extract the hidden secret 
message without using the original cover video in the 
coefficients of the IWT, DWT and using the LBP technique to 
form stego-video file. They have applied suggested algorithms 
to grayscale and color images. Dalia et al. [9], presented a 
symmetric cryptosystem that relies on two distinctive non-
consecutive chaotic diffusion phases and one DNA 
scrambling phase between the image being transmitted, and 
the key is used to increase the difficulty of the connection. 
These phases allow more robustness of the proposed image 
encryption scheme against cipher image attacks. Firas et al. 
[10], proposed a data hiding method using an integer lifting 
wavelet transformation based on DNA coding using the key 
extracted from the cover image to ensure total data 
reversibility. The generated DNA sequence is used to create 
the key to encrypt the hidden data and to choose the pixels in 
HL, LH, HH sub-bands to hide in them. Roayat et al. [11], 
suggested the two-phase steganography and cryptography 
scheme. In the first phase, hiding the patient's medical image 
data used the LSB technique. In the second phase, the medical 
image was encrypted using DNA encoding and a new HST 
map incorporating Hénon and ten maps to generate high 
random chaotic series. 

III. PROPOSED METHOD 
In the proposed method, we introduce three levels: Firstly, a 
scrambling algorithm using the Zaslavsky map. Secondly, 
encryption relying on DNA coding, Tinkerbelle map, and 3D 
Hénon. The last level is to hide a medical image encrypted in 
a speech signal depending on the integer wavelet transform, 
LSB algorithm, fuzzy c-means clustering, and short-time 
energy. The details of these algorithms used in the proposed 
method are mentioned in section (A) and the algorithms of the 
three levels of the proposed method are explained in section 
(B) as follows: 

A. Basic algorithms 
1) Zaslavsky map 

The Zaslavsky map is a generator of the pseudorandom 
bit. This Map is a nonlinear, discrete-time system that 
produces dynamic behavior. It constitutes a significant part of 
the encryption algorithms. Zaslavsky's map is used to mask 
the sample of the data in order to create diffusion. The 
Zaslavsky map is defined as [12] [13] [14] : 

ቊ
௡ାଵݔ = ௡ݔ ) ݀݋݉ + 1)ݒ + μ ݕ௡ ) + ԑ ݒ μ ܿݏ݋ (ݔߨ 2௡), 1)
௡ାଵݕ = ݁ି௖ ൫ݕ௡ +  ൯                                                   (1)(௡ݔߨ2)ݏ݋ܿ 

Where, v, c, ԑ are control parameters and e is exponentiation, 
and   μ = ଵି௘ష೎

௖
. 

 
The key set for the Zaslavsky map is {x0, y0, v, c, ԑ}. 
In our paper, we used:  x0=0.12, y0=0.13, v=0.2, c=5, ԑ= 9. 
 
 

2) DNA coding 
DNA coding is the method of encrypting data based on 

molecular DNA. Because DNA has a massive capacity for 
information, it can be used to store a large amount of 
information. DNA computing is a modern type of molecular 
biology-based computation and simulation of the 
biomolecular structure of DNA. DNA refers to a nucleic acid 
that carries living organisms' genetic data.  A sequence of 
DNA consists of four separate basic nucleotides, called 
Adenine, Cytosine, Thymine, and Guanine (i.e., A, C, T, and 
G), but the pairing is allowed just between A and T and C and 
G only. The four components A, C, T, G are encoded to 00, 
10, 11, and 01. We can get 24 forms of encoding methods, but 
in the software the pairing rules have to be followed, which A 
bases have to be paired with T and C have to be paired with 
G, because only eight types (R.1,…,R.8) of encoding are 
efficient.  

The rules (R) for DNA coding are summarized in Table 1 
[15] [16] [17].  

Table 2 shows the complement results of basic 
nucleotides whereas Table 3 shows the subtraction results of 
DNA where if (A=01) subtracts of (A=01), the result is 
(C=00), etc. [15] [16]. 

TABLE 1.   DNA CODING RULES 

 R. 1 R. 2 R. 3 R. 4 R. 5 R. 6 R. 7 R. 8 

A 00 00 01 01 10 00 11 11 

C 01 10 11 00 00 11 01 10 

T 11 11 10 10 01 01 00 00 

G 10 01 00 11 11 10 10 01 

TABLE 2.   DNA COMPLEMENTARY 

Basic Nucleotides Binary Value 

A 01 
C 00 

T 10 
G 11 

TABLE 3.   DNA SUBTRACTION 

 A C G T 

A C G T A 

C A C G T 

T G T A C 
G T A C G 

 
3) Tinkerbelle map 

Tinkerbell map used to generate Random numbers to hide 
the original data in order to omit the true meaning of the 
original speech signal. Tinkerbell map is a chaotic two-
dimensional map displaying nonlinear dynamic behavior in a 
discrete-time. This map introduces deterministic chaos to 
initial parameters and noise (Pseudo-Random Numbers).  
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The mathematical equations for the Tinkerbell map are 
mentioned by [12] [14]. 

Tinkerbell map =  ൜ݔ௡ାଵ = ௡ݔ
ଶ − ௡ݕ

ଶ + ௡ݔܽ + ௡ݕܾ
௡ାଵݕ = ௡ݕ௡ݔ2 + ௡ݔܿ + ௡ݕ݀

          (2) 

Where xn, yn are current chaotic values; xn+1, yn+1 are next 
chaotic values; a, b, c, and d  control parameters.  
In our paper, we used:  x0=-0.1,  y0= 0.3, a= 0.9,   b=-0.6013, 
c=2.0, d=0.5 
 
4) Hénon map 

The Hénon map is a nonlinear and discrete-time system 
that was introduced by Michel Hénon to provide dynamical 
chaotic behavior. The Hénon map is periodic and non-
convergent, therefore it contains excellent pseudo randomness 
and unpredictability [18] [19] [20]. 

Hénon map(3ܦ) = ൝
௡ାଵݔ = ܽ − ௡ݔ

ଶ − ௡ݖܾ
௡ାଵݕ =                     ௡ݔ
௡ାଵݖ =                      ௡ݕ

                      (3) 

Where, a, b are state variables (two bifurcation 
parameters (a > 0     & b > 0,   ݔ௡

ଶ  is seed map. 
In our paper, we used:  a=1.6, b=0.5, x0=0, z0=0  
 
5) Integer wavelet transform 

Integer wavelet transform (IWT) is a type of wavelet 
transform which maps integer data set with another integer 
data set and mainly used for signaling techniques.  IWT has 
the important property that its coefficients have the same 
dynamical range as the original signal. The IWT domain has 
an advantage over other frequency domain steganography 
techniques, thus providing good perceived quality and 
robustness [21] [22].  

 
Haar wavelet transform can be calculated as follows [23]: 

ଵ,௡ݏ                              = (௦బ,మ೙ା௦బ,మ)
ଶ

                                      (4) 

                             ݀ଵ,௡ = ଴,ଶ௡ݏ  −  ଴,ଶ௡                                (5)ݏ

Where S  i,1 is the nth low frequency; di,1 is the high 
frequency at the ith level. 
The result of the Haar wavelet transform in (4) and (5) is not 
an integer, therefore it recalculates using  these steps as 
follows: 

݀ଵ,௡ = ଴,ଶ௡ାଵݏ  −  ଴,ଶ௡                               (6)ݏ

ଵ,௡ݏ = ଴,ଶ௡ݏ  + ݀ଵ,೙మ
                                    (7) 

The inverse transform can be calculated as follows: 

଴,ଶ௡ݏ = ଵ,௡ݏ  − ݀ଵ,೙మ
                                     (8) 

଴,ଶ௡ାଵݏ =  ݀ଵ,௡ +  ଴,ଶ௡                               (9)ݏ

 

6) The least significant bit  
The least significant bit (LSB) method is a widely used 

spatial domain method and is often used for audio 
steganography. LSB is used to cause more distortion in the 
cover file embedding [3] [8]. 

7) Fuzzy C-means 
Clustering algorithms are considered to be a good 

technique for dealing with the similarity and uncertainty of the 
image, which groups pixels into different clusters based on 
particular criteria. Fuzzy C-means (FCM) is an algorithm 
based on the fuzzy theory that allows the element to belong to 
multiple classes with varying memberships. 
The modified FCM algorithm is a non-membership function 
to generate an intuitional fuzzy set and a mechanism of 
determining initial clustering centers based on grayscale 
characteristics. Details of fuzzy C means algorithm can be 
found in [24]. 

B. Algorithms of the proposed method 
Suggested algorithm to hide encrypted medical images in 

speech signal file 
It consists of three levels as follows: 

1) Scrambling algorithm 
Input: gray medical image 
Output: scrambled medical image 

The working mechanism as follows (it shows in Fig. 1): 
 Open the gray medical image 
 Convert the gray image matrix to a one-dimensional 

vector 
 Convert the vector values of the gray image to values in 

binary representation, as each symbol expresses it in 8 
bits, and save the values in a new vector (contents are 
either 0 or 1) . 

 Divide the binary symbols into two equal halves, then 
work on the following 
a) Read two symbols from the end of the second half, 

then work to rotate the symbols and save them in the 
new file 

b) Reading two symbols from the beginning of the first 
half and saving them directly in the new file 

c) Completion of these steps (a, b) until the file is 
completely finished 

 Generate a key string using the Zaslavsky map with a 
length equal to the number of symbols in the binary 
vector . 

 Arrange the keys in ascending order, keeping the original 
location of each key before arranging 

 Rearrange the bits of the image file, depending on the 
order of the keys 

 Convert the binary vector to decimal value, and then 
convert the decimal vector to a two-dimensional matrix 
that its dimensional is equal to the dimensions of the 
original image   

 Save the resulting image after the scrambling to using for 
the next stage (image encrypting). 
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2) Encrypting Image algorithm 

Input: scrambled medical image 
Output: encrypted medical image 
The working mechanism as follows (it shows in Fig. 2) : 
 Read the gray image array and convert the array to a one-

dimensional vector, then convert each value in it from 
decimal to binary representation 

 Use DNA coding to convert the bits of the binary file into 
a DNA representation 

 Generate a key chain using (Tinkerbell map and 3D 
Hénon map) to create a hybrid key chain with a length 
equal to the number of symbols in the binary 
representation of the vector of image (i.e, the generated 
keys are in binary representation (0 or 1)) . 

 Use DNA coding to convert the bits of the keys file into 
a DNA representation 

 According to the complementing Table 2, make a 
comparison between the values of the medical image 
vector and the values of the keys file after converting 
them to DNA format in order to encrypt the medical 
image . 

 Convert the resulting file after using the DNA format to 
binary representation, to restore the symbolic values in 
their binary encoded form 

 Convert values from DNA format to values (zero and 
one) using the DNA subtraction Table 3. 

 Convert symbols from their binary representation to 
decimal, then convert the resulting vector to a two-
dimensional array with a size equal to the size of the 
original image matrix . 

 Save the resulting 2D array as an encrypted image . 

 
 
 
 

 

 

 
3) Hiding algorithm 

It is used to hide an encrypted medical image in a speech 
signal file 
Input: encrypted medical image, speech signal file 
Output: speech signal file hiding an encrypted image 
The working mechanism as follows (it shows in Fig. 3): 
 Read the encrypted medical image and convert it from a 

two-dimensional array to a one-dimensional vector 
 Convert all vector values from decimal to binary 

representation and save each binary code (0 or 1) in a 
separate location within the value vector of the encrypted 
image file 

 Read the speech signal file and divide a value into blocks 
in each block with 256 values 

 For each block, extract the short time energy parameter 
in it and store these values in a vector 

 Choose the highest 16 short time energy values and save 
the original locations of these blocks 

 For each of the 16 blocks, convert the 256 block values 
to a 16×16 binary array 

 Divide the resulting matrix using fuzzy c-means 
clustering algorithm where we get a vector with a length 
of 16 values that contains the values (1 and 2). To obtain 
a vector with a length of 256 values that represents a 
private key (PK) that is exchanged between the sender 
and the recipient, we repeat this process over the rest of 
the 16 blocks. 

 Use integer wavelet transforms for each block that is not 
among the 16 blocks to get the ca and cd coefficients. 
The length of each of (ca, cd) is 128, since we use these 
128 locations to hide the image  

 Convert the ca values from the fraction to the binary 
representation with length equal to 64 bits. 

 Cut 8 bits from the locations 25-32 for each binary 
representation of ca ( B= b1 b2 b3 b4 b5 b6 b7 b8), and use 
the LSB algorithm to replace the last bit with the encoded 
image (M) to be hidden using these steps, depending on 
PK: 

 

 
 
Fig. 2: Encrypting image level 

 

 
 
Fig. 1. Scrambling image level 
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o If PK = 1, do XOR (b5, b6) = W1 as the first stage. 
Next do XOR (W1, M) = W2 as the second stage. 
Then use LSB algorithm to replace bit 8 of the 
vector (B) with W2 value (i.e. the new values of the 
vector (B) is b1 b2 b3 b4 b5 b6 b7 W2) 

o If PK = 2, do XOR (b7, b8) = W1 as the first stage. 
Next do XOR (W1, M) = W2 as the second stage. 
Then use LSB algorithm to replace bit 8 of the 
vector (B) with W2 (i.e. the new values of the 
vector (B) is b1 b2 b3 b4 b5 b6 b7 W2) 

 Combine the new values of vector (B) in locations (25-
32) of the ca value then convert the value of new ca from 
binary to decimal representation. 

 Perform an inverse IWT transform to construct the 
original speech signal based on the same cd value and the 
new ca value. 

 Reconstruct the speech signal by merging the blocks 
after performing the hiding process to get a speech signal 
file included on the encrypted image inside it. 

 
 

IV. RESULTS 
To evaluate our method, we conducted several experiments 
using many databases. First, for speech, we used the speech 
sample database from an LJ speech library test [25]. The 
library consists of short clips of 13100 sound clips from 1 to 
10 seconds. Secondly, for medical images, we used two 
databases, Database1: ChestX-ray8 database which is 
112,120 X-ray images with disease labels from 30,805 unique 
patients [26]. Database2: The brain CT database consists of 
head CT (Computed Tomography) images in jpg format. It 
contains 2500 brain window images and 2500 bone window 
images, for 82 patients [27].  

We performed our tests on a PC with Pentium Corei7, CPU 
@2.60 GHz, 6.00 GB RAM, 64 bit Windows 10 OS to 
evaluate the implementation results. We used MATLAB 
R2018a tools for all the simulations. 

We used the measures SNR "Signal to Noise Ratio", PSNR 
"Peak Signal to Noise Ratio", MSE "Mean Square Error", 
Structural Similarity Index Metric (SSIM), and Correlation to 
measure the work efficiency in the hide algorithm, and in 
measuring the efficiency of the encryption algorithm, we 
used the measures PSNR, MSE, NPCR "Number of Pixels 
Change Rate", and UACI "Unified Average Changing 
Intensity".  
The following equations are computed in [11] [17] ]24 [  as 
follows:  

ܴܵܰ = ) ଵ଴݃݋݈ 10 ∑ ௢(௜)మ೙
೔సభ

∑ ൫௢(௜)ି௦(௜)൯
మ೙

೔సభ
 )                              (10) 

ܴܲܵܰ = ଵ଴݃݋10݈  ቂ୫ୟ୶(௢(௜),௦(௜))మ

௔௕௦(௢(௜)ି௦(௜))మቃ                               (11) 

ܧܵܯ = ଵ଴݃݋10݈  ∑ ∑ ൫௢(௜)ି௦(௜)൯
మ

ெ∗ே
௡
௜ୀଵ

௠
௜ୀଵ                           (12) 

,ܱ)ܯܫܵܵ ܵ) = (ଶμ೚μೞା௖௢భ)(ଶఙ೚ೞା௖௢మ)

൫μబ
మାμೞ

మା௖௢భ൯൫ఙబ
మାఙೞ

మା௖௢మ൯
× 100                (13) 

௢௦ܥ  =  ∑ (௢೔ିμ೚).(௦೔ିμೞ
೙
೔సభ )

[ ∑ (௢೔ିμ೚)మ೙
೔సభ ]

భ
మൗ  [ ∑ (௦೔ିμೞ)మ೙

೔సభ ]
భ

మൗ                              (14) 

ܴܥܲܰ  = ଵ
ே×ெ

 ൫∑ ,݅)ܦ ݆)௜,௝ ൯ × 100%                              (15) 

ܫܥܣܷ   = ଵ
ே×ெ

 ቀ∑ ቚௗభ(௜,௝)ିௗమ(௜,௝)

ଶହହ
ቚ௜,௝ ቁ × 100%                   (16) 

,݅)ܦ   ݆) = ൜
0      ݀ଵ(݅, ݆) = ݀ଶ(݅, ݆)         
1      ݀ଵ(݅, ݆) ≠ ݀ଶ(݅, ݆)                                     (17)                   

 Where:  
n is the numbers of rows and m are the columns in 
cover speech signals file input 
o is the sample with index number in the original 
speech signals file  
s is the sample with index number in the stego -
speech signals file 
μ௢  and  μ௦ are the mean values of o and s 
respectively  
 ௦ are the standard deviation values of o andߪ ௢ andߪ
s respectively 
Co1 = (k1L)2, and Co2 = (k2L)2 are two constants 
used for null denominator avoidance 
L is the dynamic range of the signal values 
(typically this is 2# bits per signal -1).  
d1 = an encrypted image without any modification 
of the original image 
d2= an encrypted image after a one-pixel change in 
the original image. 
 

We used two databases for medical images with different 
grey color degrees (the first database: chest rays images that 
color gamut tends to whiteness and the second database for 
brain rays, the color gamut tends to blackness). 

 
The results we obtained through several experiments 

using these databases showed that the hiding rate is 
pretty good. 

 

 
Fig. 3. Hiding image into speech signal level 

 

Convert Matrix of Encrypted Image to 1D  
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Where in Table 4 and  Table 5, we used gray images (1, 
2, and 3) with a size (128 x 128 pixels) from Database 1 with 
several speech signals of different sizes, while in Table 6 and  
Table 7 we used gray images (4, 5, 6, 7, 8 and 9) with a size 
(64 x 64 pixels) from Database 2 With several speech signals 
in different sizes as well. 

 
Tables 4 and 6 show high values for the two statistical 

measures (SNR, PSNR). As for the (MSE) measure, the error 
rate was very low, which indicates the clarity of the speech 
signal after it was hidden, as well as the hiding rate, is very 
good.   

Likewise, the results of the two measures (correlation, 
SSIM) in Tables 5 and 7 show that similarity and correlation 
are strong between the original speech signal and the speech 
signal after hiding, as their values approach one. 

Through the results in Table 8, we used three different 
gradation styles of medical images to determine whether or 
not the white and black ratio affects our method used. We 
found that the values of the results in the images (Medical 
Img4, Medical Img5, and Medical Img6) different. Where 
(UACI) and (PSNR)  values are higher and smaller than the 
rest of the images of the database respectively, and thus we 
conclude that the gradations of gray color in medical images 
affect the accuracy of the results and reduce the quality and 
make a big difference between the original and encrypted 
images. 

TABLE 4.  SNR, PSNR, AND MSE RESULTS OF HIDING DIFFERENT GRAY 
IMAGE SIZE (128×128 PIXELS) IN DIFFERENT SPEECH SIGNAL LENGTH 

Cover 
speech  

Length 
 

Medica
l Image  

SNR PSNR MSE 

Signal1 20ms  
Medical 

Img1 
 

111.162 129.509 3.609E-14 
Signal2 30ms 110.772 129.119 3.949E-14 
Signal3 40ms 116.041 134.388 1.173E-14 
Signal4 50ms 135.443 153.790 1.347E-16 
Signal1 20ms  

Medical 
Img4 

111.162 129.509 3.610E-14 
Signal2 30ms 110.772 129.119 3.949E-14 
Signal3 40ms 116.042 134.389 1.173E-14 
Signal4 50ms 135.518 153.865 1.323E-16 
Signal1 20ms  

Medical 
Img7 

 

111.161 129.508 3.610E-14 
Signal2 30ms 110.772 129.119 3.949E-14 
Signal3 40ms 116.042 134.388 1.173E-14 
Signal4 50ms 135.507 153.854 1.327E-16 

 

TABLE 5.  CORRELATION AND SSIM RESULTS OF HIDING DIFFERENT GRAY 
IMAGE SIZE (128×128 PIXELS) IN DIFFERENT SPEECH SIGNAL  

Cover 
speech  

Length 
 

Medical 
Image  

Correlation SSIM 

Signal1 20ms  
Medical 

Img1 
 

0.999 0.999 
Signal2 30ms 0.999 0.999 
Signal3 40ms 0.999 0.999 
Signal4 50ms 0.999 1 
Signal1 20ms  

Medical 
Img4 

0.999 0.999 
Signal2 30ms 0.999 0.999 
Signal3 40ms 0.999 0.999 
Signal4 50ms 0.999 1 
Signal1 20ms  

Medical 
Img7 

 

0.999 0.999 
Signal2 30ms 0.999 0.999 
Signal3 40ms 0.9999 0.999 
Signal4 50ms 0.9999 1 

 

TABLE 6.  SNR, PSNR, AND MSE RESULTS OF HIDING DIFFERENT GRAY 
IMAGE SIZE (64×64 PIXELS) IN DIFFERENT SPEECH SIGNAL LENGTH 

Cover 
speech  

Length
 

Medical 
Image  

SNR PSNR MSE 

Signal1 4ms  
Medical 

Img1 

129.633 147.361 5.701E-16 
Signal2 7ms 131.969 149.812 2.208E-16 
Signal3 10ms 112.022 130.369 2.961E-14 
Signal4 20ms 111.192 129.539 3.584E-14 
Signal1 4ms  

Medical 
Img4 

129.576 147.304 5.777E-16 
Signal2 7ms 132.035 149.878 2.175E-16 
Signal3 10ms 112.021 130.368 2.961E-14 
Signal4 20ms 111.192 129.540 3.584E-14 
Signal1 4ms  

Medical 
Img7 

129.526 147.254 5.844E-16 
Signal2 7ms 131.922 149.765 2.232E-16 
Signal3 10ms 112.021 130.368 2.962E-14 
Signal4 20ms 111.192 129.539 3.584E-14 

 

TABLE 7.  CORRELATION AND SSIM RESULTS OF HIDING DIFFERENT GRAY 
IMAGE SIZE (64×64 PIXELS) IN DIFFERENT SPEECH SIGNAL  

Cover 
speech  

Length 
 

Medical 
Image  

Correlation SSIM 

Signal1 4ms  
Medical 

Img1 
 

0.999 1 
Signal2 7ms 0.999 1 
Signal3 10ms 0.999 0.999 
Signal4 20ms 0.999 0.999 
Signal1 4ms  

Medical 
Img4 

0.999 1 
Signal2 7ms 0.999 1 
Signal3 10ms 0.999 0.999 
Signal4 20ms 0.999 0.999 
Signal1 4ms  

Medical 
Img7 

 

0.999 1 
Signal2 7ms 0.999 1 
Signal3 10ms 0.999 0.999 
Signal4 20ms 0.999 0.999 

 

 

TABLE 8. RESULTS OF EXPERIMENT BETWEEN INPUT MEDICAL IMAGE AND 
ENCRYPTED MEDICAL IMAGE  

Image Dimension PSNR MSE NPCR UACI 
MedicalImg1  

 
 
 
    128×128 

8.1482 9960.10 99.58 32.02 
MedicalImg2 8.2536 97211.52 99.61 31.65 
MedicalImg3 7.6389 11199.01 99.56 33.66 
MedicalImg4 6.7256 13820.38 99.79 39.10 
MedicalImg5 6.6659 14011.37 99.75 39.72 
MedicalImg6 6.7117 13864.51 99.71 39.12 
MedicalImg7 8.1947 9853.84 99.69 31.12 
MedicalImg8 8.3397 9530.24 99.68 30.56 
MedicalImg9 8.1852 9875.48 99.71 31.17 
MedicalImg1  

     
 
   
       64×64 

8.0344 10224.38 99.56 32.45 
MedicalImg2 8.1358 9988.38 99.60 32.20 
MedicalImg3 7.6448 11839.78 99.63 33.53 
MedicalImg4 6.8401 13460.67 99.82 38.16 
MedicalImg5 6.7036 13890.39 99.75 38.69 
MedicalImg6 6.7626 13703.01 99.58 38.73 
MedicalImg7 8.0431 10203.84 99.70 31.59 
MedicalImg8 8.0981 10075.56 99.70 31.35 
MedicalImg9 8.1202 10024.29 99.73 31.63 
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Fig. 4 and Fig. 5 are shown the scrambling and encryption 
process of the medical images     ( Img1, Img4, and Img7) with 
size (128×128 pixels and 64×64 pixels). While Fig. 6 and Fig. 
7 are shown hide image (64×64 pixels) in speech signal length 
20ms and 4ms respectively. 
 

 

 

 

 

 
 

 
To evaluate the proposed hiding and encryption 

algorithms using quality measurements a comparison is made 
with other techniques. The comparison is presented in Table 
9, and Table 10, sequentially. 

 
 

TABLE 9. COMPARISON PROPOSED METHOD WITH EXISTING SCHEMES OF 
HIDING IMAGE IN SIGNAL 

 
Paper Correlation  SSIM  SNR  PSNR  MSE  

Abduljaleel 
[23] 

- - - 87.6718 0.0001 

Hameed 
[28] 

- - 81.60 - - 

Our paper 0.999  1  135.507  153.854  1.327E-16 

 
 

TABLE 10. COMPARISON PROPOSED METHOD WITH EXISTING SCHEMES OF 
ENCRYPTION IMAGE 

 
Paper PSNR  MSE  NPCR  UACI  

Joshua et al. 
[4] 

- - 99.64  33.43 

Cao et al. 
[5] 

- - 99.66 33.50 

ElKamchouchi et al. 
[9] 

- - 99.6150 33.4205 

Abdelfattah   et al. 
[11] 

6.36  15144.68  99.613  33.571  

Q. Liu and L. Liu 
[15] 

  99.61 32.20 

Al-Mashhadi and 
Abduljaleel  [16] 

- - 99.63 28.90` 

Ali and R. Ali 
[29] 

- - 99.60 33.43 

Our paper 8.1852  9875.48  99.71  31.17  

 
 

            
      Img1         Scrambled Img1    Encrypted Img1 

          
      Img4           Scrambled Img4        Encrypted Img4 

                        
      Img7          Scrambled Img7    Encrypted Img7 

 
Fig. 5: the scrambling and encryption process of the medical images 

(Img 64×64 pixels)         

 

   
   Img1                      Scrambled Img1              Encrypted Img1         

  
              Img4                  Scrambled Img4            Encrypted Img4 

  
            Img7                      Scrambled Img7           Encrypted Img7    
Fig. 4.  The scrambling and encryption process of the medical images 

(Img 128×128 pixels) 

 

   
a) Before hiding image                 b)   After hiding image 

Fig. 7.  Hide image 64×64 pixels in speech signal length 4ms 

 
a)  Before hiding image                 b)   After hiding image 

 
Fig. 6.  Hide image 64×64 pixels in speech signal length 20ms 
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V. CONCLUSION 
In the healthcare industry, Medical images are carefully 
transmitted from source to destination and this transmission of 
this information requires more security through the internet, 
where the problems of malicious manipulation and hackers, as 
well as privacy leakage, are present.  

In this paper, the hiding and encryption techniques have 
been used for hiding images in the speech signals. Firstly, the 
medical image of the patient is encrypted using the suggest 
encryption method that contains DNA coding and a series of 
keys generated by (Tinkerbell map and 3D Hénon map) to 
achieve the confusion and diffusion. Also for scrambling the 
medical image, we used the Zaslavsky map. Secondly, the 
encrypted medical image is hidden in speech signal using 
(integer wavelet transform and LSB algorithm), then using 
(fuzzy c-means clustering algorithm and short-time energy) to 
determine locations of the speech signal to hide in it. 

Finally, we used measures (MSE, PSNR, NPCR, and 
UACI) to measure the effectiveness of the encryption 
algorithm, and measures (SNR, PSNR, MSE, Correlation, and 
SSIM) to measure the effectiveness of the hiding algorithm. 
We obtained good results compared to similar researches. The 
security analysis reveals that our method has a high degree of 
protection and is capable of withstanding all forms of attacks 
in comparison with other methods as explained in the section 
on results. 

 We used square medical images (i.e. the length and width 
are equal). In the future, we could apply our algorithms to 
images of different lengths and widths. 
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