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Abstract: Cloud computing is a very useful technology in our daily life, this computing uses 

the Internet to provide applications and also to transfer and maintain data , it is imperative to 

provide an environment that protects applications and data within this cloud , networks have 

to be protocols that use strong algorithms to protect themthis paper discusses some of them 

and compares them with others, data security and encryption is considered one of the most 

important discoveries, despite its development in the old days completely separatelynow that 

reality showed a close connection between them. 
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I. INTRODUCTION 

Cloud computing technology is a model for enabling access to a shared network of 

computing resources, it has become a very popular topic of research and important issues 

such as electricity and water , conveyor networks are essential in them, as they must be 

protected,in this paper the methods of protection were thoroughly followed and studied the 

first appearance of protection, its disadvantages were discussed and how mistakes made were 

avoided, a comparison was also made between two types of encryption, transfer data and how 

it is protected by means of encryption, as it is necessary to protect it. Here, how data is 

protected has also been clarified and a model of algorithms has been taken, this algorithm 

will show how it is encrypted and protected from attackersthis algorithm was applied to the 

python program, and the results were obtained on encoding and decoding the data, and 

detailing this was done by codes. 

II. CLOUD COMPUTING SECURITY 

A computing cloud can be expressed in order to provide or connect computer services and 

resources(Data bases, analyzes, storage spaces ...). 

And all of these operations are done by the Internet, and that by providing interfaces to 

manage the services provided by the cloudcomputing This is usually over the web. 

This computing cloud has several advantages that we can mention. 
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 Provide self-service :The user can specify the resources required to operate and start 

working without the need to wait for settings from the network administrator. 

 Flexibility: User can increase and decrease resources as needed. 

 Pay to use: Meaning that the service provider calculates only the resources that have 

been used, and only these resources are accounted for. 

 Flexibility in transportation: User can transfer data from one cloud to another 

easily. 

 

In the past (the nineties) your data was on your computer or if you worked in a company that 

was stored in the servers of that company, and everything changed when the cloud appeared. 

Your data can be located anywhere, and the same goes for your applications 

That is why it became more difficult for data security and cloud security became necessary. 

 

Cloud security is a complete set of technologies and protocols that protect cloud computing 

data, and this process is done by encrypting every step within the cloud that can be 

summarized into 

1- Encryption key management :This tool enables administrators to provide their own 

encrypted keys or they can request to create a key for them to protect their databaseIt 

supports key files, key encryption PFX and BYOK. 

2- Client-side encryptionThis means that user data is encrypted before it is sent the 

text of the key used for encryption is not only saved locallySo that the user data is safe, and 

the original data cannot be decoded even if the data is leaked. 

3- Cloud server encryptionContent-aware coding and coordinated coding are common 

encryption methodsA content-aware program uses the data or formats and codecs used to 

prevent data leakageBased on policy settings such as automatically encrypting the credit card 

number when sent to law enforcement by email. 

4- Cloud password machine serviceA cloud server encryption device is a hardware 

encryption device that uses a virtualization method to create multiple virtual encryption 

devices. 

5- Key management servicesExisting cloud service providers can provide encryption 

key schemes to protect the development of cloud-based applications and services, or they can 

leave this protection to users. As cloud service providers advance towards solutions that 

support strong key management. 

6- Data encryption:encryption technology is used to protect the security of data during 

storage and transmission (link encryption technology). For storage technicians, the encryption 

systems and technologies commonly encountered are storage backgrounds that support 

encryption, such as cryptography. Disk or storage encryption. 

 

III. DATA ENCRYPTION AND PROTECTION BY PROGRAMMING LANGUAGE 

 

Encryption is a method of encoding a message in a form that is not readable by unauthorized 

users, this is done by using algorithms that transform the original data. 

Here, a distinction must be made between data masking and data encryption 
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Data masking is a technique for hiding communication by masking the confidential message 

into a fake one. 

The difference is that Data masking is a science that deals with how a connection can be 

hiddenwhereas, data encryption is the science of transforming the content of communication 

and making it obscure. 

Therefore, any data must be encrypted before entering the cloudcomputing because its 

detection would have unsatisfactory results for the user, whether it was a credit card number 

or a bank account or other. 

There are many encryption methods from different programs, but we will use Python for 

encryption,Python has many encryption methods such as (RSA cipher) or SDES or other. 

But here to encrypt the data we will take the type encode anddecoding, but this type needs 

database, this type is hashlib (MD5). 

 steps First we open the program and create a file that contains all the data to be encrypted 

before sending on cloud computingSuch as address, work, credit card number, name, date of 

birth 

As in the figure below. 

 
 

Fig  1 : The data to be encrypted 

 

Work stepsfor encryption 

 

1- From hashlib import * 

This code means that the hashlib was called give a * This means calling out everything. 

2- File=input (“Enter the file name:”) 

Calling file name from outside means by input it takes data. 

3- With open (file, mode=‟r‟) as f: 

Here the filename is called and given a commandmode = r,this file means readable. 

4- For line in f: 

call up for loop working on this file and for every line in this file. 

5- Line=line. Strip () 

Here the task of this function is to format the data inside the file. 
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6- Hashlib=md5(line. Encode ()). hexdigest () 

Here means the MD5 function was calledThat takes the data to be encoded and continues 

until we get its final imagehexdigest (). 

 

After applying this program and entering into it all the data that we wanted to encrypt 

It shows us the results in a way that is not readable or understandable. 

As in the figure below. 

 

 
 

Fig2:Data encryption results 

Work stepsfor decryption 

 

Now we are decryptionand here we take the same previous exampleand also work by hashlib 

and the way it works is through the databasethe database contains encrypted data 

when we give encrypted data, it takes and searches the database for something that matches it 

and when he finds it, he takes the original word for it with this, the encryption is unlocked 

The following is an explanation of decryption by the application in the program. 

 

1- From hashlib import * 

This code means that the hashlib was called give a * This means calling out everything. 

2- Word=input (“Enter the hash here: “) 

Here we have given a word and input to enter the data to be encrypted. 

3- File=input (“Enter the file name:”) 
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Calling file name from outside means by input it takes data. 

4- With open (file, mode=‟r‟) as f: 

Here the filename is called and given a commandmode = r, this file means readable. 

5- For line in f: 

call up for loop working on this file and for every line in this file. 

6- Line=line. Strip () 

Here the task of this function is to format the data inside the file. 

7-  If md5(line. Encode ()). hexdigest () ==word: 

At this stepthe if conditional was used and the condition becomes if every line in the database 

after encryption equals the word print. 

8- Print („password cracked „, line). 

As in the figure below. 

 

 
 

Fig3: Data decryption results 

IV. NETWORK ENCRYPTION AND PROTECTION 

 

Most people do not realize that we rely on encrypted networks every time we use the Internet, 

and this thing is done by many algorithms that encode and decipher cipher. 

For this matter we will take three levels of encryptionand we review the most important 

characteristic of it. 

 

1- WEP (wired equivalent privacy)It is the first level and types of encryption that he 

used to protect Wi-Fi in 1999, And it is one of the weakest levels of encryption ever and the 

easiest to penetrate,The reason for this is the reluctance of network device manufacturers to 

impede users and ease their communication with networks at the expense of increasing 

protection and encryption. 

2- WPA (Wi-Fi protected access)After the system vulnerability that occurred with the 

old coding, a new type must have appearedin 2003, The most important characteristic of this 
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encryption is the increase in the length of the encryption key to 256 bits, He passed through 

many stages and names of themWPA_PSK  (Pre-shared key)  and also WPA-TKIP ( 

temporal key integrity protocol), Hackers have a desire to prove the weakness of the new 

encryption system, and although the time is long and its penetration is difficult, it has already 

been hacked. 

3- WPA2 (wireless protected access 2 )In 2006, wp entered work, a level of encryption 

that is the best among the three levels, and it came to fix the gaps that occurred in the system 

WPA Although it is the strongest level of encryption now and filling system vulnerability, it 

depends on the WPA system, which came in the first place, depending on the mother system 

WEP. 

 

If we talked about the most secure protocols, WPA2 is the first, as for encryption, AES with 

CCMP is the most secure encryption. WPA2 start using the algorithm AES with CCMP 

instead of TKIP, Previously in WPA it was AES optional, but in WPA2 it was AES 

mandatory. 

 

AES(advanced encryption standard) 

 

It is considered one of the most important ways to encode important data in a WPA2 

protocol.to explain the algorithm in simple terms that it takes a plain text and turns it into an 

encrypted text and it seems that the cipher is advised as a random string of characters to an 

observer who does not have the encryption key.the device or person on the other end of the 

transmitter contains a key that decrypts the data to facilitate viewing, And the device from 

which the transmission is directed contains the first key that encrypts before sending, 

encryption levels are heh (128, 192, 256 bits) even the smallest level of 128 is theoretically 

unbreakable because current computing power takes more than 100 billion years to find the 

correct solution to the cryptographic algorithm. 

 

AES protection properties 

 

1- Protection :AES algorithms have the ability to resist attacks better than others. 

2- Implementation: the as algorithms are flexible as well as easy to implement. 

3- the cost: very few. 

 

Comparison between DES and AES 

DES (dataencryption standard) it is an outdated method instead of encrypting the data so that 

the information cannot be read by other people who may be intercepting the traffic, it is 

considered very old and has been replaced by AES. 

(advanced encryption standard) the following will explain the difference below. 
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Fig4: Comparison between DES and AES 

 

V. CONCLUSION 

 

The services provided by any cloud computing model are closely linked to mobility and thus 

depend heavily on continuous internet connectivity,it needs secure networks to move it, and 

so doe's data security that is why we did this research and produced results regarding 

encryption and decryption of data, and gave examples that could be applied. 

Therefore, we recommend me 

 Create a secure cloud computing community, to share ideas and collaborate. 

 Making the subject of cloud computing and its protection a basic subject taught in all 

study stages. 

 Developing protection methods and making them easier to learn and implement. 
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