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Abstract

The manipulation of digital images has become easy due to powerful computers, advanced photo-editing
software packages and high-resolution image-capturing devices. The identification of image authenticity
has received much attention because of the increasing power of image editing methods. Object removal is
an image forgery technique, which is usually achieved by the Exemplar-Based Inpainting (EBI) method
without any noticeable traces. Some legal issues may arise when a tampered image cannot be distinguished
from a real one by visual examination. Therefore the manipulation of digital images has become a huge
challenge to passive image forensics. There are a lot of forgery techniques that use to detect on these images
after removing the object, but these techniques have limitations when used some post-processing operations
such as super-resolution processing, noise addition, blurring and compression processes. To address this
issue, this paper proposes a novel forgery detection technique to recognize tampered inpainting images,
using topological data analysis (TDA) approach. TDA is a mathematical approach concern studying shapes
or objects to gain information about connectivity and closeness property of those objects. This proposed
technique is applied for a large number of natural images with getting a good results.
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classifier.

Introduction

In recent years, the field of digital image forgery
detection has remained active and has received
significant interest from the scientific community. A
wide-ranging study about image forgery detection have
been introduced in (V).

A copy-move and object removal are a famous
forgeries processes at this time. There are a lot of
techniques for detecting the copy-move regions in
images in the literature, also there are a lot of techniques
for detecting the forgery regions in images. However,
we will focus on techniques for the detection of object
removals in an image, which is usually completed by
EBI method in an unnoticeable way. Up to now, there
are few works which report about the blind detection of
image inpainting (?» ) @), (). (6),
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As the first attempt, the authors in ) introduced
a forgery detection method for EBI based on zero-
connectivity features, and fuzzy membership is proposed
to detect specific image doctoring to yield the degree of
matching of blocks in suspicious regions and identified
forged regions by the fuzzy membership. However,
this method failed to detect the forged regions in the
compressed and JPEG images.

Later, the authors in @) presented an automatic
forgery detection method for EBI process. The proposed
method contains two major processes: suspicious region
detection and forged region identification. The proposed
method performs well with regard to both accuracy and
speed while detecting forged regions. However, this
method still incapable to locate the forged regions of
small sizes.

Therefore, Bacchuwar et al. in ® proposed a novel
method to detect inpainting forgery and copy-move
regions using a jump patch-block matching, which
makes this method robust and faster than the already
existing methods. This method reduces computational
costs.
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Inrecent work, the authors in ) presented an efficient
forgery detection technique for object removal by EBI
method. This proposed technique combines central
pixel mapping, greatest zero-connectivity component
labelling and fragment splicing detection. The proposed
technique has succeeded in detecting the tampered
regions in images and reduction of computational
complexity; but this method fail to when those inpainted
images are further subjected to some post-processing
operations such as super-resolution process, noise
addition, blurring, and compression.

Therefore, the authors in (' proposed ahybrid forensic
technique to detect object removal in the images. First,
the technique in ® is used to detect whether the image
is forged or not. Second, the DCT is computed for the
undetectable images, then the joint probability density
matrix is computed for each difference array to model
the correlations among adjacent DCT coefficients. This
technique has succeeded in detecting the object removal
either with or without post-processing but this work still
has some limitations, because it is only working if a
candidate image is forged. So to detect the forged image
either with or without post-processing, we propose a
new technique based on the TDA approach.

The rest of the paper organized as follows. The
topological data (image) analysis is clarified. After that
Local binary patterns are introduced as an image texture
descriptor to build Rips complexes. Then TDA approach
is proposed to detect which of these images has had an
object removed from it. Next the experimental results
of the proposed technique are illustrated. Finally,
conclusion and future work will be presented.

Topological Data/Image Analysis

The topology has used to study the shapes of data
(objects) - ®) > - Once the shape of the data (e.g.
images) constructed, then topology has rich tools to study
the connectivity and closeness properties of that shape/
object, using a finite combinatorial process known as
Simplicial Complex (SC). Roughly speaking simplicial
complexes are made up of zero-dimensional simplices
(i.e. vertices), then building one-dimensional simplices
(i.e. edges between the vertices) from them, then 2"
dimensional simplices (i.e. triangles) from zero and
one-dimensional simplices and then higher dimensional
simplices are constructed similarly. Finally, one gets a
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SC by gluing these simplices ‘nicely’ together along their
edges and faces. There are many types of SCs, but here
we are using what is known Vietoris-Rips (Rips) SCs as
it is easy to construct and compute in comparison with
other types of SCs. Traditional construction of Rips SCs
are based on selecting a single distance threshold and
calculating corresponding topological invariants such as

betti numbers (£, for n = 0,1,2), Euler characteristics,
cliques and other topological invariants.

The popular mathematical theory used to characterise
topological features is known as homology theory.

More precisely, the rank of the 7i-th homology group
equals to what is known as betti numbers 5, where
£ is equal to the number of connected components

(CCs), 5, is the number of holes and [, is the number
of cavities in the constructed Rips SC. Instead of
computing aforementioned topological invariants at a
single distance threshold, TDA depends on calculating
the persistency of these invariants across an increasing
series of distance thresholds using what is known as
persistent homology ©» (10,

The first step in building a SC is to consider landmark
points (i.e. zero-dimensional simplices) in order to be
able to build on them higher dimensional simplices such
us edges, triangles and tetrahedrons. For this task, the
approach suggested in (! is followed which is the use of
uniform Local Binary Patterns as a tool to systematically
choose landmark points from images of interest to build
topological objects.

Local Binary Patterns (LBP)

Ojala et al. in 1? first introduced LBP as an image
texture descriptor. In this papaer, the original idea
proposed in (12 is followed. Given any image, LBP
replaces each pixel of the image with an 8-bit binary
code, which encapsulates texture and local structure,

determined by its 8 neighbouring pixels in a 3 X 3
window surrounding it in clockwise order, see Figure 1.
The process works as follow: starting from the top-left
corner of the window; subtract central pixel from its 8
neighbouring pixels, assign 0 if the result is negative,
and 1 otherwise. Mathematically this process can be
written as follow:
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LBP(x.,y.) = Za(Pi - Pc)zi

i=1
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‘Where P; is the neighboring grey value pixels, E. is the center grey value pixel, and the function

a(x)is as follow:
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Figure 1: An example of Local Binary Operator.

Uniform LBP (ULBP) refers to 8-bit circular bytes that have no more than 2 circular transitions. For the sake
of clarity, examples of ULBPs are 11110000 (2 transitions), 11111111 (0O-transitions) and examples of non-uniform
LBP are 10101010 (8-transitions), 11001110 (4 transitions). This means that ULBP of any monochrome image
consists of 58 unique uniform geometries, see Figure 2. It has been shown that ULBP codes constitute 90% of LBP
codes in natural images (!3). There are seven groups (of 8 binary codes) of ULBP according to the number of 0’s
and 1’s in their binary codes, excluding the cases 00000000 and 11111111. Each of these groups is related to certain

types of image textures. The ULBP codes have t consecutive 1’s as geometry-t. Our experimental investigation
contains the set of pixels in all geometries as potential landmark candidates to build SC.

=
=) =
GO (=] p=3 Rotations of binary code patterns
oo e s
o ° o e o o * o o C e o ©° o o< o =2 o o © o
1 = o o o o o o o o - o o o o o =
e o o o o oo g oo o o - o .o -, o
e © o e *® o o *e o e o o o= o =S o oo
G2 e o o o o o o e o - o o o o - =]
o o = S o e O o O oy O o - © . - < = -, <
-'.'c,b - T o o - o © e = =1 o - o - =1 - > o
3 - L= = ] L= = - O - o - O > - o - L=
o o o S o O e O o - o - - _ = - o - ., O
- * - o * o o * - o “ - o = o< o - =3 e *T o
Ga o o o - o - o e o - o o - [ =
O D o o o o - . -, - - = -, < - _, o
e T - T o o = o © = o= o e © o - T e T 5
e - - O - > - o - = - - - - = - =
O i S o o - o - -, - - - _ = - . o - b o
- T g = = o o - g o © - - o e o - g e T o
Ge | = - o - o - o = = - = o - [ =
o o, - el T - .- - .- - - - = - = - n o
e © o - *F o o * . o © e - = S - - e T o
<7 = - o e = - o e o - o o - e o -
e = - - = - o, e - = o= - g o - _ o
= - = = - = —
- -
G8 = =
= =
e

Figure 2: The 58 different uniform patterns in (8, 1).

Regarding uniform LBP patterns classifications
based on the number of ones included in the pattern in
the natural images database which described in 19; the
patterns in GO, G8, (G2 and G4), (G3 and G5), and G6
describe the flat area, spot area, edges, corners, and line
ends in the image, respectively.

Construction of Rips Simplicial Complexes

For each class of geometry-t in ULBP, its

corresponding positions are extracted in the forged and
original images of the given data. As a result, we end

up with a set of image pixel positions of the 8 sets of £
-ones ULBP codes. First, the known Euclidean distance
is calculated between all pairs of points in the set, and

then an increasing 8 sequence of T-dependent Rips
complexes is constructed, one for each rotation of the

geometry-t codes. For T =0, only 0-dimensional
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simplices are obtained, i.e. the points. Then T is gradually increased and computed £ at each T

Robert Ghrist in !9 illustrated that there is no optimal method to select the best threshold that best captures the
topology of data sets. A fixed number of distance thresholds are used, as follows:

Tj_ = D,Tz = 3,?3 = 5,T4: ?!TE =
10,T; =12,T, =15, T = 17, T = 20

This approach is motivated by the work of A. Asaad and S. Jassim in (!, as they used the TDA approach
to assess the quality of degraded images. In particular, they focused on discriminating face images degraded by
shadows and blurring. The topological invariant which is used across this paper is the zero homology groups, which

correspond to the number of CCs, as shown in Figure 3.
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Figure 3: LBP and simplicial complexes of the original and forged image at threshold T=10.

More specifically, the Rips complex graph for
forged image and the original image are identical, except
the forged region which we highlighted by red box in
Figure 3. The TDA approach is used to detect forged
images by counting the number of CCs in the images,
where the CCs is computed in 8 rotations in each one of
these 7 geometries at different thresholdings.

Forgery detection-based TDA approach

A new forensic technique is proposed to detect the
forged images using the TDA approach. The steps of the
proposed technique are as follows:

1) Image pre-processing: Before the features
extraction process, converting these RGB images into a
grayscale images, then transforming them into the LBP
domain.

2) Feature extraction: Applying the TDA approach
to the LBP image domain, the number of CCs will
be counted in each geometry (i.e. G1, G2,..., G7) at
different thresholds (i.e. T=0, T=3, T=5. T=7, ....) until
the number of the CCs be 1 in each rotation.

3) Classification: The purpose of a classifier is to
discriminate the given images and classify them into two
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categories which are original and forged images based on the number of CCs in each geometry at different thresholds.
The kNN classifier method is used to classify the images into two groups which are original and forged groups (i.e.

decision stage) (13 (16),

Testing Experiments

The forgery proposed method is applied to detect forged images from the yokoya natural database in (!”), which
consists of 100 original and 100 forged (inpainted) images of size 200200, as see in Figure 4.

Figure 4: Example of six out of 100 training natural images.

To detect the inpainted images, the TDA approach
is used by selecting landmarks from the whole image
to build SCs and then computed their corresponding
homological features (ie. the number of CCs). The
number of CCs is computed from different increasing
distance thresholds and the pattern of change in the
components while we increase the threshold is stored.
We stop when the number of CCs becomes one for both
classes (original and inpainted images). Finally, we train
kNN classifier when k=1 (i.e. Nearest Neighbour) on
those 200 images with 3 different classification protocol
as follow:

*  Protocol One: 30% of the data used for Training

*  Protocol Two: 50 % of the data used for Training

e Protocol Three: 70% of the data used for
training.

Each protocol is repeated 100 times, across seven
ULBP groups and 10 different increasing distance
thresholds. Experimental results showed the number
of CC is sensitive to the degradation present in the
inpainted images. Furthermore, among the 7 geometries
we used as landmarks to build the topology G1, G5 and
G7 geometries more sensitively detect the changes in the
edges and corners in the inpainted images ('®, as see in
the Tables 1.

Table 1: kNN classifier on CCs features from natural images.

750, k% Training

T G G2 Gy G4 GS Gé Lend T (5] G G3 G4 GE G GT T Gl G2 3 G GS Gl GT

T=0 5638 | S3.66 | S22 [ 5400 | SS47 | SA04 | 5207 T=0 5081 | 2471 | 5541 | 5491 | 5736 | 5384 | 583 T= 6243 | 5706 | 5736 [ 8676 | SE6 | 5495 | SRo02
Ted | sums | a6 | ss.67 | saa2 | ssas | sass | S04 T3 | 61.58 | 5787 | seon | s448 | s7.0 | ssag | seas T=3 | 6456 | 6101 | so48 | ss46 [ sss | s79s | 228
T-5 | so.82 | ss7e | s707 | ss2r | sas7 [ snon | ed07 T-5 | 62.88 | 60.05 | 5985 | 6048 | 6653 | 60.36 | 66.17 T=5 | 6746 | 6383 | 6246 | s4.08 [ 7001 | 6123 | enss
T=7 | 6598 | s8.28 | <98 | 60.29 | 6482 | 87.07 | 6721 T=7 | 6818 | 6023 | 6277 | 6309 | 6759 | é026 | o4 T=1 | 7166 | 6536 | e6sy | 6505 [ 077 | e34s | 7348
T=2 B3.62 | 68.23 | 6728 [ 66.99 | 6837 | 66.07 | S48 T=9 B4.84 | T3 | TOBL | 6993 | TH.GT | 67.86 | 8408 T=9 S7.63 | T441 | 7401 [ TAEE | S0e6 | 6938 | B8.61
[ 748 | [ 5287 || T=10 [ #9734 [ 7000 | 7928 | 767 | sa26 93.94 | | T-10 [(o0.87 | 7a.61 | 7876 | 7216 | 868 | 776 | s4m

T-12 | 7857 | 6458 | 568 | 6511 | 7re0 | e276 | 7802 T-12 | 7936 | 68.27 | 6844 | 6641 | 7207 | 6500 | s036 || T=12 | ma8 [ vom | 7007 [ 6067 | 7588 | 66as | sis
T=1% | 6891 | 8877 | 6251 | 6045 | 6882 | 6177 | 7028 || Te1S5 | 7147 | 6044 | 6496 | 6260 | 7071 | 6376 | 7238 || T=15 | 7386 | 6837 | 6836 | 6433 | 7204 | 6406 | 7536
Te17 | s802 | sese | sar2 | sa87 | swsn | sesy | oeams || Te17 | 6208 | $0.37 | 5495 | 8870 | s0.81 | $6.18 | 66.83 T=17 | 6796 | %68 | 631 | so.81 | soos | s6.26 | engy
T=20 | 5367 | 50.27 | 5103 [ 51.97 | 8583 | 5078 | 5197 T=20 | 5547 | 5319 [ 5338 | 5168 | 5803 | 5208 | 8497 T=20 | §7.21 | 5431 | 5333 [ 5238 | 60ee | 5290 | %698

Examining the whole distribution of accuracies
from T=0 to T=20, the accuracy is starting in a low
rate around 52% then gradually increasing until reach
the peak at T=10 and then gradually decreasing. The
highest obtained accuracy is 90% for detecting the

inpainted images at T=10. Also, the number of images
in the training does not affect the accuracy of the image
classification, that means the classification features are
strong.
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The values of accuracy for classifying the natural
images into original and inpainted images are not
absolutely correct. There are two kinds of error which
are False Positive (FP) and False Negative (FN). The
FP represents the original images that classify as forged
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images, while FN represents the forged images that
classify as original images '”). Tables 2 show the average
of FP and FN values for each geometry at different
thresholds in above three protocols, respectively.

Table 2: False Positive and False Negative values from natural images.

J 80, kNN elassifien Falve Pacitive I

T Gl L] G G GE | G6 GT T Gl Gl Gl L] G 6 G7 T Gl Gl G G G el GT
T=0 | 27510 [ 1.2 | 303 | zame | 606 | 280 | a0 T-0 | 1795 | 19sa | 2037 | news | w3 | 1762 | 2006 T-0 | 17.08 | 1984 [ 2032 | 1688 [ usad | 1762 | 20006
T=3 | 2700 | 288 [ 2001 | 2648 | 2704 | 3046 [ 26.02 T=3 | 19.02 | 1008 | as42 | 702 | 1808 | 2002 | 1621 T-3 | 1902 | 1908 | 1842 [ 1702 | w898 | 2002 | 1621
T4 a6 | .00 | 3967 | rém4 | a3 | IRAS | 3LV T=8 19,07 | 1839 | @008 | i8E8 | 1667 | 1004 | 1748 T=3 19007 [ 1839 [ 1998 | 1888 | 1667 | 19.04 | 17.48
T=7 | 2462 | 2003 [ 2682 | 2487 | 249 | a0e [ 2509 T=7 | 1641 | 1981 | 17.02 ) 1879 | 15.27 | 116 | 1871 T=7 | 1641 | 1981 | 1702 | 1879 | 1827 | 1906 | 1571
T-5 | 1008 | 2463 [ 2344 | 2081 | 2073 | 2408 | sss v-9 | 786 | 1607 | as2s | aaea | ess | 60w | &2 T-9 786 | 1607 | as2s | 13en | ess | 1am | sm

20w | 1209 [ 5.7 | 2.5 | [ 7.7 | 1 |
Ten2 | 1307 | 2887 | xa2y | 1esd | 17.24 | 2806 | 12 T2 | m71 | assr | oassa | onase | 1zas | iver | osav T=12 | 871 | ansz | asss | aass | wzas | avwr | may
T-18 | 2604 | 2001 | 2768 | 2008 | 1508 | 17.80 | 2809 T=15 | 1708 | 1943 | 1832 | 19.66 | 998 | 1149 | 192 T=18 | 1708 | 1943 | 1832 [ 19466 | o9 | nae | 10
T=17 | 2381 | 2871 | 2888 [ 2671 | 2386 | M. | 1602 T=17 | 145 | 1685 | 1s08 | 1768 | 1872 | 22.78 | 1073 T-17 | 1456 | 1688 | 1898 | 17.68 | 4872 | 2078 | 10.7H
T-20 | 2471 | 2720 | 2706 [ 2050 | 2800 | 2m77 | 1048 720 | 1588 | 1738 | 1sen | w600 | 1836 | imos | 9287 T=20 | 1588 | 1738 | 1861 [ 1600 | 186 | asod | 1287
Tralnkng | 30, kNN classifler False Tralning KN classiflerFalse

T Gl G G3 G G5 [ GT T Gl G2 G Gd GS Go G7 T Gl G2 G3 G4 GE G6 GT
T=0 33,82 | de66 | 2306 | 3032 | 3627 | 3076 | 3584 T-0 12,04 | 2578 | 1307 | 3821 4.5 | 2884 | 2458 T=i 1266 | 14.76 | 1367 | 1633 [ 1459 | 18407 | 1481
T=3 | 29.78 | 35,67 | 3295 | 3004 | 3386 | 3442 | 3538 T=3 | 19.43 | 2338 | 266 [ 3763 | 204 | 2482 | 2484 T=3 | 1029 | 1323 | 1420 | 1694 | 1383 | 1408 [ 14.54
T=5 | 2876 | 32.5 | 3004 | 3165 | 2578 | 3034 | 2454 T=8 | 1821 | 205 | 20017 | 20064 | 16.86 | 1958 | 16.45 T=5 | o449 [ 1088 | 1023 [ 100 | smn | 1285 | s
T=7 | 23.07 | 28.31 | 29.45 | 31.02 | 2576 | 30.04 | 20.52 T=7 | 1542 | 1896 | 2021 | 2002 | 17.04 | 2064 | 14.16 T=7 | 837 | 1006 | 10.83 | 1153 | 933 | 1085 | 7.84
T-9 | 1084 | 1984 | 22.36 | 2540 | 2384 | 2334 | 1260 T-0 | 730 | 1227 | 1391 | 1604 | 108 | 1608 | .82 T-9 | 344 | 662 [ 727 | 872 | 625 | 956 | 422
T=10 .16 17.25 | 2063 | 2338 | 14.72 | 20.73 | 559 T4 T=10 189 548 159 674 467 5.96 185
Te12 16.92 M.T1 | XIEL | R0 20009 | 3477 173 T=11 11.93 1283 1607 P12 14.58 1711 1144 T=12 679 1.7 854 11.43 178 995 604
T=15 | 17.36 | I5.52 | 2452 | 26.08 | 28.47 | 3593 | 12.66 T=15 | 1142 | 1923 | 1672 | 770 | 1987 | s | s T=15 | 629 | 933 | 933 [ 1037 | 1053 | 1496 | 443
T=17 | 3513 | 304 | 3707 | 3691 3523 | 2824 | M4 T=17 .20 [ MR | 26T | 23.53 147 .7 .74 T=17 1223 | 1270 | 1553 | 1431 1423 | 1260 [ 1218
T=20 | 4015 | 4237 | 39.99 | 37.65 | 33.82 | 40.13 | 4637 T=20 | 18.98 | do46 | 2881 | 3041 | 2LTI | I0BH | 3246 T-20 | 1743 | 1594 | 1691 | 1929 | 1337 | 17.91 | 19.09

Tables 2 showed the average values of FP and FN in G1, G5, and G7 at threshold T=10 are less than in other
geometries and in other thresholds. This clearly shows that TDA can be used as an effective technique for inpainting

detection.

Summary and Conclusion

A novel forgery detection technique has been
proposed to recognise tampered inpainting images (i.e.
by the EBI method). TDA has been used to detect the
forged images (i.e. to detect which of these images has
had an object removed from it). The number of CCs has
been used as a component in the feature vector in the
classifier methods. The kNN classifier has been used to
classify the images into original and forged images. The
proposed method has been applied to natural database
images. The experimental results showed that the
proposed method performs well in detecting inpainted
images with promising results. Also, the FP and FN error
are calculated for all geometries at different thresholds
for natural database images. In the future, we will extend
our investigation to detect the suspicious regions in the
forged image by applying TDA approach.
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