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Abstract—To transmit sensitive information over the unsafe 

communication network like the internet network, the security 

is precarious tasks to protect this information. Always, we have 

much doubt that there are more chances to uncover the 

information that is being sent through network terminals or 

the internet by professional/amateur parasitical persons. To 

protect our information, we may need a secure way to 

safeguard our transferred information. So, 

encryption/decryption, stenographic and vital cryptography 

may be adapted to care for the required important 

information. In system cryptography, the information 

transferred between both sides sender/receiver in the network 

must be scrambled using the encryption algorithm. The second 

side (receiver) should be outlook the original data using the 

decryption algorithms. Some encryption techniques applied the 

only one key in the cooperation of encryption and decryption 

algorithms. When the similar key used in both proceeds is 

called symmetric algorithm. Other techniques may use two 

different keys in encryption/decryption in transferring 

information which is known as the asymmetric key.  In general, 

the algorithms that implicated asymmetric keys are much more 

secure than others using one key. RSA algorithm used 

asymmetric keys; one of them for encryption the message, and 

is known as a public key and another used to decrypt the 

encrypted message and is called a private key. The main 

disadvantage of the RSA algorithm is that extra time is taken 

to perform the encryption process. In this study, the MATLAB 

library functions are implemented to achieve the work. The 

software helps us to hold very big prime numbers to generate 

the required keys which enhanced the security of transmitted 

information and we expected to be difficult for a hacker to 

interfere with the private information. The algorithms are 

implemented successfully on different sizes of messages files. 

 
Index Terms—Cryptography, Ciphertext, Data Security, 

RSA Algorithm, Key Generation. 

 

I. INTRODUCTION 

Several researchers emphasize cryptography techniques 

to transferred vital information through unsecured channels. 

They have confirmed that the greatest technique to get 

secrecy and reliability of data. However, the data transferred 

through network channels facing real challenges by different 

sides that interest to uncover the secret information.  

Developing of information technologies is raising the level 

of threats and vulnerabilities of the forward the data in 

unsecured canals. To encounter the problem, the 

cryptography researchers have stressed their talents in 

discovers an unconventional alternative to improve 

transmitted information protection by ensuring information 

accessibility. At present dissimilar algorithms have been 

stimulated to provide much more security.  Of course, such 

sophisticated algorithms generate a more expensive and 

                                                        
Published on April 2, 2020. 

T. A. S. Obaid is with University of Basrah, Iraq. 

consumption much computational resources, Meneses et al. 

[1]. 

As it's known the cryptography is the procedure too is 

used to protected important data through transfers it over a 

normal network channel, which is not necessary to stay 

secure, and the other side receives the message as it that. 

Nowadays, the subject of data confidence becomes a very 

crucial feature of information computing discipline. Easy 

admission of the Internet today and all the data all over the 

world led to the importance of the topic of security data. 

Although, this will be created new dangers for those users 

who want to remain their data safer. As we expected, 

hackers and penetrates are using a diversity of techniques to 

penetrate and break out into an information transferred 

channel and steal information or alteration of the original 

data of any organization [2]-[5]. 

At present, cryptography algorithms afford a high level of 

confidentiality by covering private data of any individuals or 

groups. Cryptography is implemented to provide access to 

data in a constrained way, data reliability, and validation. At 

present, many of the research's effort is going on to find out 

the new cryptographic algorithms more efficient based on 

security and complexity [2]. 

Generated a one secrete-key (private) of the cryptography 

algorithm uses for both approaches i.e., is known as an 

asymmetric key. This technique proved that has lesser 

computational efforts but unfortunately has many drawbacks 

like discovering and infer the key, the obligation of a shared 

secret key, validation [3],[4]. 

Asymmetric cryptography algorithm, use a public-key to 

achieve an encryption pattern and then, used a private key to 

decrypt the cipher information. However, asymmetric 

cryptography implements two different mathematically 

approaches, like a public key and the other a private key. 

Dissimilar symmetric algorithms applied only one key to 

both the encryption/ decryption approach performance, [6], 

[7]. Moreover, the public key is speared openly and can be 

used to encrypt data by anyone. On the other hand, the 

private key is kept secret and implemented by the recipe 

side to decrypt the received encrypted data.  

Rivest, Shamir, and Adleman (RSA), in (1977) were the 

first described the algorithm that implemented public key, 

[2]. The RSA technique is succeeded to solve the 

asymmetric cryptography problems. RSA algorithm applied 

different keys as public/private keys but are related to a 

large scale of applications. As a result, reliable secured 

results and better security transfer data were big prime 

integer numbers chosen for both the public / private keys 

[6], [7]. RSA applied extensively for encryption/decryption 

problems leading a protected transmission of the data. RSA 

comes to be more enhanced protection when the value of the 

key is big enough and it becomes much more difficult to 

figure out its common factors of the key number. An 
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asymmetric key means that it works on two different keys as 

a public key and a private key. The public key shoul be 

known by everyone but the private key is not and kept 

privately to receiver only. The objective of RSA founded on 

the fact that it is hard to factorize a key because a large 

prime integer is chosen. Usually, the public key generated 

by two prime numbers. 

 

II. SYMMETRIC VS. ASYMMETRIC CRYPTOGRAPHY 

Cryptographic techniques had been used since ancient 

times before inventing computers system, and the 

techniques have evolved since those times. 

Cryptography algorithms are regularly separated into two 

categories and identified as symmetric/asymmetric 

cryptography. The essential difference between these two 

categories of encryption/decryption depends on the fact that 

symmetric cryptography uses a single key that needs to be 

common among the second side who need to receive the 

message that sent by the first side. While asymmetrical 

cryptographs contain a public key to encrypt data only. The 

private/public keys are unlike, but they are related. 

However, the public key is offered to everybody who 

desires to use this method and send the messages, but in 

other hands, the private key is set hidden at a secured place, 

One of drawback is asymmetric encryption takes much more 

time than symmetric encryption [7]-[9].  

Of course, both types of cryptographic have benefits and 

drawbacks relative to one another. Symmetric encryption 

algorithms are much quicker, require less computational 

power, and simpler, but their main weakness is that a key 

may be discovered by hackers. Because in the symmetric 

technique is only one key is applied to both encryption and 

decryption of data, so, this key must keep safe. though this 

key handover to a trusted person who needs it to access the 

data, so, the key does not open up for the public to keep it 

secured, [10],[11].  

On the other hand, asymmetric encryption resolves the 

problem of key spreading for using public keys for 

encryption technique and private keys for decryption. The 

compromise, however, is that asymmetric encryption 

technique is very slow by comparison to symmetric 

technique and require much more computation power as a 

result of their massively longer key lengths. 
 

 
Fig. 1. One key in cryptography 

 

 
Fig. 2. Two keys in cryptography 

 

III. RSA ALGORITHM [11] - [16] 

To implement the RSA technique smoothly, we need to 

trail the following three steps:  

A. Key generation 

 RSA algorithm involves generating two different 

keys, like a public key beside a private key. As a 

familiar, the public key should be distributed for 

anyone who is intending to implement this technique 

to encrypt a piece of transmitted information. The 

messages are encrypted via public key but it may be 

decrypted by one who had a privet key in a sensible 

amount of time so that it is mean, the private key 

should be delivered by receipt side. The keys of the 

RSA algorithm are Select two big prime integer 

numbers N and M. Since we intend to satisfy 

safekeeping the message, the integer’s N and M 

should be chosen as big prime integers. 

 Compute a number n = N*M. where n is computed as 

the modulo for both the public and private keys.  

 The Euler's function phi() should be computed as, phi 

(n) = (N − 1)*(M − 1), where phi function is the 

integer number. 

 Let generated as the following: [17], [18]: 

 an integer e in the range 1 ≤ e ≤ phi(n) and the GCD 

(e, phi (n)) = 1, so that e and phi(n) are coprime. 

B. Encryption key 

Select the index integer e so that e is greater than 1 and 

less than phi (n), and the greatest common divisor GCD (e, 

phi (n)) = 1. The integer, e, and phi(n) are should be a co-

prime. The e is unconstrained as the public key exponent. 

C. Decryption Key 

Let d is a decryption key and is computed d as:  

d = e−1 mod (phi (n)); 

where d is computed as the multiplicative inverse of e 

(modulo phi (n)). To be more clarified d solved as: 

d*e ≡ 1 (mod phi (n)). 

The public key involves the modulo of n and the index e. 

While the private key involves of the modulus n and the 

private key d, which must be kept the secret, at the same 

time the N, M, and phi (n) must also be kept the secret to 

prevent the interveners applied these parameters to calculate 

d, [19]-[22]. 
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IV. A WORKED EXAMPLE 

In the following, we offer an applied example of RSA 

encryption/decryption. The parameters used here are small 

to clarify the procedure.   

Enter the prime integer for N = 59 

Enter the prime integer for M = 41 

Compute n = N*M = 59 *41=2419. 

Compute the function  

phi ((N-1)* (M-1))  

= ((59-1) * (41-1) 

= 2320. 

 

Compute the public key for exponent e such that 1 < e < 

phi(n) and so that greatest common divisor 

 GCD (e, phi(n)) = 1;  

 e = 1381. 

Compute the private key d as   

d*e ≡ 1 (mod phi(n)) ; 

d * 1381= 1 (mod 2320) 

  d=1181. 

To prove that a public and private keys whether to satisfy 

the above relation:   

e*d mod (phi()) =  

(1381 * 1181) mod 2320 

 = 1630961 mod 2320 

 = 1 

So,  

Puplish the public key is (1381, 2419) 

Puplish the private key is (1181, 2419) 

 

We are ready to send the public key to the second side 

(receipts) to write a required text message and encrypted it 

using a public key, i.e., converted to ciphertext and the 

second side sends the cipher message to the first side 

(sender) to decrypt the received a cipher message using a 

private message.  

 

e.g., Let us applied a numerical example:  

suppose the second side enter the following message: 

"Computer Science" 

The ASCII equivalent of the message is: 

67   111   109   112   117   116   101   114    32    83    99   

105   101   110    99   101 

 

The encrypted message is  

 1955 937 1643 2236 235 2240

 750 173 91 83 1633 400

 750 1821 1633 750 

The decrypted cipher message in ASCII is  

 67 111 109 112 117 116

 101 114 32 83 99 105

 101 110 99 101 

The decrypted message is: Computer Science 

 

V. CONCLUSION 

The most widely-uses asymmetric key is the RSA 

algorithm. RSA algorithm is effectively proved to be 

resisted the spam attempts to penetrate the data had been 

sent through the network and tampering these data. The 

more security is based on the difficulty of the factorization 

of the large prime integers chosen to generate the key. To 

prevent an intruder discovery of the ciphertext we should 

select a big prime number in the RSA algorithm. The 

encrypted plaintext by the RSA algorithm is often used in 

mixture with other encryption schemes to safely transfer the 

data. To make RSA more efficient things more efficient, a 

plaintext will generally be encrypted first with a symmetric 

algorithm, and once again use the RSA algorithm to encrypt 

the ciphertext using the asymmetric key. A final use of the 

symmetric key in the decryption of the ciphertext and 

recover the original plaintext. 
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