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Course Description

In this course, the student learns about all the traditional and modern
security systems that have been used and that are currently in use.
The student also learns how to break each system and understand why
some security systems are weak and why other security systems are
strong. We will even go over DES, AES, and Digital Signature which are
among the main modern encryption systems in use today.
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In this course you will learn the inner workings of cryptographic systems and
how to use them properly in real-world applications.

e Describe some basic concepts of encryption

e Describe cryptography and its uses in cybersecurity
e Description of hash and digital signature

e Describe the concept and use of digital certificates
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( Cognitive goals) 4 aall cilaay) -
Teaching students the basic concepts of cybersecurity, best practices, and
.core competencies used by crypto experts

( SKills objectives for the course) J_iall dualdl) 4350 jlgall cila¥) - o
S
Analytical SKills Cryptography learners need a strong understanding
of mathematical principles, such as linear algebra, number theory,
and combinatorics. Learners apply these principles when designing
and decrypting strong cryptographic systems

(Teaching and learning methods) alaill g aail) 5l sk

Providing the student with primary and secondary topics related to data
security
Programming theoretical topics related to data security into computer
programs
Requiring the student to use JavaScript programs related to theoretical
vocabulary

(Evaluation methods) axiil) 3k

conducting the midterm exam

class participation

grading a number of in-class assignments
conducting a practical exam

(Emotional goals) 4l g 4xilaa gl CilaaY) ¢
C1- The student listens to the Teacher's explanation
C2- Submit homework on time and participate in the class
C3- The student encourages his classmates to remain calm in class
C4- The student should develop his relationships with his colleagues in order
to achieve the best so that he always acts “honestly and ethically in all his
dealings”.

(Teaching and learning methods) alzill  aslaill 35 )k

Giving the student an opportunity to explain a small part of the class to his
classmates to enhance his self-confidence
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We recommend relying in the future on the book of the late
Professor Dr. lyad Ibrahim Abdel Sada (may God have mercy
on him) as a primary reference, especially since he has modern

scientific material in the Arabic language in the field of
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Required course)

.information security (books
cryptography : theory and practice, 4™ edition, Douglas r. 4:‘“'.-.':')5‘ &U‘J‘ -Y
Stinson, Maura B. Paterson, CRC press, 2019 (Referencesi

1. A Handbook of Applied Cryptography by Alfred J.
Menezes,Paul C. Van Oorschot and Scott A. Vanstone,
CRC Press Series on Discrete Mathematics and Its Applications
2. Oded Goldreich ,Springer-Verlag 1998 M,odern

Cryptography, Probabilistic Proofs and Pseudorandomness

Books and references (|

https://www.ccs.neu.edu/home/wichs/clas
s/crypto-fall15/index.html
https://faculty.uobasrah.edu.ig/faculty/360/teach

ing

Electronic references, (<
.....c Internet sites
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https://www.ccs.neu.edu/home/wichs/class/crypto-fall15/index.html
https://www.ccs.neu.edu/home/wichs/class/crypto-fall15/index.html
https://faculty.uobasrah.edu.iq/faculty/360/teaching
https://faculty.uobasrah.edu.iq/faculty/360/teaching

(Course development plan) /oA il jyghidbd VY

Access to the curriculum for dealing with information security in the rest of the
Iraqi and foreign government universities based on the developments in the

security fields.
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